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In the Internet of Things (loT) context, the landscape of weaknesses in the loT spectrum
sheds light on addressing faults by researchers due to the number of loT components
that unveil immense vulnerabilities to failures. Hence, there is a need to comprehend the
faults dynamics to facilitate identifying potential hazards in a developer’s design, deliver
methodologies to mitigate the risks, and ensure the data quality and resiliency of the
loT’s deployment. This article comprehensively aims to analyze faults occurrences in

the loT, their impacts on functionality, and their repercussions on data. It highlights the
intricate patterns of data faults by addressing various aspects, such as duration, cause,

pitfalls, component, type, and source.

integration of diverse heterogeneous components,

are often subject to complexity. As previously
demonstrated by our research,' osmotic computing
provides several benefits within these diverse loT eco-
systems. Such systems enable a vast flow of data, serv-
ices, and applications across various domains, such as
smart homes, smart cities, and health care. However,
loT components are prone to rapid degradation or mal-
function, among other failure types. As suggested by
Norris et al.? these faults can occur at any stage of the
loT architecture (Figure 1). Given the intricate correla-
tions that loT systems generate, there is an increased
risk of fault propagation among various components.
loT devices produce voluminous data, which are subse-
quently analyzed by Al/machine learning (ML) models
for critical decision making, heavily relying on the qual-
ity of the data. Thus, the nature of faults profoundly

I nternet of Things (loT) systems, due to their inherent
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impacts the loT system, involving elements ranging
from hardware and software to networks.

Erroneous data can lead to faulty decisions, empha-
sizing the need for robust methodologies to maintain
high-quality and instantaneous decision making. For
instance, age of dataa quantifiable measure we intro-
duced, can be used to determine and evaluate the tem-
poral accuracy of data transmission from loT devices.
Our framework, loT-QWatch,* can assess uncertainties
in the loT environment, proposing quality metrics like
accuracy and timeliness at various loT stages. Under-
standing loT faults can help with improving the sys-
tem'’s reliability, stability, and efficiency as well as with
devising resilient methodologies for fault detection
and rectification. Hence, a deep-rooted understanding
of fault characteristics and types is essential, as high-
lighted by prior research,® which addresses the poten-
tial fault range. Our focus in this article on the loT data
faults taxonomy (IoDFT) aims to enable academics and
researchers to better understand the intricacies and
origins of these faults, fostering a deep comprehension
of the faults’ nature and origins. We underscore the
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FIGURE 1. Various layers of the Internet of Things (loT) archi-
tecture, starting from the perception layer where the data are
generated, advancing through the communication and com-
puting stages as well as storing data, and culminating in a

decision. API: application programming interface.

significance of realizing that the core element of the
loT—data—can lead to erroneous decisions when
influenced by faults.

loT systems incorporate many components, with data
forming a fundamental pillar. As an example, take urban
evolution, which necessitates the deployment of resilient
methodologies across interconnected loT components at
various stages. Given the heterogeneity and diversity of
loT components, there is an inevitable escalation in the
volume of data flowing within the loT pipeline. Concerning
this multiplicity and complexity, ML techniques can
potentially amplify the utility of the aforementioned data
pillar, offering significant insights and aiding decision mak-
ing within the loT system. The application of ML in the loT
could significantly enhance the functionality of devices
not only in homes and cities but also in industries.?

This article discusses data faults taxonomy, empha-
sizing that low-quality data may lead to catastrophic

failures in loT systems. Therefore, a datacentric (DC)
approach is essential for the success of the loT. By
leveraging DC strategies, we can efficiently analyze the
vast amounts of data loT devices generate and extract
valuable insights. This pursuit stems from a deep
awareness of vulnerabilities and the heterogeneous
characteristics of the loT landscape. Additionally, we
explicate the facets of IoDFT. Finally, we explore and
present possible future research inquiries.

SCENARIO

We discuss a hypothetical scenario regarding the road
traffic congestion challenge in a smart city due to
increased vehicle demand. Smart city market growth of
24.53%, the compound annual growth rate, is expected
to be reached by 2027.” As depicted in Figure 2, road-
side units (RSUs) support wireless communication
between the units and the board on the vehicles. There
are typically three communication types in this sce-
nario: vehicle to vehicle, vehicle to RSU, and RSU to
RSU. A dysfunctional RSU resulted in misdirection
to vehicles, leading to heavy traffic. The RSU is not
apprised of the events occurring near the stadium,
which may have led to the lack of essential information

Transitions

& o o

Misdirected vehicles

Roadside Unit RSU

FIGURE 2. In this scenario, upon the end of a football game, a
dysfunctional roadside unit (RSU) erroneously incorrectly
directed the vehicles. Instead of turning right, vehicles turned
left while spectators vacated the stadium, leading to a tempo-
rary road closure due to the high pedestrian traffic. (Source
for 3-D images: Microsoft; used with permission.) R2R: RSU to
RSU; V2R: vehicle to RSU.
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or inaccurate data. Failing to attend to the aforemen-
tioned problem may result in serious ramifications,
such as increased emissions, interruptions to vehicular
circulation, and substantial disturbance to the city's
transportation infrastructure.

It is of utmost importance that prompt and effective
measures are taken to address this issue immediately
and prevent any further unfavorable consequences. Mul-
tiple underlying factors are possibly contributing to the
previous predicament, such as potential malfunctions in
the hardware of the onboard unit in the vehicle, updates
pertaining to computing, or hindrances in communica-
tion regarding packet delivery. However, various ML resil-
ient methodologies have been introduced, in the areas
of wireless sensor networks and vehicular ad hoc net-
works.2 Utilizing ML algorithms in these scenarios is a
substantial matter to lessen potential urban problems.
Therefore, data quality is the key point in the traffic con-
trol system in a smart city.

The following terms are used to address faults in the
loT: failures, errors, flaws, anomalies, uncertainties, and
defects.% 10111213 Eaylts might result from hardware fail-
ures, software bugs, environmental conditions, net-
work problems, or human mistakes. Additionally, faults
in the loT realm can range from minor setbacks to
significant problems, disrupting the entire system. Like-
wise, faults can be categorized based on the compo-
nent of the defect.

We cannot overemphasize the criticality of obtain-
ing trustworthy data readings from sensors in the loT.
It is indispensable to thoroughly comprehend the
potential faults that may arise in loT data, as they play
an instrumental role in augmenting the stability and
effectiveness of loT systems. Consequently, this leads
to developing robust strategies and solutions that pre-
vent, detect, and rectify faults. Faults can emerge in
diverse guises and contexts, underscoring the need for
a comprehensive approach to tackle them.®

The 10DFT, as depicted in Figure 3, is a taxonomy that
systematizes numerous defects that might surface in
the loT. Various articles™" have discussed classifica-
tion approaches for specific domains. Our taxonomy
followed the faceted analysis approach since the loT
includes interacting components, including devices,
servers, networks, and analytics software. Each can
incur defects that can significantly disrupt the efficacy,
reliability, and quality, among other characteristics.
Additionally, faults are interrelated and might influence
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other components to initiate upcoming and unknown
cascaded defects, which occur when the fault of one
system component causes the failure of other affiliated
components. Generally speaking, providing the loDFT
can pinpoint the loT system fault's nature.

We conducted an exhaustive analysis that included
the source of the fault, data pitfalls, form, source, dura-
tion, and cause. We have highlighted the most preva-
lent data pitfalls, e.g, missing data, erroneous data,
spikes, and stuck-at. Moreover, we classified the causes
associated with the component. Each component has
a substantial impact on the loT system. For instance,
physical damage caused by an environmental circum-
stance leads to a defective sensor. A further discussion
of these aspects is provided in the following sections.

The IoDFT analysis requires technical expertise
covering three stages: stage one, stage two, and stage
three (Figure 4).

The first stage enables the discovery of the initial
characteristics of the fault raised in the system. It
encompasses four different classes derived from the
base fault. The component class is where the fault orig-
inated: hardware, software, or network. The source
class is the fault’s location and scope: either internally
or externally or on a single node or multiple nodes.
The duration class pertains to the periodicity and
permanence time of the fault in the system. The type
comprises three distinct elements, each of which illu-
minates a distinct feature of the underlying attribute:
point, contextual, and collective. The second stage
of 1oDFT analysis reveals several noteworthy data pit-
falls, including incomplete or inaccurate data, delayed
response times, and power outages. Finally, in the third
stage of fault analysis, the potential cause of the
malfunction linked to the defective origin component
is provided.

The burgeoning adoption of smart sensors in everyday
objects is expected to yield a practical framework for
both environmental and physical realms, revolutioniz-
ing our interaction with these realms in the coming
years. Here, the role of the loT is pivotal, spanning
domains from smart homes and agribusiness to eco-
nomics, all of which heavily rely on data processing of
the loT pipeline. Researchers have proposed various
definitions of DC approaches,'®""® and there is uni-
versal consensus that a DC approach primarily focuses
on enhancing data quality for decision-making pro-
cesses that rely on models. In contrast, a modelcentric®
approach emphasizes improving the model itself. DC
techniques can be implemented during model training,
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FIGURE 3. The loT data fault taxonomy (loDFT).

including augmentation and labeling. The decisions
derived from the model can be improved through itera-
tive curation and data maintenance. Continuous data
faults necessitate sophisticated strategies, such as DC
techniques, to enhance data credibility and integrity.
Broadly, DC aims to maximize data quality to improve
model performance.

Several factors, including sensor failure, malfunction,
malicious attacks, human errors, or software bugs, can
introduce uncertainties in the retrieved data. Conducting
a thorough analysis of the fault nature can assist in identi-
fying potential causes and developing resilient methodolo-
gies for data quality in the loT. Generally, data are
perceived and managed to automate desired functions,
such as adjusting the temperature in a smart room or acti-
vating a dehumidifier. Incorrect sensor data in these situa-
tions can affect the actuators’ functionalities (Figure 5).

A report by McKinsey?' suggests that temperature
and humidity are crucial variables affecting a significant
portion of the global population. Thus, the importance
of erroneous or missing humidity or temperature data
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cannot be overstated. Normal air humidity falls between
20% and 70%, and average room temperature lies within
18-22°C, considering seasonal and geographical varia-
tions. Data quality issues can arise from readings out-
side these expected ranges, data transmission delays,
or being stuck in a particular state. Various causes,
including sensor and actuator malfunction, data trans-
mission issues, and network connectivity problems, can
result in faulty data. Observable signs—pitfalls—of DC
faults include anomalies, slow response time, gaps in
data, and unpredictable model behavior, among others.
Furthermore, certain data faults, such as temporary ones,
are transient, while others, like permanent ones, require a
specific solution for seamless operation. Detailed aspects
of data faults are discussed in subsequent sections.
Analyzing data faults based on the IoDFT is essen-
tial to identifying the root cause; determining whether
a fault is temporary or persistent; examining the com-
ponent involved—hardware, software, or network; and
identifying the type of fault, whether point or contex-
tual. Overall, the loDFT provides a structured view of
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FIGURE 4. Stages of data fault analysis in the loT systems
based on the |oDFT.

the fault nature, helping to manage the complexity and
variety as well as identify the potential cause of a spe-
cific fault.

loT systems are usually complex and composed of con-
stantly evolving components, such as devices, servers,
networks, and analytics software. Faults in the loT are
interconnected and multifaceted. For instance, mal-
function (component — hardware) can inhibit a devi-
ce's ability to process, send, or receive data. Several
connectivity issues primarily arise from the network
the device utilizes for Internet access. A typical sce-
nario involves the device's inability to find a reliable
and available network, such as a local access point,
leading to a loss of internet access (component —
network).?? Insufficient configuration may result in
constrained functionalities, such as a sudden increase
in the network load (component — software).

As authors have discussed,?>?* the fault types can be
classified into point, contextual, or collective. Random
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variables may result from defective sensors or reflect a
significant short-term event of interest to the system’s
operators (type — point). Variables may diverge from
the usual records compared to the adjacent records
(type — contextual). Moreover, a set of observations
may deviate from the norm of much of the data
(type — collective). Figure 6 depicts samples of tem-
perature sensor readings regarding the types. We have
qualitatively analyzed raw data from Urban Observa-
tory at Newcastle University.?

Point type is an outlier manifested in the norm of
the data. Contextual faults can be identified depending
on the data’s nature and flow. For instance, the tem-
perature changes during the seasons and abnormal
readings are raised. Finally, the collective type might be
identified if noticeable values are identified on the
same weekly timestamp.

Temporal faults in loT systems are transitory, appear-
ing sporadically due to temporary malfunctions, often
recovering without inflicting long-term damage. Con-
versely, permanent faults are more critical and usually
require intervention for correction. These faults are
triggered by hardware or software issues and necessi-
tate replacement or maintenance. Permanent faults
may pose a more substantial impact on the functioning
of an loT system.

Haphazard or irrational faults occur randomly and are
preventable, triggered by malfunctioning hardware, soft-
ware bugs, or other unpredictable events. For instance,
a sensor that dysfunctions intermittently may transmit
erroneous readings at varying timescales.

In the loT realm, the fault's location can reference
either the physical location of the failed component or
the position within the network or system where the
fault occurred. Fault locations can be categorized as
internal or external, impacting the system's lifecycle
differently. Further, some faults render the system inef-
fective due to their manifested influence, termed “scope,”
while other flaws impact the system independently.

Internal faults are typically caused by hardware
or software defects within the system. Conversely,
external faults arise from elements outside the loT
application’s framework, such as environmental fac-
tors. These faults are often easier to identify, as they
may be more conspicuous and traceable. For instance,
a device may fail due to extreme temperatures affect-
ing resources such as the CPU or memory.
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FIGURE 5. In certain circumstances and based on the context, hypothetically, on 3 April 2023, between 12 and 4 p.m. a sensor is
transmitting values close to 0°C. This deviation from the norm is unusual, especially since it is not typical to observe tempera-
tures below 0°C in April. This type of anomaly in data is categorized as a contextual fault type.

100 ~—— Temporal
—— Permanent
—— Haphazard

80

60

Value

20

2023-07-16
2023-07-17
2023-07-18

2023-07-15

FIGURE 6. Understanding the flaws and the nature of the fault in the loT data can be challenging, and it is helpful to consider
three distinct periods to gain a deeper insight—temporal, permanent, and haphazard. As shown, the temporal state is transitional
and only lasts for a short period. On the other hand, the permanent state occurs when multiple incorrect readings are transmitted
due to an unknown cause. Lastly, the haphazard state occurs when random shifts between the transmitted readings occur.
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Certain faults adversely affect only one component,
while others—termed “cascaded”—extend their influ-
ence on another component or node within the loT
system.

The |oDFT provides a classification scheme that
organizes the myriad faults that might occur in loT sys-
tems. It is a tool for investigating various loT faults to
understand their causes, impacts, and potential solutions.

We argue that faults in the loT pipeline originate from
three main components—hardware, software, or net-
work. For instance, a nonfunctional device caused by
physical damage or battery depletion is considered a
hardware cause. On the other hand, network defects
caused by an overflow message pack between compo-
nents lead to erroneous data or missing data. Gener-
ally, as described earlier in the article, loT systems are
prone to faults during the system pipeline and design
at any stage. Ultimately, some cause, such as misconfi-
guration, is not limited to being linked to the software;
it might also be aligned with the hardware or network.

Given the complex interplay between indicators
and causes, fault detection reliant on a single aspect
may yield inaccurate results and lead to faulty deci-
sions. Therefore, a comprehensive analysis and exami-
nation of various data sources are warranted.

Being dispersed in nature, loT architectures are
susceptible to various faults. Missing data are the
most prevalent form of real-time uncertainty. Some
faults are permanent, such as those caused by a dam-
aged battery, while others are transient due to environ-
mental changes. These intermittent occurrences may
cause data to be sent erroneously. Moreover, commu-
nication networks (such as 3G, 4G, and LoRaWAN) are
the most common sources of missing data, generally
temporary. The LoRaWAN network has a drawback
wherein, in the absence of data acknowledgment, some
data might get lost in transit, leading to missing data.

Similarly, if a sensor is deployed in a remote location,
hardware tends to be the prevalent cause (attributable
to poor design, battery failure, memory failure, sensor
damage, or environmental conditions). For instance,
aggressive battery-preserving algorithms might lead to
loT devices being in sleeping mode most of the time,
resulting in data loss pitfalls. Overloading in the messag-
ing queue is another potential cause of missing data.
Specific data pitfalls can be identified by considering
the peculiarities of the detected data. The causes of
data faults are often related to sensor performance or
the retrieved data. Erroneous values in the transmitted
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data, possibly arising from incorrect calibration in a
sensing unit, can add a deviation value to the actual
detected data, causing deviation data faults. Further-
more, stuck-at or spike data pitfalls, where the volatility
of a sequence of sensed data remains constant or the
fluctuation of sensed data deviates from the anticipated
change rate, are other potential issues.

Monitoring an loT system is essential in handling loT
data failure, ensuring rich data collection for diagnos-
ing and future decision making. It involves observing
and recording the system’s operational status, data
transmission, and real-time connectivity. Existing mech-
anisms, including loT-QWatch,* could be leveraged to
gather data from various loT devices. Considering that
there may be some resource constraint scenarios (i.e.,
edge computing), reinforcement learning—particularly
deep reinforcement learning?®—can be used to manage
and optimize data acquisition from various devices
intelligently. It can learn from the environment and
decide the relatively better routines for which device's
data need to be acquired and when optimizing resour-
ces. These data can include both the primary data
points and other metrics related to the devices’ perfor-
mance, such as temperature, battery levels, and net-
work signal strength, and it is necessary to preprocess
the data procedurally. Processed data may need to be
manually annotated with several selected samples or
with the help of the deep clustering?Z methods to
ensure that the acquired data can be discriminated
preliminarily.

The gathered data can be used to analyze and build
the intelligent data fault detection pipeline involving
state-of-the-art algorithm design and model training.
Due to the data being sequential and high dimension
as well as containing diverse information, the deep
learning model can be highly beneficial here, with the
ability to learn complex patterns and identify anoma-
lies or predict fault.?® On the one hand, a model will be
trained by supervised deep learning (e.g., long short-
term memory?® and transformers®), which is based on
the collected data with annotation of different data
faults, and the successfully trained model will be devel-
oped into the system for real-time detection. On the
other hand, a detection model can be trained unsuper-
vised, acting in the role of anomaly detection,®' assum-
ing the model is trained on normal (nonfaulty) data from
the loT system. Different models or learning paradigms
can be explored in the future, following the two direc-
tions to detect the data faults.
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After a fault has been detected, the goal is to rectify
it, and automated troubleshooting or generative mod-
els are the approaches that can be employed. When a
fault is detected, automated scripts can be executed
to try to resolve the problem. This can range from sim-
ple solutions, like restarting the device or cleaning up
its memory, to more complex solutions that might
require human intervention. The optimal combination
routines of executing the recovery scripts can be con-
trolled by an intelligent reinforcement learning agent.>?
Also, generative models like generative adversarial net-
works,** variational autoencoders,* or diffusion mod-
els®® can be used to rectify data faults in loT systems
due to their ability to learn the underlying distribution of
data. This functionality empowers them to produce high
quality and rectify the eccentricity to align standard
operational parameters, which may include tasks such
as imputing absent data and rectifying erroneous data.

This article presents the loT data fault taxonomy as a
tool for addressing data quality in loT pipeline architec-
tures. We have proposed and analyzed six aspects as
depicted in the lIoDFT. As one ventures deeper into the
loT landscape, the system inevitably becomes exposed
to various faults. A key research goal is to develop
effective solutions to mitigate these challenges; hence,
the suggestion of leveraging ML to alleviate difficulties
in the loT. Future considerations may include designing
a component capable of controlling low data quality
using ML techniques and developing a DC metric to
identify potential causes affecting data integrity gener-
ated from loT devices. The complexity and integrity of
systems and data in the loT pipeline architecture pre-
sent numerous open research questions. As loT sys-
tems regularly encounter an array of faults leading to
low data quality, researchers are called to devise robust
and innovative resilient methodologies to unravel the
complexity in the heterogeneous realm of the loT. Cre-
ating an loT system capable of addressing DC faults will
ensure the reliability and accuracy of the system.
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