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ABSTRACT

With the widespread adoption of the Internet of Things (IoT), time series data
is being generated in massive quantities across various industries. In IoT systems,
detecting anomalies in time series data is crucial for ensuring reliability, security,
and efficiency. This review provides a comprehensive overview of anomaly detec-
tion techniques in IoT time series data, categorizing anomalies into three main
types: point anomalies, collective anomalies, and contextual anomalies. Firstly, it
discusses the significance of anomaly detection in IoT, highlighting its importance
in diverse applications such as smart grid, network, financial, etc. Subsequently, it
surveys commonly used anomaly detection methods including statistical approaches,
machine learning algorithms, and deep learning models, outlining their principles,
advantages, and limitations. Furthermore, challenges and future directions in IoT
anomaly detection are discussed, addressing issues such as data heterogeneity, scal-
ability, interpretability, and real-time processing. This review serves as a valuable
resource for researchers, practitioners, and stakeholders interested in understanding
and deploying anomaly detection techniques for IoT time series data.
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1. Introduction

In the Internet of Things (IoT), interconnected devices generate vast amounts of time
series data. This data provides insights into operational performance, environmental
conditions, and human behavior. Effective time series anomaly detection is crucial for
identifying deviations from expected patterns within these sequences of data points.
Across domains such as finance [45, 27], industrial manufacturing [41, 34], healthcare

Email: JiangeJiang@stu.xidian.edu.cn; cc2000@mail.xidian.edu.cn; xuyanwei@tju.edu.cn;
11931084@Qzju.edu.cn; jinfQcast504.com; 295264174Qqq.com; imurturi@dsg.tuwien.ac.at; dust-
dar@dsg.tuwien.ac.at.



[67], and cybersecurity [52, 19], where time series data pervades every facet of opera-
tions, understanding and detecting anomalies within these data streams are crucial for
ensuring the integrity, reliability, and security of systems and processes. For instance,
in sectors like manufacturing and healthcare, where system reliability is paramount,
real-time anomaly detection ensures the smooth operation of processes [26], reduces
downtime, and enhances overall productivity. Furthermore, by promptly detecting
anomalies, businesses can mitigate potential risks such as fraud, equipment failures,
network intrusions [46], or health complications, thereby minimizing financial losses
and operational disruptions.

However, the inherent temporal correlation in time series render anomaly detec-
tion more challenging compared to image anomaly detection. Firstly, time series data
often contains high levels of noise and volatility, including various forms of random
disturbances or periodic fluctuations, making it more difficult to identify anomalies ac-
curately within the data. Furthermore, anomalies in time series data are typically rare
events relative to normal conditions, leading to data imbalance, which makes mod-
els more susceptible to the influence of normal data, thereby reducing the accuracy
and reliability of anomaly detection. Lastly, Some anomalies may arise from long-
term dependencies, necessitating models that can effectively capture and understand
long-term sequence patterns. However, time series data often suffers from missing or
incomplete data, which may result from sensor failures, communication interruptions,
or data recording errors. Addressing this data incompleteness requires appropriate
techniques for data imputation or interpolation to ensure the accuracy and reliability
of anomaly detection.

The traditional methods for anomaly detection are usually based on statistical prin-
ciples and machine learning algorithm, which learn patterns and rules from time series
data [37]. However, there are several limitations when applied to anomaly detection
in ToT time series. Firstly, these methods often require manual feature engineering
[80], where domain expertise is necessary to select and engineer relevant features from
the raw data. This process can be time-consuming, labor-intensive, and may not fully
capture the complex temporal patterns present in IoT time series data. Secondly,
traditional machine learning algorithms typically assume that data instances are in-
dependent and identically distributed (i.i.d.), which may not hold true for time series
data where sequential dependencies exist [44, 49]. This can lead to suboptimal perfor-
mance and difficulty in capturing the temporal dynamics inherent in IoT environments.
Additionally, traditional machine learning methods may struggle with handling high-
dimensional and heterogeneous time series data, such as those generated by diverse
sensors in IoT systems [3]. These methods may not effectively capture the diverse
characteristics and correlations present in such data, leading to reduced accuracy in
anomaly detection.

The emergence of deep learning techniques has revolutionized time series anomaly
detection, addressing many of these challenges. Deep learning models, such as Re-
current Neural Networks (RNNs), Long Short-Term Memory networks (LSTMs), and
Convolutional Neural Networks (CNNs), can automatically learn intricate patterns
and dependencies from raw time series data without the need for manual feature engi-
neering. In [81], Zhang et al. proposed a novel deep learning-based anomaly detection
algorithm, the Deep Convolutional Autoencoding Memory network (CAE-M), which
combines a Deep Convolutional Autoencoder with a Memory Network to capture spa-
tial and temporal dependencies in multi-sensor time-series data. It can achieve better
performance when intra-class data exhibit similar distributions or regular patterns.
Similarly, authors introduced an architecture that integrates a CNN with a LSTM-



based autoencoder to enhance anomaly detection in time series data [76]. These mod-
els excel at capturing complex temporal dynamics and dependencies, thus overcoming
the limitations of traditional machine learning methods in IoT time series anomaly
detection. Additionally, deep learning models can handle high-dimensional and het-
erogeneous time series data more effectively, leading to improved accuracy in anomaly
detection tasks. As a result, the application of deep learning in time series anomaly de-
tection represents a promising direction for enhancing anomaly detection capabilities
in IoT environments.

Several survey papers have delved into the realm of anomaly detection in time series
using Artificial Intelligence (AI) methodologies, including notable works such as the
study by Cook et al.[11] and Li et al.[36]. However, existing literature often falls short
in providing a holistic exploration of the nuanced challenges and advancements specific
to this domain. This paper endeavors to address this gap by conducting a meticulous
review and synthesis of deep learning techniques tailored for anomaly detection in IoT
time series data. Through this endeavor, it aims to elucidate the unique intricacies and
emerging trends in this interdisciplinary field, offering valuable insights to researchers,
practitioners, and stakeholders alike.

The reminder of this paper is organized as follows. Section 2 explore the categories
of time series anomalies and their definitions, providing a comprehensive understand-
ing of the different types of anomalies encountered in time series data. In Section
3, we summarize the methods for time series anomaly detection, encompassing both
traditional statistical approaches and modern machine learning techniques. Section 4
focus on the application of time series anomaly detection in IoT. Section 5 examine
the challenges inherent in time series anomaly detection and propose future research
directions. Finally, Section 6 concludes this paper.

2. Taxonomy of Time Series Anomalies

Time series anomalies refer to events or data points within time series data that
deviate significantly from the expected patterns. These anomalies may manifest as
sudden spikes, persistent irregular patterns, or significant deviations from the data
distribution. We categorize time series anomalies into three distinct types based on
their characteristics and occurrence patterns: point anomalies, collective anomalies,
and contextual anomalies.

2.1. Point Anomalies

Within the domain of time series anomaly detection, point anomalies serve as pivotal
indicators, spotlighting individual data points that veer markedly from the anticipated
trajectory of the time series. These anomalies stand out for their solitary occurrences,
where a sole data point demonstrates an aberration from the customary behavior
observed in the time series data. This inherent characteristic of singularity underscores
the distinctive nature of point anomalies, wherein a solitary data point exhibits a
deviation from the typical pattern observed in the time series data. Figure 2.1 shows
an example of point anomalies.

From a mathematical standpoint, the identification of point anomalies entails a
rigorous examination of each data point z; within the time series X = {x1, 2, ..., x5}
against a predefined threshold €, against which its deviation from the expected pattern
is measured. Specifically, if the absolute difference between x; and the mean or median
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Figure 1. Example of point anomalies.

w of the time series surpasses €, as expressed by |z; — u| > €, z; earns the classification
of a point anomaly.

The significance of point anomaly detection transcends disciplinary boundaries, find-
ing applications across diverse domains. For example, in cybersecurity, they might
signify unauthorized access attempts or suspicious network activity [29]. In financial
markets, sudden fluctuations in stock prices or trading volumes could indicate anoma-
lies warranting further investigation [72].

2.2. Collective Anomalies

Within the realm of time series anomaly detection, collective anomalies serve as a crit-
ical focal point, shedding light on deviations from anticipated patterns within specific
temporal windows or segments of the data. Unlike point anomalies, which pinpoint
individual aberrant data points, collective anomalies encapsulate anomalies that man-
ifest within defined time intervals, offering insights into broader trends or patterns of
irregularity within the time series. Figure 2.2 shows an example of collective anomalies.
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Figure 2. Example of collective anomalies.

From a mathematical perspective, the identification of collective anomalies hinges
on discerning deviations in the aggregate behavior or statistical properties of the time
series data within a specified time interval. This involves computing the aggregated



value, such as the average or sum, of data points within the interval and comparing
it to the expected value. If the disparity between the aggregated value A and the
expected value p exceeds a predefined threshold e, as expressed by |A — u| > €, the
interval is classified as anomalous.

Applications of collective anomaly detection span diverse domains, each presenting
unique challenges and opportunities for analysis. For instance, in healthcare mon-
itoring systems, anomalies in patient vital signs may alert healthcare providers to
potential medical emergencies or adverse reactions to treatment [62]. Varone et al. in-
vestigated the power spectrum density (PSD), in resting-state electroencephalography
(EEG), to evaluate the abnormalities in Psychogenic Non-Epileptic Seizures (PNES)
affected brains [61]. The detection and analysis of collective anomalies offer valuable
insights into temporal patterns of deviation within time series data, facilitating proac-
tive decision-making, and risk management across various applications and industries.

2.3. Contextual Anomalies

Additionally, contextual anomalies emerge as a nuanced category, delineating instances
where a data point deviates from the anticipated pattern within a specific context or
subset of the time series data. Unlike point and collective anomalies, which focus on
individual data points or predefined temporal windows, contextual anomalies delve
deeper into the underlying context of the data, discerning deviations within specific
subsets based on contextual information. Figure 2.3 shows an example of contextual
anomalies.
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Figure 3. Example of contextual anomalies.

From a mathematical perspective, the identification of contextual anomalies hinges
on scrutinizing each data point x; within the time series X against a predefined thresh-
old €, against which its deviation from the expected behavior within a specific context
or subset C is measured. Specifically, if the absolute difference between x; and the
mean or median puc of the subset C' surpasses ¢, as expressed by |x; — puc| > €, z;
garners the classification of a contextual anomaly.

The application landscape of contextual anomaly detection spans diverse domains,
where contextual information plays a pivotal role in anomaly identification and in-
terpretation. For instance, in network security, contextual anomalies may manifest
as unusual patterns of network activity within specific user groups, departments, or
geographical locations, indicating potential security threats or policy violations [51].



Similarly, in supply chain management, contextual anomalies could signify irregulari-
ties in product demand or inventory levels within specific regions or market segments,
necessitating adjustments in production and distribution strategies [6].

In summary, different time series anomaly scenarios can exhibit diverse characteris-
tics and nuances. For instance, in cybersecurity, point anomalies might indicate isolated
instances of malicious access attempts or suspicious network activity, whereas collec-
tive anomalies could signify abnormal patterns of data transfer rates within specific
time periods, potentially signaling network congestion or security breaches. Similarly,
in financial markets, point anomalies may represent anomalous trading behaviors or
market irregularities, while contextual anomalies might involve deviations in trad-
ing patterns across different geographical regions or user groups. In manufacturing,
point anomalies could denote sudden deviations in machine sensor readings, indicat-
ing equipment malfunctions or production line interruptions. Meanwhile, collective
anomalies might reveal prolonged periods of decreased productivity within specific
shifts or production cycles, hinting at underlying process inefficiencies or resource con-
straints. In contrast, contextual anomalies may manifest as irregularities in product
quality across different manufacturing plants or geographical locations, highlighting
variations in production processes or environmental factors. Therefore, when describ-
ing the application scenarios of different anomaly types, it is essential to consider the
specific requirements and nuances of each domain, ensuring that each anomaly type’s
cases adequately showcase their uniqueness and significance.

3. Methods of anomaly detection

3.1. Statistical

Statistical-based time series anomaly detection methods typically involve establish-
ing a baseline model to describe the normal patterns of time series data and then
identifying anomalies based on the deviation or residuals between the data and the
model.

3.1.1. Methods Based on Threshold

The threshold-based method relies on setting a predefined threshold, above or be-
low which data points are classified as anomalous. Anomalies are identified based on
whether they exceed or fall below this threshold. This approach assumes that anomalies
exhibit significant deviations from normal data and can be captured using a straight-
forward threshold. Let TPR represent the True Positive Rate and FPR represent the
False Positive Rate. The threshold is set to 7', then:

TP
TPR = TP + FN’ (1)
FP
FPR= —— 2
R FP + TN’ (2)

where TP represents True Positives (correctly detected anomalies), FP represents False
Positives (false alarms, normal data incorrectly classified as anomalies), TN represents



True Negatives (correctly detected normal data), and FN represents False Negatives
(missed anomalies).

This method is commonly applied in scenarios where anomalies are expected to
display extreme values compared to normal data. In [14], Akande et al. propose an
anomaly detection approach using a threshold to discriminate between regular and
aberrant log files. It finds utility in domains where anomalies are distinct and easily
distinguishable from normal behavior. Furthermore, the threshold-based method offers
simplicity in implementation and understanding. It provides an intuitive approach by
offering a clear distinction between normal and anomalous data points. Additionally, it
demands minimal computational resources, enhancing computational efficiency. How-
ever, the method is sensitive to threshold selection, with its performance highly reliant
on the chosen threshold, which may vary across different datasets. Moreover, it lacks
flexibility, making it unsuitable for detecting anomalies with complex patterns or sub-
tle deviations from normal behavior. Additionally, it overlooks contextual information,
potentially leading to false alarms or missed anomalies.

3.1.2. Methods Based on Time Series Decomposition

Time series decomposition involves breaking down a time series into its constituent
components, such as trend, seasonality, and residual. Anomalies are typically identified
in the residual component, as it represent the part of the data that cannot be explained
by trend and seasonality. This method compares the residual with normal residual
patterns to detect anomalies. Let y(t) represent the original time series, T'(t) represent
the trend component, S(t) represent the seasonality component, and R(t) represent
the residual component, then:

y(t) =T(t) + S(t) + R(1). 3)

In time series decomposition, a commonly used method is STL (Seasonal-Trend De-
composition using Loess), where the residual is obtained through Local Weighted
Regression (Loess). The formula for Loess is:

~

Ry =y(t) - T(t) — S(t), (4)

where R; is the residual, T'(t) is the estimated trend, and S(t) is the estimated sea-
sonality. It finds utility in applications where anomalies are expected to manifest as
deviations from expected patterns after accounting for trend and seasonality. Wu et
al. propose a comprehensive analysis framework for anomaly detection in water sup-
ply systems, integrating time series decomposition, outlier detection, and quantitative
evaluation [69]. Applied to a monitored water supply zone with over 8,000 pipes, the
solution achieved a 75% true positive rate and successfully detected 90% of field events
with a lead time of more than 24 hours, demonstrating its effectiveness in improving op-
erational management and maximizing the return of investment in smart water grids.
It is commonly applied in domains such as finance, environmental monitoring, and
energy consumption analysis. This approach allows for the separation of anomalous
patterns from underlying trends and seasonal variations, enhancing interpretability. In
[82], authors utilize Seasonal-Trend Decomposition to simplify analysis and improve
detection performance, demonstrating state-of-the-art results across diverse anoma-



lies. Besides, authors develop a decomposition approach to separate a time series into
its latent component in time series anomalies detection analysis, which offers control
over type-I errors and robustness against anomalies [9]. It offers robustness and can
handle time series data with complex temporal structures and multiple seasonalities.
Additionally, it provides insights into the nature of anomalies by analyzing residual
patterns. However, time series decomposition relies on the assumption that anomalies
are captured in the residual component, which may not always hold true. It is sensi-
tive to decomposition techniques, and performance may vary depending on the choice
of method and parameters. Moreover, it requires additional computational resources
compared to threshold-based methods due to decomposition processes.

3.1.8. Methods Based on Statistical Modeling

Statistical modeling assumes that time series data follows a specific probability distri-
bution, such as normal or exponential distribution. Anomalies are identified as data
points that deviate significantly from the expected distribution according to the model.
This method involves fitting a statistical model to the data and assessing the likeli-
hood of observed data under the model. This approach is suitable for applications
where anomalies are characterized by deviations from expected statistical properties,
such as mean, variance, or distribution shape. In [79], zeng et al. propose a method
for anomaly detection in wind turbine gearbox oil temperature, which utilizes Sparse
Bayesian Learning (SBL) and hypothesis testing (HT) to estimate variation ranges
for different operating conditions and detect anomalies with high reliability. It also
finds applications in quality control, network monitoring, and healthcare. Authors uti-
lize denoising diffusion probabilistic models (DDPMs) for anomaly detection, leverag-
ing a novel partial diffusion strategy named AnoDDPM, which outperforms existing
methods by incorporating multi-scale simplex noise diffusion for improved anomaly
detection [70]. Statistical modeling provides a formal framework for quantifying the
likelihood of anomalies based on probability theory. It offers adaptability, as it can
accommodate various types of anomalies by selecting appropriate probability distri-
butions or model parameters. Additionally, it is capable of detecting anomalies with
diverse patterns and characteristics. However, the performance of statistical modeling
heavily depends on the accuracy of the assumed probability distribution, which may
not always reflect the true data-generating process. It entails complexity and requires
expertise in statistical modeling and model selection, particularly for non-standard
distributions or complex data patterns. Moreover, its performance may degrade in the
presence of data quality issues, such as outliers or missing values in the dataset.

3.2. Traditional machine leaning

Traditional machine learning methods for time series anomaly detection typically in-
volve extracting relevant features from the time series data and training a model, such
as a decision tree (DT), support vector machine (SVM), or neural network, to differ-
entiate between normal and anomalous patterns based on these features. The underly-
ing principle is to capture the distinctive characteristics of anomalies through feature-
based representation and learn to distinguish them from normal patterns. These meth-
ods rely on the assumption that anomalies exhibit unique feature patterns that can
be effectively learned by machine learning models.



3.2.1. Methods Based on Feature

The feature-based method involves extracting various features from time series data
and training traditional machine learning models using these features. These models
differentiate between normal and abnormal patterns based on the extracted features.
This approach is particularly useful in scenarios where anomalies exhibit distinct fea-
ture patterns that can be effectively captured and distinguished by machine learning
models. Feature-based methods find wide applications across various domains, such
as intrusion detection in cybersecurity [12, 54, 75], and fraud detection in financial
transactions [53]. Besides, in industrial systems, Dhiman et al. introduce an anomaly
detection model for wind turbine gearboxes based on a twin support vector machine
(TWSVM), using SCADA data from wind farms in the U.K [16]. They are employed
in situations where specific characteristics or patterns serve as indicators of anomalies.
These methods offer flexibility in accommodating a wide range of feature types and ex-
traction techniques, allowing for the interpretation of detected anomalies based on the
importance of individual features. They can also generalize well to unseen data if the
selected features adequately represent the underlying patterns. However, feature-based
methods have their drawbacks. They heavily rely on domain knowledge and feature
engineering expertise, making them sensitive to the quality and relevance of the se-
lected features. Additionally, they may suffer from the curse of dimensionality when
dealing with high-dimensional feature spaces, which can impact their performance.

3.2.2. Methods Based on Clustering

Clustering methods aim to group time series data into different clusters and identify
clusters that differ from others as anomalies. The principle behind this approach is
that anomalies typically manifest as clusters that are distinct from the majority of
the data. These methods find applications in scenarios where anomalies are character-
ized by unique cluster patterns, such as network traffic analysis, sensor data monitor-
ing, and healthcare monitoring systems. Clustering methods are suitable for scenarios
where anomalies can be identified based on their deviation from the majority of data
points and are expected to form distinct clusters. In [56], Subudhi et al. introduces
a novel approach for detecting fraud in automobile insurance claims using Genetic
Algorithm-based Fuzzy C-Means clustering, combined with various supervised classi-
fier models. The method effectively identifies genuine, malicious, and suspicious claims,
leading to improved fraud detection in the automobile insurance domain. One advan-
tage of clustering methods is their unsupervised nature, as they do not require labeled
data for training, making them suitable for unsupervised anomaly detection scenar-
ios. Ghezelbash et al. propose a genetic algorithm-based clustering method, known
as genetic K-means clustering (GKMC) [22], to delineate multi-elemental patterns in
stream sediment geochemical data for mineral exploration, demonstrating its effec-
tiveness and reliability in geochemical anomaly recognition. They also offer flexibility
in detecting anomalies with diverse patterns and characteristics without relying on
predefined anomaly labels. Additionally, clustering methods can handle large volumes
of time series data efficiently. However, these methods have their limitations. They
require careful selection of the number of clusters, which can be challenging and sub-
jective. Performance may also vary based on the initialization of cluster centroids and
the choice of clustering algorithm. Furthermore, the interpretation of detected anoma-
lies may be challenging due to the lack of explicit labels and the inherent complexity
of cluster structures.



3.2.3. Methods Based on Distance

Distance-based methods identify anomalies by computing the distance or similarity
measures between time series data points, where anomalies are typically identified as
data points that are significantly distant from others. The principle behind this ap-
proach is that anomalies often exhibit dissimilarities or distant relationships compared
to normal data points. Let x; and x; represent two data points in the time series data,
and dist(z;, z;) represent the distance between them. A common distance measure is
the Euclidean distance:

dist(z;, x;) = Z Tip — Tjk)? (5)
k=1

where n is the number of dimensions/features. These methods find applications in
scenarios where anomalies can be detected based on their dissimilarity or distance
from normal patterns, such as anomaly detection in sensor networks, environmental
monitoring, and outlier detection in financial data. Laskar et al. propose an intru-
sion detection system for industrial computer networks that combines the K-Means
algorithm with the Isolation Forest [35]. Distance-based methods are suitable for sce-
narios where anomalies can be identified based on their deviation from normal data
points and are expected to exhibit distinct distance relationships. Henriques et al.
introduce a distance-based anomaly detection model applied in the field of comput-
ing and networking systems, effectively processing large log file datasets to identify
anomalous events, combining K-Means and XGBoost Models [28]. One advantage of
distance-based methods is their intuitiveness, as anomalies are identified based on their
distance from normal data points. They also offer flexibility, as they can be applied
to various types of time series data without restrictions on specific data distributions.
Additionally, distance-based methods are robust and can handle noisy data and out-
liers effectively. However, these methods have their limitations. Performance heavily
depends on the choice of distance metrics, which may vary based on the characteristics
of the data. They may also suffer from the curse of dimensionality in high-dimensional
feature spaces, leading to degraded performance. Furthermore, computing distances
between data points can be computationally intensive, especially for large datasets
and high-dimensional feature spaces.

3.3. Deep learning

In the field of deep learning, there are various methods for time series anomaly detec-
tion [41]. These methods can be categorized into six main types based on their core
concepts and technical characteristics: RNNs-based, CNN-based, Autoencoders-based,
GANs-based, Attention-based, and GNNs-based methods.

3.83.1. Methods Based on RNNs

RNNSs are a class of neural network models capable of processing sequential data. Their
structure includes recurrent connections, allowing the network to remember past in-
formation and apply it to current predictions. In time series anomaly detection, RNNs
can incrementally process each time step of sequential data and identify abnormal
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patterns by learning the temporal dependencies between data points [1, 47]. Let
represent the t-th data point of the time series and h; represent the hidden state of
the RNN, then the propagation formula for RNN is:

hi = f(we, hi-1), (6)

where f is the non-linear activation function of the RNN. RNNs are widely applied in
scenarios requiring consideration of sequential data, such as natural language process-
ing, speech recognition, and time series prediction [65]. In anomaly detection, RNNs
can be applied to various scenarios requiring capturing temporal dependencies, such
as power system monitoring [85], network traffic analysis [63], and intelligent health
monitoring [17]. In power system fault detection, RNNs can analyze power sensor data
to identify abnormal power waveform patterns, such as voltage spikes or frequency
anomalies [43]. Additionally, in intelligent health monitoring, utilizing RNNs can ana-
lyze patients’ physiological signal data, such as heart rate, respiration rate, and body
temperature, to detect abnormal physiological patterns like arrhythmias or sudden
temperature rises. RNNs are suitable for processing sequential data with long-term
dependencies and are sensitive to the temporal order of data. Due to their recurrent
structure, RNNs can handle variable-length sequences and demonstrate excellent per-
formance in modeling and predicting sequential data. A common variant of RNNs is
LSTM, which captures long-term dependencies by introducing gating units. Another
variant is Gated Recurrent Units (GRU), which incorporates gating mechanisms but
with a simpler structure and fewer parameters. In time series anomaly detection, these
variant models often outperform traditional RNN models as they better capture long-
term dependencies in sequential data [40]. Research indicates that using variant RNN
models like LSTM or GRU for time series anomaly detection can effectively identify
various types of abnormal patterns and generally outperform traditional RNN models
in terms of performance and generalization ability [66]. These methods can capture
long-term dependencies in time series data, handle sequences of different lengths, and
process variable-length sequences. Moreover, RNN-based methods exhibit flexibility
and generality in handling various types of time series data. However, these methods
also have some drawbacks, including difficulties in training with longer sequences, the
problem of vanishing or exploding gradients, and the requirement for large amounts
of data and computational resources.

3.3.2. Methods Based on CNNs

CNNs are deep learning models specifically designed for processing image data, but
their application to time series data involves capturing local features of sequential data.
Through a combination of convolutional and pooling layers, CNNs can effectively ex-
tract local patterns and periodic variations in sequential data. CNNs are suitable for
time series anomaly detection scenarios requiring capturing local patterns or periodic
variations, such as power system fault detection, sensor data anomaly detection, and
speech recognition [60]. In sensor networks, CNNs can analyze sensor data streams to
detect abnormal sensor measurement patterns, such as abnormal vibration patterns or
temperature changes. Additionally, in network traffic analysis, CNNs can analyze net-
work traffic data packets to detect abnormal network communication patterns, such
as DDoS attacks or anomalous data transmission behavior [21]. CNNs are suitable
for cases where time series data exhibit distinct local features or periodic patterns,
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and they are insensitive to the overall sequence order. A common variant of CNNs
is one-dimensional Convolutional Neural Networks (1D-CNN), specifically designed
for processing sequential data. Another variant is CNN models with residual connec-
tions, such as ResNet, which can learn deeper features from data and often exhibit
better performance and stability. Research suggests that using variant CNN models
like 1D-CNN or ResNet for time series anomaly detection can effectively capture local
patterns and periodic variations in sequential data, thereby improving the accuracy
and robustness of anomaly detection.

3.3.3. Methods Based on Autoencoders

Autoencoders are unsupervised learning models consisting of an encoder and a decoder,
capable of encoding input data into a low-dimensional representation and attempting
to decode it back to the original data. In time series anomaly detection, the recon-
struction error of autoencoders is used to identify abnormal patterns. Autoencoders
are widely applied in scenarios requiring dimensionality reduction and reconstruction
of data, such as image anomaly detection, financial fraud detection, and abnormal be-
havior detection [76]. In financial fraud detection, autoencoders can model customer
transaction data to identify abnormal transaction patterns, such as abnormal transac-
tion amounts or frequencies. In manufacturing, autoencoders can analyze sensor data
from production equipment to detect abnormal production process patterns, such as
abnormal temperature changes or pressure fluctuations [38]. Autoencoders are suit-
able for cases where time series data have a potential low-dimensional representation
and abnormal patterns differ significantly from normal patterns. Due to their unsuper-
vised learning nature, autoencoders do not require labeled anomaly data for training,
thus exhibiting a degree of flexibility and generality in anomaly detection. A common
variant of autoencoders is Variational Autoencoders (VAE), which introduce latent
variables to learn the underlying distribution of data and often have better generation
and sampling capabilities [42]. Another variant is sparse autoencoders, which learn
more compact data representations by introducing sparsity constraints. Research in-
dicates that using variant autoencoder models like VAE or sparse autoencoders for
time series anomaly detection can effectively capture the latent features of data and
generally have better anomaly detection performance and generalization ability.

3.8.4. Methods Based on GANs

Generative Adversarial Networks (GANs) consist of a generator and a discriminator.
The generator attempts to generate data samples similar to the normal data distribu-
tion, while the discriminator tries to distinguish between generated fake samples and
real samples. Through adversarial training, the generator gradually learns to generate
samples closer to real data, while the discriminator becomes better at distinguishing
between real and fake samples. Anomalies are considered data that deviates from the
generated data. GANs are widely applied in fields such as image generation, image
restoration, and style transfer. In time series anomaly detection, they can be used to
generate data samples similar to normal data, thereby detecting anomalous data [20].
A typical application is Anomaly Detection with Generative Adversarial Networks
(AnoGAN) in time series anomaly detection [5]. AnoGAN learns the distribution of
normal data by training the generator and discriminator to generate samples similar to
normal data. During the generation process, anomalous data typically cannot generate
samples similar to normal data, thereby enabling the identification of anomalies based
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on the output of the discriminator. These methods are suitable for cases where time
series data have complex data distributions and significant differences between abnor-
mal and normal patterns. GAN-based models improve the performance and stability of
GANSs by introducing conditional information, improving loss functions, or implement-
ing cross-domain data transformation. GANs-based models have achieved good results
in some time series anomaly detection tasks. They can effectively generate data sam-
ples similar to the normal data distribution and distinguish anomalous data. However,
the training process of GANs is typically complex, requiring fine-tuning of hyperpa-
rameters and training techniques, and also demanding high-quality and feature-rich
data.

3.3.5. Methods Based on Attention

Attention mechanisms allow models to dynamically focus on the most important
parts when processing sequential data, thereby enhancing the model’s ability to detect
anomalies. Anomalies typically manifest as abnormal patterns that attract attention.
Attention mechanisms are widely applied in natural language processing, speech recog-
nition, bioinformatics, etc. In time series anomaly detection, they can be used to cap-
ture key features in sequential data and improve anomaly detection accuracy [30]. A
common application is attention-based RNN models like the Transformer model. The
Transformer model dynamically captures dependencies between different positions in
sequence data through self-attention mechanisms, thereby enhancing the perception
of anomalies [59]. These methods are suitable for cases where time series data con-
tain key features or patterns, and there are significant differences between abnormal
and normal patterns. Variant attention mechanism models include multi-head atten-
tion mechanisms, variants of self-attention mechanisms, etc. These variant models
further enhance the performance and generalization ability of models by introducing
different attention mechanism designs. Models based on attention mechanisms have
achieved significant results in tasks such as language modeling, sequence generation,
text classification, etc. These can dynamically focus on important parts of sequence
data, improving the accuracy of anomaly detection. However, these models typically
require substantial computational resources and large-scale datasets for training and
are sensitive to the selection of model structures and hyperparameters. These methods
can dynamically focus on important parts of sequence data, improving the accuracy
of anomaly detection. However, they require a large amount of training data and
complex model structures and may suffer from overfitting, requiring a high level of
understanding and modeling capability for sequence data.

3.3.6. Methods Based on GNNs

Graph neural networks can capture relationships and features between nodes in se-
quential data, identifying anomalous patterns by learning information from the graph
structure. In time series data, sequential data can be represented as a graph structure,
where nodes represent data points and edges represent relationships or similarities
between data points. Graph neural networks are widely applied in social network
analysis, traffic flow analysis, bioinformatics, etc [15, 68]. In time series anomaly de-
tection, they can be used to capture node relationships and features in sequential data,
thereby identifying anomalous patterns. A common application is the Graph Attention
Network (GAT) based on graph neural networks. The GAT model effectively captures
relationships and features between nodes in the graph structure through self-attention
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mechanisms, thus capturing abnormal patterns in sequential data [84]. These methods
are suitable for cases where sequential data can be represented as a graph structure
and abnormal patterns typically manifest as anomalous relationships between nodes or
edges. Variant graph neural network models include Graph Convolutional Networks
(GCNs) [4], GraphSAGE [7], Deep Graph Infomax [18], etc. These models improve
the performance and robustness of the model by introducing different graph convolu-
tion operations, attention mechanism designs, or graph structure modeling methods.
Models based on graph neural networks have achieved significant results in fields such
as social network analysis, image segmentation, bioinformatics, etc [8]. These meth-
ods can effectively capture node relationships and features in sequential data, suitable
for handling complex sequential data structures. However, they may require signifi-
cant training and inference times for large graph structures and complex relationships,
requiring a high level of understanding and processing capability for graph structures.

Overall, these six categories of methods share the common goal of utilizing deep
learning techniques to achieve time series anomaly detection. They employ different
approaches and technical means to address various types of anomaly detection prob-
lems. Depending on factors such as data characteristics, task requirements, and model
performance, one can choose a suitable method for conducting research and application
in time series anomaly detection.

4. Application

4.1. Smart Grid

The power grid is one of the most crucial infrastructures in modern society, and its
stable operation is vital for ensuring social livelihoods and economic development.
With the rapid development of smart grids and renewable energy sources, the scale
and complexity of power grid data are continuously increasing. Power grid data ex-
hibits high complexity and heterogeneity, including real-time monitoring data from
sensors, measuring devices, and surveillance systems, as well as multidimensional time
series covering aspects such as power grid status, load conditions, energy produc-
tion, and consumption. These data are often influenced by various factors such as
natural phenomena, human interference, and technical faults. Therefore, time series
anomaly detection has widespread applications in the field of power grids, including
but not limited to abnormal load detection, voltage anomaly detection, fault diag-
nosis, and prediction. By promptly identifying and addressing abnormal situations,
the reliability, safety, and economic efficiency of the power grid can be improved, en-
suring stable and sustainable power supply. For example, Wei et al. introduce Grid
Load Anomaly Detection (GLAD), a method for detecting load anomalies in micro-
grids using the enhanced ESD test [64]. GLAD shows promising results in simulating
anomaly detection through statistical analyses. Expanding upon anomaly detection in
power grids, Liang et al. present a fusion algorithm combining Isolation Forest and
K-means to accurately detect abnormal Access IP in power grid dispatching platforms
[55]. By addressing limitations of Isolation Forest, such as binary classification and
threshold setting, the proposed approach demonstrates effectiveness and advancement
in anomaly detection, as validated through evaluation metrics using data from the
southern power grid dispatching platform. DYN-WATCH, a domain knowledge-based
and topology-aware algorithm, effectively detects anomalies in power grid sensor data
[39]. It accommodates regular topology adjustments, offering both accuracy and speed,
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with an average processing time of less than 1.7 ms per time tick per sensor on a laptop
computer, scaling linearly with the size of the graph. In addition, leveraging a CNN
within the Digital Twin framework, William et al. propose a method for detecting
physical faults in power systems [13]. By analyzing high-fidelity data from benchmark
power systems, the approach not only detects faults but also classifies the affected
bus. In [48], Oprea et al. explore the detection of errors and fraud in smart metering
data using machine learning algorithms, aiming to alert utility companies to suspicious
consumption behavior. A Spectral Residual-Convolutional Neural Network (SR-CNN)
approach is proposed, which achieves a 90% accuracy, 0.875 precision score, and 0.894
F1 score in identifying suspicious consumers. Zhang et al. propose a self-supervised
framework for anomaly detection in smart grid time series data [83]. The framework
captures dynamic correlations between different sensors, effectively detecting anoma-
lies in smart grid data. In [24], authors present a deep generative model for anomaly
detection in power grid data and applies it to transient stability assessment in the IEEE
NewEngland-39 bus. Xiao et al. propose the Swin Transformer model for detecting ab-
normal power time-series data, enhancing prediction accuracy in power grid security
[71]. Park et al. introduce GridCAL, a context-aware anomaly detection algorithm
for real-time power system SCADA data [50]. By considering the impact of network
topology and load/generation changes, GridCAL converts power flow measurements
to context-agnostic values, enabling accurate anomaly detection across different grid
contexts.

4.2. Network

In modern society, cybersecurity is paramount to safeguarding sensitive information
and ensuring the uninterrupted operation of various digital systems. With the prolifera-
tion of networked devices and the increasing sophistication of cyber threats, the volume
and complexity of cybersecurity data continue to grow exponentially. Cybersecurity
data encompasses a wide range of heterogeneous sources, including network traffic logs,
system event logs, user activity logs, and application logs, each capturing different as-
pects of system behavior and potential security incidents. These data are susceptible to
diverse threats such as malware infections, unauthorized access attempts, distributed
denial-of-service (DDoS) attacks, and data breaches, among others. As a result, time
series anomaly detection plays a critical role in cybersecurity, offering a proactive ap-
proach to identify and mitigate emerging threats before they escalate into full-fledged
cyberattacks. By analyzing patterns and deviations in time series data, anomaly detec-
tion algorithms can detect unusual behavior indicative of potential security breaches or
malicious activities. Common applications of time series anomaly detection in cyber-
security include but are not limited to intrusion detection, network anomaly detection,
malware detection, and fraud detection. By promptly identifying and responding to
anomalies, organizations can enhance their cyber resilience, protect sensitive data, and
maintain the integrity and availability of their digital assets. For instance, Goetz et al.
propose an unsupervised anomaly detection approach for cyber-physical production
systems using graph neural networks to model the system as a graph, incorporating
correlations and interactions [23]. The introduced reconstruction-based graph neural
network effectively detects anomalies in real industrial cyber-physical production sys-
tems. In [74], Yang et al. introduce ADT, an agent-based dynamic thresholding method
using deep reinforcement learning (DQN), for time series anomaly detection in cyber-
physical systems (CPS). Besides, Sun et al. propose MTS-DVGAN, an unsupervised
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dual variational generative adversarial model, for anomaly detection in multivariate
time series data in CPS [57]. Yin et al. introduces MSCBL-ADN, a novel model com-
bining multi-scale CNN and bidirectional Long-short Term Memory (bi-LSTM) arbi-
tration dense network, for detecting Low-rate Distributed Denial of Service (LDDoS)
attacks in cloud computing networks [77]. In [78], the SAnDet (SDN anomaly detector)
architecture is proposed as an anomaly-based intrusion detection system, leveraging
software-defined networking (SDN) capabilities. The system utilizes RNN and LSTM-
based encoder-decoder (EncDecAD) methods to detect unknown attacks using flow
features from OpenFlow switches. Reference [32] introduces a deep learning-based ap-
proach utilizing a GAN for cybersecurity threat detection in IoT-driven cyber-physical
systems, with superior performance in detecting various types of attacks. Thiruloga
et al. introduce the TENET framework, which employs temporal convolutional neural
networks with an integrated attention mechanism for anomaly detection in vehicles,
addressing cybersecurity threats in modern vehicle systems [58].

4.3. Financial

In the realm of finance, time series anomaly detection holds immense significance
for ensuring the integrity and stability of financial markets and institutions. With
the rapid evolution of financial technologies and the increasing complexity of trad-
ing systems, financial data has become voluminous and heterogeneous, comprising
market prices, trading volumes, transaction records, and economic indicators, among
others. These data streams are susceptible to various anomalies, including market ma-
nipulation, insider trading, fraudulent activities, and systemic risks, which can have
far-reaching consequences on market stability and investor confidence. Time series
anomaly detection techniques play a pivotal role in identifying and mitigating such
anomalies by analyzing patterns and deviations in financial data. By leveraging sta-
tistical models, machine learning algorithms, and advanced data analytics techniques,
financial institutions can detect irregularities in trading behavior, detect fraudulent
transactions, and identify emerging market trends or anomalies that may pose risks
to financial stability. Common applications of time series anomaly detection in finance
include fraud detection in payment transactions, market surveillance for detecting
abnormal trading activities, credit risk assessment, and algorithmic trading monitor-
ing. By promptly detecting and responding to anomalies in financial time series data,
organizations can enhance market transparency, investor protection, and financial re-
silience, thereby fostering trust and confidence in financial markets and institutions.
For examole, Aftabi et al. introduce a novel approach for fraud detection in financial
statements using GAN and ensemble models [2]. It achieves competitive performance
with supervised models and outperforming unsupervised methods. In [33], Khoda-
bandehlou et al. propose FiFrauD, an unsupervised and scalable approach for detect-
ing fraudulent traders and suspicious behaviors in real-time financial transactions in
e-markets. Besides, Chullamonthon et al. propose an ensemble model combining su-
pervised LSTM network and unsupervised LSTM-based autoencoder deep learning
techniques for detecting stock price manipulations [10]. In [31], Jiang et al. propose
the UAAD-FDNet framework for credit card fraud detection, applying unsupervised
attentional anomaly detection networks. It is designed to detect fraudulent transac-
tions from large-scale transaction datasets and shows good performance. Habibpour et
al. propose three uncertainty quantification (UQ) techniques—Monte Carlo dropout,
ensemble, and ensemble Monte Carlo dropout—for credit card fraud detection using
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transaction data [25]. In [73], Yan et al. introduce the CEEMD-PCA-LSTM model for
stock market anomalies detection, combining complementary ensemble empirical mode
decomposition (CEEMD), principal component analysis (PCA), and LSTM networks.

5. Challenges and Future Works

Despite the wide-ranging applications of time series anomaly detection, significant
challenges persist in its implementation and deployment.

5.1. Model Interpretability

Many time series anomaly detection models adopt complex deep learning structures
such as RNNs, LSTMs, and CNNs. These models possess a large number of param-
eters and layers, making it difficult to intuitively understand the inner workings and
decision-making processes of the models. Additionally, deep learning-based time se-
ries anomaly detection models are often perceived as black-box models, where their
internal logic and decision-making processes are invisible or opaque to the user. This
lack of transparency prevents users from understanding how the model processes data
and detects anomalies, leading to a lack of trust in practical applications and making
the model results difficult to interpret and validate. Future research can focus on the
following methods to improve model interpretability:

e Model Simplification: Enhance model interpretability by designing simplified
model structures or adding specialized interpretability components. Attention
mechanisms allow models to focus on the most relevant parts of the data, mak-
ing the decision-making process more understandable. For example, attention
mechanisms can be used in time series anomaly detection to highlight anomalous
data points or patterns. Interpretability layers are special layers used to trans-
form the model’s output into a more understandable form, such as probability
distributions or interpretable rules. Rule engines allow domain expert knowledge
to be directly integrated into the model to form rule-based interpretable models.

e Construction of Interpretable Models: Developing specialized interpretable
time series anomaly detection models is an effective method to improve model
interpretability. Interpretable models are typically based on simple algorithms
or rules, such as rule-based methods, decision trees, or linear models. Compared
to complex deep learning models, these models are easier to understand and
interpret because their decision-making processes are more transparent. By con-
structing specialized interpretable models, users can more intuitively understand
anomaly detection results and comprehend the workings and decision logic of the
model.

5.2. Large-Scale and High-Dimensional Data

With the proliferation of the internet and the development of IoT, an increasing
amount of data is being generated and collected, leading to exponential growth in data
volume. Additionally, data in many fields not only have a large number of samples but
also may have a large number of features, resulting in increased data dimensionality.
For example, data collected in sensor networks may have thousands or even millions of
features, making traditional anomaly detection algorithms ineffective. Future research
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can focus on utilizing the statistical properties of data and redundancy information to
address the challenges of large-scale and high-dimensional data processing:

e Distributed Computing: Distributed computing processes data distributed
across multiple computing nodes, significantly reducing computational complex-
ity and processing time. By employing parallel computing and distributed al-
gorithms, large-scale datasets can be divided into multiple small batches, each
processed on different computing nodes, and then the results are merged. This
allows for effective utilization of computational resources and handling datasets
larger than the memory capacity of individual computing nodes.

e Compression and Dimensionality Reduction: Compression and dimension-
ality reduction techniques reduce data redundancy and feature dimensionality,
greatly reducing storage requirements and computational overhead. For example,
compression methods based on sampling can reduce the number of data sam-
ples through random sampling or importance sampling, thereby reducing stor-
age requirements. Dimensionality reduction techniques such as Principal Com-
ponent Analysis (PCA) or Singular Value Decomposition (SVD) project high-
dimensional data into low-dimensional subspaces, reducing the number of fea-
tures and computational complexity. Therefore, future developments will focus
on developing efficient data processing techniques, including algorithms based
on distributed and parallel computing, data compression and dimensionality re-
duction techniques, and GPU acceleration. Additionally, for high-dimensional
data, attention should be focused on feature selection and feature extraction
techniques to reduce data dimensionality and improve algorithm efficiency.

5.3. Model Lifelong Learning

Traditional anomaly detection models are often trained on static or representative
training datasets, which may not fully cover various situations and changes in the real
world. When the model encounters data distributions different from the training data,
its performance may significantly deteriorate because the model cannot learn suffi-
ciently generalized representations or patterns from the training data. Additionally,
model parameters are often fixed and cannot be dynamically adjusted based on data
changes. This means that once the model is trained, its behavior remains unchanged in
subsequent applications, and it cannot adapt flexibly to changes in data distribution or
concept drift. Future research can focus on developing anomaly detection models with
continual learning capabilities to address changes in data distribution and concept
drift:

e Online Learning: Utilizing online learning techniques, models can continuously
learn from new data and adjust model parameters in a timely manner based on
data changes. By updating the model in real-time, it can adapt to changes in
data distribution, thereby maintaining model performance and accuracy.

e Transfer Learning: Leveraging transfer learning principles, previously learned
knowledge and models can be transferred to new data domains, accelerating the
learning process for new data. Through transfer learning, models can leverage
existing knowledge and experience to quickly adapt to the characteristics and
distribution of new data, improving model generalization and adaptability.

e Incremental Learning: Adopting incremental learning techniques allows mod-
els to continuously learn from new data and gradually accumulate new knowledge
and experience. Through incremental learning, models can continuously update
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their parameters or structures to adapt to changes in data distribution and con-
cept drift, thereby maintaining model performance and robustness.

5.4. Data Imbalance and Class Skewness:

In many practical scenarios, the normal time series data often exhibits a higher fre-
quency than anomalous data. For instance, in monitoring systems, the normal oper-
ational state typically dominates the majority of time, with anomalous events being
sporadic occurrences. This inherent data distribution imbalance results in issues of
data imbalance and class skewness. In real-world applications, normal data instances
are usually far more abundant than anomalous ones, leading to problems of data im-
balance and class skewness. Future research can concentrate on the following method-
ologies to develop anomaly detection algorithms tailored to imbalanced data:

e Cost-sensitive Learning: This methodology involves assigning varying weights
or costs to samples from different classes during model training to mitigate the
data imbalance problem. By adjusting the loss function, the model imposes
greater penalties for misclassifying anomalous samples. The weights assigned
to normal and anomalous samples in the loss function can be set differently,
allowing the model to focus more on the accurate classification of anomalous
samples during prediction. Additionally, distinct cost weights can be assigned
to samples of each class during training, enabling the model to prioritize classes
that are challenging to classify, thereby enhancing performance in imbalanced
environments.

e Meta-learning: Meta-learning is an approach that enhances model performance
and generalization by learning the process of learning itself. In imbalanced en-
vironments, meta-learning can improve performance by acquiring the ability to
adapt to imbalanced data distributions. By incorporating meta-learning algo-
rithms during model training, the model can dynamically adjust its learning
strategy to accommodate the characteristics of imbalanced data. By learning
how to design loss functions suitable for imbalanced data, the model can ef-
fectively handle anomalous samples and enhance performance in imbalanced
environments.

5.5. Multi-modal Data Fusion

Time series data may originate from various data sources and sensors, such as text
descriptions, images, sensor measurements, etc. Each data source possesses its unique
data modality and feature representation, resulting in the generation of multi-modal
data. With the extensive adoption of multi-modal data across various domains, future
research can explore novel methods of multi-modal data fusion to fully exploit the
correlation and complementarity among different data sources.

e Large Language Models (LLMs): LLMs, such as GPT, BERT, etc., acquire
language representations by pre-training on extensive text corpora, which contain
abundant semantic and syntactic information. In multi-modal fusion, the textual
representation capability of LLMs can be harnessed to fuse text data with other
modalities. LLMs can transform textual data into high-dimensional semantic
vector representations, offering a unified semantic space that facilitates semantic
correlation and fusion across different data modalities.
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¢ Knowledge Graphs: Knowledge graphs are graphical structures employed to
represent and organize knowledge, containing rich entity and relationship infor-
mation. In multi-modal fusion, the structured representation capability of knowl-
edge graphs can be leveraged to map data from different modalities onto the
knowledge graph and exploit the entities and relationships therein for data cor-
relation and fusion. Knowledge graphs provide semantically rich relationship in-
formation, aiding the model in better understanding and analyzing multi-modal
data.

6. Conclusion

In conclusion, the detection of anomalies in IoT time series data is of paramount impor-
tance for ensuring the reliability, security, and efficiency of IoT systems across various
domains. This review has provided a comprehensive overview of anomaly detection
techniques in IoT, encompassing statistical methods, machine learning algorithms,
and deep learning models for point anomalies, collective anomalies, and contextual
anomalies. Despite the progress made in this field, several challenges such as data
heterogeneity, scalability, interpretability, and real-time processing persist. Future re-
search efforts should focus on addressing these challenges and exploring innovative
approaches to enhance the effectiveness and efficiency of anomaly detection in IoT
time series data. By overcoming these challenges and advancing the state-of-the-art
techniques, we can unlock the full potential of IoT applications and facilitate the
realization of a smarter and more connected world.
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