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As distributed continuum systems (DCSs) are envisioned, they will have a massive
impact on our future society. Hence, it is of utmost importance to ensure that their
impact is socially responsible. Equipping these systems with causal models brings
features such as explainability, accountability, and auditability, which are needed to
provide the right level of trust. Furthermore, by combining causality with graph-based
service-level objectives, we can cope with dynamic and complex system requirements
while achieving sustainable development of DCSs’ capacities and applications.

DCSs: NOVEL CHALLENGES

D istributed systems, specifically cloud comput-
ing, support many of our daily activities, span-
ning from the home to the workspace and

including many facets of our social life and entertain-
ment activities. These services have become ubiqui-
tous due to their business model, performance, and
security guarantees. Computing infrastructure centrali-
zation, i.e., the data center, has been a critical enabler
for this technology, providing an efficient and scalable
solution tomanage worldwide-scale services.

Interestingly, the upcoming generations of Internet-
distributed systems are moving away from these large
and isolated data centers to be closer to the users at
the edge of the network. This trend is justified by sev-
eral reasons, such as reducing network congestion,
reducing service latency, or improving privacy guaran-
tees. The list is long, and many scientific publications
emphasize this change, e.g., Shi et al.1 and Satyanar-
ayanan.2 Furthermore, moving computational resour-
ces closer to the user brings new applications for our
society, such as autonomous cars, individualized health
tracking and assistance, optimized resource manage-
ment, holographic communications, and many other
opportunities.

The potential business opportunities are enormous.
Hence, it is inevitable that a new generation of Internet-
distributed systems, also known as distributed contin-
uum systems (DCSs),3 will eventually be a part of our

societal and technological ecosystems. Figure 1 shows
a high-level view of this type of system. At the top, there
are the resources from cloud computing; farther down
we find fog and edge computing resources, which are
more constrained, and, finally, at the bottom, we can
find Internet of Things (IoT) devices and specific appli-
cations. This figure shows devices and their intercon-
nections, but it is fundamental to understanding that
there is no centralized logic behind it. The cloud does
not govern all the devices in the figure, but each sub-
set of devices is responsible for its tasks, and they
are related in a loosely coupled manner. Similarly, as
services would do in a service-oriented architecture,
that is the reason behind using bidirectional arrows
in Figure 1.

The technological challenges for these systems
are manifold. DCSs are composed of a large diversity
of devices and interconnections, which belong to dif-
ferent providers and are mutual to several tenants.
Given the open and shared environment these systems
inhabit, they need to adapt dynamically to changes
while keeping strict constraints fulfilled in terms of per-
formance, quality of service (QoS), or cost. There exist
remarkable similarities between DCSs and natural eco-
systems when their behaviors need to be explained,
and both are self-adaptive systems built from self-
adaptive components. We are studying the technologi-
cal challenges presented by these new systems.4 We
are confident that, sooner rather than later, all the
challenges identified will be surmounted and these sys-
tems will become a reality.

DCS applications will have many interactions with
people and a significant impact on society. Hence, it is
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required that their complex behaviors be explainable,
fair, and auditable. Causality is a technique that is able
to offer this by composing models that explain each of
the system’s components. In this article, we start moti-
vating causality from a bird’s-eye view and take a closer
look at how we envision its applicability in DCSs.

Top-Level View on Causality
At the highest conceptual level, causality aims at
answering the why question. This question is rooted in
human nature: our inherent way of comprehending
how everything works. From this view, including causal
models in new developments enables the capacity to
understand the underlying reasons for their behaviors.
This may be seen as an overhead, i.e., one just needs
the system to do its job. However, this opens the door
to conscious, open, and fair development of new sys-
tems. We claim that causality has to be the driving
force for sustainable development of DCSs.

This is in contrast to having business growth as the
main driving force. We have witnessed how cloud com-
puting and big data analytics have allowed companies to
provide new and exciting free services to users: e-mail,
storage, social networks, and so on. However, these

services only looked free because their users had
become valuable products for these companies.5

Similarly, machine learning (ML) and artificial intelli-
gence (AI) have experienced exponential growth for
the last one or two decades. Although all new capaci-
ties are discovered and enhanced through extensive
training, many inconvenient aspects of this technol-
ogy, such as a lack of trustworthiness6 or being
resource devouring,7 have only emerged since ML/AI
have become essential in our society. Fortunately, we
are now aware of these perils, and legislation is slowly
but steadily trying to solve these deficiencies. Our lesson
learned is that business growth cannot be the main driv-
ing force for future DCSs.

Causality, as an overarching technique for DCS,
can bring the necessary mechanisms to grasp their
behavior and footprint fully. Sustainable development
is not only about minimizing energy consumption, it is
also about developing a holistic view of how these new
systems interact with our society, and their impact.
Causality is a cornerstone of DCSs’ sustainable devel-
opment as it accompanies concepts such as fairness,
trustworthiness, resource efficiency, environmental
responsibility, and so on.

FIGURE 1. General overview of a distributed computing continuum system. IoT: the Internet of Things.
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CAUSALITY
In general, causality studies the cause and effect
relationship between events and variables. A key
difference with previous statistical analyses is that
causality disconnects from spurious correlations.
Hence, it looks for meaningful relationships between
events and variables and provides methods for
modeling them.

Causal models can be leveraged at three levels, or
rungs, as explained in Pearl and Mackenzie.8 The first
rung is observational, allowing inference on a system
that cannot be interacted with, and the only available
data are from observations. The second rung is inter-
ventional; in this case, the system can be interacted
with, and the data obtained reflect this possible inter-
action. This offers the possibility to make inferences
on the system’s behavior after performing changes
on it. Finally, the third rung is counter factual, which
aims to build models that can infer possibilities that
cannot happen, such as, What would have happened
to the system if I had done action x instead of y?
Indeed, obtaining data and models for this type of
query is challenging, but it is valuable reasoning
to understand how a system can or cannot work.
Further, it is a type of reasoning very familiar to us
(people) as we commonly imagine situations and
their possible outcomes (POs) before or after they
have happened.

Embedding causal mechanisms within DCSs ensures
human-interpretable backdoors to achieve explainabil-
ity, accountability, and auditability, among the other
benefits that this technology, such as parameter opti-
mization, can bring to DCSs. As DCSs must be self-
adaptive, they require knowledge about themselves,
i.e., system knowledge, and the environment to which
they need to adapt, i.e., context awareness. Crucially,
by using causal-based techniques, it is possible to
bring a third leg to this autonomy that considers its
relationship with society, bringing the opportunity to
become socially responsible and sustainable, i.e., soci-
etal responsibility (see Figure 2).

It is important to emphasize that causality is not
merely a buzzword or trendy concept that we are intro-
ducing into distributed systems. It is a fundamental
principle that is essential to understand to ensure the
development of these new systems. In Figure 2, we can
see all the features causality can provide to DCSs. Fur-
thermore, it has been used in computer science for
some time now. However, in most cases, it is used to
solve specific problems for a specific domain and
has never been used as the driving force for a new
development.

Causality in Computer Science
In this section, we provide an overview of the use of
causality in computer science to shed light on the pos-
sibilities of this technology for DCSs. Causality has
been used in computer science for anomaly detection
in distributed cloud-based systems. The complex rela-
tionships among services have required the develop-
ment of fine-grained causal inference techniques to
detect the root cause of failures or service-level objec-
tive (SLO) violations.9 Indeed, this complexity is
increased in DCSs. However, the need to detect root-
cause failures and SLO violations remains the same for
these systems as an expansion of the computing units
and services toward the network’s edge.

Configurable software systems have also benefited
from causality to better understand how system fea-
tures relate among them and how the system perfor-
mance is affected by proper configuration. It has been
shown that causal relations help identify responsibili-
ties and reasons for features and feature combina-
tions, paving the way for future tailored optimized
configurations. Moreover, this also offers the possibil-
ity to perform analysis on counter-factual configura-
tions, enabling reasoning over different contexts, an
utmost feature for self-adaptive systems.10 DCS are
composed of a diversity of devices and connections.
Hence, beyond horizontal or vertical scaling, properly
configuring their usage is crucial to offering the
expected QoSs.

Recommendation systems are another field where
causality is starting to play a major role. These systems

FIGURE 2. Causality features framed over the three main

pillars to build DCSs. SLO: service-level objective.
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can be understood as the primary information filters
on the Internet, as they aim at providing only relevant
information for its users. Hence, it is crucial for these
systems to differentiate spurious correlations from real
causal relations. In this regard, causality is essential to
their inference models.11 The volume of data that DCSs
generate is huge; beyond the data related to the spe-
cific application, there is also a vast amount of data
internal to the system, known as big data.12 Hence, fil-
tering these data for system management requires
timely and effective processing and understanding.

The ubiquitousness of AI- and ML-inferring systems
raises the need to find methods to explain these sys-
tems’ outcomes; otherwise, it is unknown how much
we can trust them. In that regard, causality is being
explored to provide those systems with features such
as interpretability, explainability, accountability, and
fairness. In general, the main goal is to make these sys-
tems trustworthy and fair.13 Recently, several works
have started to study the capacity of causal reasoning
for large language models (LLMs).14 In brief, some
causal queries are properly addressed, however, future
research aims at incorporating causal models to pro-
vide this capacity to LLMs. This shows the relevance of
causal reasoning in how we interact with anything.
DCSs host sensitive applications, e.g., autonomous
driving or e-health. Hence, explainability, fairness, and
accountability are mandatory characteristics; other-
wise, these applications will need more trustworthi-
ness to be acceptable.

Many computer science fields use causality to
boost or provide these missing functionalities to their
state-of-the-art techniques. We opt for making causal-
ity a fundamental pillar for DCSs as it has the potential
to revolutionize them by bringing capacities such as
root failure and anomaly detection, SLO violation pre-
diction, feature analysis and configuration, context
exploration, information filtering, and decision explain-
ability, while at the same time ensuring fairness and
accountability.

Causally Enabled DCSs
Now our main focus is to identify the decisive elements
from DCSs that are able to leverage causal models
for seamless integration of all the benefits. In general,
DCSs comprise cloud infrastructure, several fog
nodes, more edge nodes, and many IoT devices, as
shown in Figure 1. Their necessary functionalities are
spread along the continuum. However, their require-
ments tend to be more specific to the computing
tier. Hence, we need a mechanism that links functionali-
ties and requirements, one that is aware of the specific

idiosyncrasies of the component and can embed the
causal models. By the end of the “Control and Manage-
ment Subsystems” section, we present the artifact able
to do this.

Subsystem-Based View of DCSs
Providing a modular view of the system’s necessary
functionalities eases the understanding of where causal
features are required. Further, we comment on how
requirements affect functionalities according to the
computer tier in which the functionality sits. Hence, the
following is organized into subsystems,a given that they
represent system-specific functionalities. In short, any
DCSs have the following subsystems: hardware, data,
analytics, control, management, and network. Interest-
ingly, in a DCS, there can be hardware components that
are also a part of the payload, however, this is outside
the scope of this article. Further, there can be other
cross-cutting concerns, such as security, transversal to
all others, which we understand as if each subsystem
requires amodule on security.

The hardware subsystem aims to manage the hard-
ware components of the system. In that regard, it
becomes more relevant in DCSs for two reasons. On
the one hand, edge or IoT hardware has power con-
straints and mobility capacities and is geographically
distributed. These aspects challenge the hardware
requirements of any previous cloud-based system. On
the other hand, future computing systems must be
sustainable. Hence, most of the required considera-
tions must be applied in this subsystem.

Hardware subsystem functionalities span frommoni-
toring and tracking the health and performance of the
hardware components to ensuring their desired behav-
ior by performing adequate maintenance, including the
required firmware updates and component substitu-
tions. As a result, for this subsystem, it is crucial to in-
corporate anomaly detection and root-cause failure
identification from causal methods. This would therefore
enable fast and precise action at the hardware level with
a high degree of accountability for the actions taken.

The data subsystem is in charge of handling data
through its lifecycle, i.e., generation, (pre-)processing,
storage, distribution, consumption, and deletion. Indeed,
the specific needs of the application, combined with its
location along the continuum, affects the requirements
for each phase. Further, aspects such as data gravity
and friction require special care in DCSs,15 where

aThey are also known as planes or layers, but within a
system’s context, we found subsystems a more appropriate
wording.
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data may have to be moved through jurisdictional
boundaries.

The two main causal features required for this sub-
system are 1) context awareness, for defining the spe-
cific policies that have to affect the data, and related
to that, 2) system accountability for the decisions
made, given that they are sensitive.

The analytics subsystem collects system metrics
and performs analytics to support the other subsys-
tems. Indeed, the requirements for this subsystem are
very different at the edge than at the cloud; however,
the expected functionalities are very similar. Simply put,
the edge requires lightweight and fast analytics, while
cloud requirements can lead to cost-effective require-
ments. Indeed, performing analytics includes forecast-
ing metric trends and SLO violations and providing
optimization possibilities for system configurations.

In that regard, this is a crucial subsystem for
applying causal methods. Causality can provide infor-
mation filters to process only relevant features, i.e.,
causally dependent. Further, system configuration
capabilities can be explored considering the context-
awareness capability of causality, and moreover, it
can use interventional and counter-factual reasoning
to optimize the configuration options of the system.
This subsystem must also have explainability, fairness,
and accountability features derived from the use of
causal models.

Control and management subsystems subsystems
need conceptually similar mechanisms related to the
causal features that can be used. However, in terms of
functionalities, they have different perspectives on the
system. The control subsystem is responsible for the
lower-level needs of the system, typically in short time-
scales. Hence, it takes care of local tasks that require a
fast response. As an example, the access control of
resources can be managed by the control subsystem.
On the contrary, the management subsystem takes a
higher-level perspective on the system: it has larger
timescales and works toward global tasks that have
slower paces. Hence, provisioning or updating a com-
puting edge cluster can be a part of the management
subsystem’s tasks. Similarly, as in previous subsystems,
specific requirements for the functionalities are linked to
their location in the continuum.

These subsystems require input from the system’s
analytics to act accordingly. In that regard, it is funda-
mental that they have causal models able to offer
explanations for the decisions made. Further, in a more
technical view, these systems can also benefit from
feature configuration and counter-factual analysis to
align the information obtained from the analytics to its
specific domain of action. They therefore need to be

able to track previous decisions using the input from
the analytics subsystem.

The network subsystem is in charge of managing the
communication layer of DCSs. It takes control over
specific functions of the communication network. For
instance, it must ensure a certain level of throughput
while having a dynamic number of requests. However,
the techniques and resources vary depending on the
computational tier. Generally, in cloud tiers, there are fast
and reliable wired connections, while toward the edge,
wireless and low-power communication ismore typical.

The network subsystem requires to causally model
its connectivity efficiency to account for the overall sys-
tem performance. Furthermore, similarly to the previous
subsystems, it also needs the feature configuration and
counter-factual analysis features brought by causality.

CAUSALITY INTEGRATED IN DCS
A holistic integration of causality in DCSs is needed
to harness their benefits; many of their features
are required in all subsystems as key enablers for
DCSs. From our experience in distributed systems, an
enhanced version of SLOs can be the missing artifact
to link causality with distributed systems. Functionali-
ties need to be steered by requirements to be properly
adapted to the computing continuum (CC) environ-
ment (see Figure 3). Further, DCSs are service oriented;
therefore, SLOs can describe these functionalities
while determining a specific requirement for them. It is
worth noting that SLOs are commonly used in cloud
computing systems, however, our enhanced version
would reflect all the needs that services throughout
the CC may have. This implies that SLOs reflect lower-
level system needs, e.g., the maximum CPU usage of a

FIGURE 3. Subsystem view for distributed continuum systems.
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device as well as higher-level application needs, e.g.,
the minimal accuracy for a medical-related inference,
given that both relate to service requirements. Inter-
estingly, DCSs are highly dependent on their underlying
infrastructure; hence, accuracy may be as a result of
the MLmodel as well as the sensor data’s granularity.

Enhanced SLOs are built as causal graphs, where
the leaf node is the SLO’s compliance value, and
its parents and grandparents are variables that caus-
ally influence the SLO’s behavior. Moreover, these vari-
ables that influence the SLO’s compliance can be
parameterized. Looking at the accuracy example, the
frames per second of a camera influences the SLO’s
compliance, but it can be adjusted to different rates.
This implies that it is also possible to work at the
interventional or counterfactual rungs with causally
enhanced SLOs. As shown in Figure 4, an SLO is a cau-
sality graph where the values of its variables explain its
behavior. These variables can also be deliberately mod-
ified, providing a framework for applying do-calculus
and counterfactual reasoning in distributed systems.
Further, these variables or parameters can relate to
different SLOs, providing the capacity to explore the
system’s behavior beyond a single SLO.

Currently, there are two main frameworks for
modeling causality: structural causal models (SCMs),16

based on causal graphs and structural equations, and
the POs framework, which inherits from the develop-
ment of randomized experiments (see Yao et al.17 for a

comprehensive survey). From our perspective, SCMs
better suit the needs of DCSs, given that the graph
view and its equations can easily model DCSs. Causal
graphs can be expressed in terms of SCMs, where
each parent of the SLO (Pa) together with a set of
exogenous (nonobservable) variables (U) define the
probability of SLO compliance [P(SLO)].

P ðSLOÞ  fiðPai,UiÞ: (1)

Consider that f is a function that relates a parent
and the probability distribution of U to the probability
distribution of SLO compliance. Also, the subindex on
the right side of the equation accounts for different
parents and exogenous variables, explaining that each
can have a different relationship (i.e., function f ) with the
SLO. Hence, this formulation also offers the possibility to
study the sensitivity of SLO compliance to its variables.18

Modeling these systems through SLO-based causal
graphs brings the following crucial benefits:

Defining SLOs through causal graphs embeds
an information filter for each SLO. Given that
every time an SLO is required to be analyzed,
e.g., to understand why its compliance value
has changed, only the information of the varia-
bles in its causal graph has to be assessed,
which is the minimal set of information. This
also relates to and emphasizes the use of
Markov’s blanket concept.3

FIGURE 4. Causal graphs for an SLO-based designed system.
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Causal models provide context awareness, given
that they are specific to a service in a determined
environment. However, they can also be updated,
which means that changes in the service context
can be integrated into the causal model, which
adapts it to its new reality.
Exploring possible configurations of the system
and their implications for the SLOs is possible
when the configuration variables are included
in the SLO-based causal graph. Hence, parame-
ter explainability and optimization go together
with the causal-enabled SLO.
The granularity of causal models is linked to
the described SLO. Further, it is expected to
find variables in a causal graph that are also
related to other SLOs, which may have a differ-
ent level of granularity. Hence, by following
these relations, root cause and anomalies can
be detected regardless of the distance between
the observed effect and the root cause.
Causal graphical models are interpretable; hence,
using them at the service-requirement level inte-
grates the possibility of explaining and therefore
accounting for the reasons for a service behavior.

Currently, we are making progress on defining SLOs
for DCSs through a Bayesian network. Our next step is
ensuring that the Bayesian network behaves as a causal
graph so that we unfold all the benefits given by them.

CONCLUSION
The development of DCSs will have an enormous
impact on our future society. Hence, they require
embedding the capacity for being explainable, fair,
accountable, and auditable. This is on top of all the
other technical challenges that still need to be solved
for these large-scale, heterogeneous, and dynamic sys-
tems. In this article, we motivated causality, in the form
of causal graphs and SCMs, as the technique to be
embraced by these systems to overcome all their
technical challenges while also bringing these crucial
capacities for being socially responsible. Further, we
proposed their integration with SLOs to obtain this
holistic framework for developing DCSs.
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