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Abstract—The property of Internet of Things (IoT) applications
is their capability to execute tasks through the collaboration of
interconnected IoT objects. However, IoT collaborations face sig-
nificant challenges due to security threats that undermine their
reliability. An uncertified task publisher may deceive IoT devices
into executing illegal tasks, while malicious attackers may inter-
cept and modify transmitted data. Existing works on IoT trusted
management issues tend to concentrate on individual aspects, such
as authentication, privacy protection, and access control. However,
trusted management for IoT collaboration is a multifaceted and
intricate endeavor that necessitates a comprehensive approach. To
fill this gap, we propose a lightweight authentication-driven trusted
management framework that includes a novel authentication and
key agreement scheme to guarantee the validity of task publishers,
with greatly reduced overheads compared to recent works. The
framework also incorporates a distributed data storage scheme and
a fine-grained access control mechanism. We record the interactive
messages on the blockchain to ensure behavior traceability. We
evaluate the authentication scheme through comparative experi-
ments and formal security analysis, demonstrating its efficiency
and effectiveness. The experimental results of data storage and ac-
quisition in real-world IoT environments indicate that the proposed
framework is a feasible solution for reliable IoT collaboration.

Index Terms—Access control, data storage, IoT collaboration,
lightweight authentication, trusted management.

1. INTRODUCTION

HE Internet of Things (IoT) has revolutionized a wide
range of fields by interconnecting ubiquitous smart devices
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to collect data. Valuable data collected by these smart devices
give birth to numerous real-life smart applications such as smart
healthcare [1], smart homes [2], and smart cities [3]. Essentially,
the fulfillment of IoT applications relies on the collaborative
participation of numerous objects, including network operators,
application servers, IoT gateways, and a vast number of IoT
devices. Therefore, the reliability of IoT collaboration is critical
to ensuring the effectiveness of the IoT system.

However, with the rapidly growing number of IoT devices
and demand for IoT services, IoT collaboration faces enormous
security threats such as identity theft, interception data tam-
pering, denial-of-service (DoS) attacks, and fraud attacks [1].
One significant challenge is the illegal initialization of collabo-
rative tasks, where malicious IoT task publishers (denoted by
IoT managers in the following paper) may send instructions
to IoT devices to perform illegal tasks. For instance, an IoT
manager can send virus commands to household appliances and
vehicle-mounted terminals simultaneously, which can result in
stealing an individual’s life data. In addition, the devices in most
IoT scenarios are unsupervised, leading to vulnerability to many
security issues [4]. Attackers can easily access and destroy these
devices, as well as tamper with the generated data. The collected
data is also vulnerable to privacy attacks and integrity compro-
mises during transmission. To address these issues, it is critical
to establish a mutual authentication and key agreement scheme
to ensure legal task execution and protect confidentiality during
data transmission. Furthermore, the current [oT ecosystem relies
on a trusted third party (TTP) for data storage and processing [5].
However, the TTP-based data management framework suffers
from inherent limitations of centralized architecture, such as lack
of scalability, low bandwidth, privacy concerns, and single point
of failure [4]. Lastly, there is a possibility that data users can use
illegal means to gain unauthorized access to the data, such as
bribing data holders or performing impersonation attacks [6],
which highlights the importance of enforcing access control on
data requesters.

In recent years, various schemes for IoT trusted manage-
ment have been presented to address the growing security
challenges [6], [7], [8], [9], [10], [11], [12], [13], [14], [15].
However, the existing literature primarily focuses on specific
aspects of the trusted management issues, such as device/user
authentication protocols [7], [8], [9], [10] and data access con-
trol mechanisms [11], [12], [13], [14], [15]. However, trusted
management for IoT collaboration is a systemic issue due to the
complex components in the [oT service process. The separate
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component solutions proposed in the state-of-the-art cannot be
compatible to form a comprehensive trusted management frame-
work. Therefore, the design of a lightweight and comprehensive
trusted IoT management framework remains a pressing but
unsolved challenge. To address this gap, our work commences
by introducing a novel lightweight mutual authentication pro-
tocol and subsequently integrates distributed data storage and
access control components to construct a comprehensive trusted
framework. To the best of our knowledge, this represents the first
endeavor to devise a comprehensive trusted management frame-
work for 10T collaboration. Specifically, we propose a prov-
ably secure authentication and key agreement scheme between
IoT managers and devices to prevent the launch of malicious
cooperative tasks. The collected raw data is secured through
symmetric encryption using the negotiated session key. Con-
sidering the resource-constrained and latency-sensitive nature
of IoT devices, the authentication scheme is designed through
hash and XOR operations, resulting in much lower implemen-
tation overheads compared to existing authentication schemes.
Additionally, to prevent the potential security problems of the
traditional centralized storage system, we introduce a distributed
storage scheme based on edge computing without relying on
a TTP. Finally, we incorporate a fine-grained access control
mechanism to the framework to prevent unauthorized access
to data.

Currently, blockchain has become one of the most appropriate
candidate technologies for providing a secure and distributed
ecosystem for IoT networks [16], [17], [18], [19]. The concept
of a blockchain-empowered IoT has attracted considerable re-
search interest because of the following four promising benefits:
1) it achieves decentralization and increases fault tolerance; 2)
provides immutability, accountability, and traceability; 3) en-
hances security and confidentiality through cryptography-based
consensus algorithms; 4) supports trusted cooperation by allow-
ing automatic contract execution. In this paper, the motivation for
deploying a blockchain network is to record interactive messages
to ensure immutability and traceability and establish a reliable
cooperation environment for [oT objects.

The main contributions are summarized as follows.

1) We propose a lightweight authentication-driven trusted
management framework to ensure reliable IoT collab-
oration. To the best of our knowledge, this is the first
attempt to design a comprehensive trusted management
framework for IoT collaboration that considers mutual
authentication, data confidentiality, data storage, access
control, and behavior audit.

2) We propose a novel authentication and key agreement
scheme that is lightweight and provably secure. This
scheme ensures the legality and authenticity of IoT man-
agers and devices and generates a negotiated key for
symmetric encryption to guarantee the confidentiality of
raw IoT data. The framework also includes a distributed
data storage scheme and a fine-grained access control
mechanism based on attribute-based encryption (ABE) to
prevent unauthorized access to data.

3) We conduct comparative analysis to evaluate the com-
putation and communication overheads of the proposed
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lightweight authentication scheme. The results show that
the scheme is cost-efficient. We also perform a formal
security analysis on the proposed authentication scheme
based on the widely-used Real-Or-Random (ROR) model.
Additionally, we implement a local prototype system and
conduct experiments on data storage and acquisition to
demonstrate the feasibility and effectiveness of the pro-
posed trusted management framework.

The paper is organized as follows. We survey the state-of-
the-art in Section II. In Section III, the system model and design
goals are introduced. In Section 1V, the security schemes in
the proposed framework are demonstrated. In Section V, the
collaboration processes and implementation are detailed and
explained, respectively. The experimental results are presented
and analyzed in Section VI. Section VII concludes this paper
and draws future directions.

II. RELATED WORK

With the occurrence of various security incidents, which
seriously affect the quality of IoT services and system efficiency,
trusted management has become a vital issue in IoT and received
considerable scholarly attention in recent years. Most of the
existing research on IoT trusted management is based on the
hierarchical architecture of the IoT system. For example, the
authors in [20] proposed a trust-based public-key management
scheme for smart IoT systems based on IoT general architecture,
including device layer, fog layer, and cloud layer. And the
authors in [21] and [22] both utilized the three-layer system
model, including data layer, core layer, and application layer to
conduct the trust analysis. Differently, Wei et al. [23] proposed a
three-layer research model to clarify the [oT trusted management
issues from the perspective of the trust definition and the key
process of trust evaluation, including data layer, computation
layer, and incentive layer. Besides, the authors found that the
existing research on IoT trusted issues separately focuses on the
calculation of object trustworthiness, device identification, and
authorization mechanisms. Therefore, the current literature on
IoT trusted management can be categorized into quantification-
oriented methods and system security-oriented methods. The
quantification-oriented method is concerned with social trust
based on objects’ behaviors and service qualities [24]. On the
contrary, the system security-oriented method is related to sys-
tem trust based on security policies and protocols. In this paper,
we concentrate on the system security-oriented direction.

Based on effective trusted management protocols, IoT collab-
oration can be conducted in a reliable and high-quality manner.
There are two types of existing trusted management methods in
the system security-oriented direction: centralized methods and
decentralized methods.

Centralized trusted management methods usually require the
participation of a TTP to ensure system security. The authors
in [8] proposed a privacy-preserving and scalable authentication
protocol for the Internet of Vehicle (IoV) with a three-layered
architecture, i.e., roadside units (RSUs), RSU gateways, and a
trusted authority. The authority is considered to be secure. Ding
et al. [10] proposed a lightweight anonymous authentication
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protocol for resource-constrained [oT devices based on an infor-
mation center (IC), which is assumed to be trustworthy and has
powerful computing and storage resources. IC is responsible for
receiving information transmitted by industrial control devices
and providing related services. Zhang et al. [14] designed a
secure revocable fine-grained access control and data sharing
scheme for industrial Internet of Things. They used revocable
identity-based proxy re-encryption in their solution, where a
trusted private key generator (PKG) is needed to assign keys for
devices and users. Although a third party can facilitate effective
management for IoT objects, the centralized framework may
suffer from scalability bottlenecks and security risks such as
targeted attacks, single point of failure, DoS attack, and so on [4].
The compromise of the central party may affect the stability and
scalability of the entire system.

Regarding the bottleneck issues of centralized management
methods, some scholars have proposed decentralized methods
to eliminate the need for a third party and enhance system
scalability and security. Bera et al. [6] designed a decentralized
access control protocol in IoT-enabled smart-grid system by
forming the participating service providers (SP) into a peer-
to-peer (P2P) blockchain network. The SPs are responsible
for creating the blocks from the gathered data securely and
validating the new blocks before adding them into the blockchain
using the consensus algorithm. Similarily, Wang et al. [15]
proposed a dynamic distributed attribute-based access control
framework for blockchain-empowered IoT. The access control
mechanism is designed as smart contracts that are responsible for
updating attributes and trust values of IoT devices, authorization
judgment, and so on. Lu et al. [25] proposed an [oT data access
control scheme that combines an ABE algorithm and blockchain
technology, providing fine-grained access control and efficient
file sharing. However, their scheme does not account for the
reliability of data sources, potentially leading to data quality
or security concerns. Ahmed et al. [26] categorized current
lightweight authentication methods in IoT based on different
techniques and discussed the performance measures. Never-
theless, it is crucial to emphasize that trusted management
in IoT extends beyond mere authentication or authorization.
Vulnerabilities and compromises pervade every stage of IoT
data, including collection, transmission, storage, and access. As
discussed by Chanal et al. [27] in their survey, most privacy and
security algorithms for IoT are still in implementation stage,
reliant on several assumptions and demanding substantial re-
sources. Existing investigations on system-oriented IoT trusted
management have primarily focused on data management, iden-
tity authentication, access control, and other aspects separately,
without a comprehensive framework for 10T collaboration.

In this paper, we focus on proposing a novel lightweight
authentication-driven trusted management framework for IoT
collaboration, that also includes a distributed data storage
scheme and an access control mechanism. Authentication
schemes for [oT can be categorized into three groups: certificate
authority (CA)-based authentication schemes, identity-based
cryptography (IBC)-based authentication schemes, and sym-
metric authentication schemes [4], [28]. CA-based schemes are
criticized for their high certificate management costs, while
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Fig. 1. Trusted IoT collaboration framework.

IBC-based schemes are dependent on the reliability of a cen-
tralized key generation center and are vulnerable to the key
escrow issue [29]. Symmetric cryptography-based schemes, on
the other hand, are sensitive to the absence of non-repudiation
and need to solve the key exchange problem. Moreover, these
schemes may not satisfy the practical deployment requirements
of 10T due to the computation complexity and resource con-
sumption. To address this gap, we propose a novel lightweight
two-factor authentication protocol that utilizes only hash and
XOR operations, making it suitable for resource-constrained and
delay-sensitive IoT applications. Previous endeavors have made
notable contributions to IoT authentication, such as Zhou et
al. [30]’s work on authentication schemes for IoT combined with
cloud servers, Sharma et al. [31]’s mutual authentication scheme
for cloud-IoT healthcare services, Wazid et al. [32]’s lightweight
authentication and key management scheme to achieve secure
communication for edge-based IoT environment, and Farash
et al. [33]’s enhanced user authentication and key agreement
scheme for heterogeneous wireless sensor networks. Although
these works also used hash and XOR computations to enhance
efficiency and practicality, they generally ignored security issues
related to data storage and access, failing to deliver a compre-
hensive approach to IoT trusted management.

III. SYSTEM MODEL AND DESIGN GOALS

In this section, we illustrate the system model and discuss the
security model and design goals.

A. System Model

As shown in Fig. 1, the proposed framework comprises four
layers. At the bottom is the perception layer, comprising a range
of smart devices, such as sensors, inductors, and wearables,
that collect valuable real-time data from various sources. The
IoT managers execute complex applications by launching IoT
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tasks that require collaboration among [oT devices from multiple
fields, and as such, it is essential to mitigate the risk of potential
malicious attacks by restricting their commands to [oT devices.
The second layer comprises IoT gateways, which serve as the
management and control unit closest to the terminal device and
preprocess the data collected by the perception layer. The third
layer consists of edge servers deployed in close proximity to
mobile users, responsible for data storage and providing agile
response services to data users. The top layer comprises data
users from diverse application fields who further process and
model the [oT data for specific use cases.

To ensure the legitimacy of [oT tasks, we propose a mutual au-
thentication and key agreement protocol between IoT managers
and devices. Smart devices encrypt the raw data using the nego-
tiated session key to ensure data confidentiality. IoT gateways
use ABE technology to set specific access policies that grant
relevant users access to data. Edge servers cooperate with each
other to form a distributed data storage system. Additionally, all
gateways and edge servers maintain a blockchain network where
interactive messages are stored and smart contracts are deployed.
Data users interact with the nearest edge server covering them
to download their requested data.

Overall, the trusted management framework has five types of
entities: IoT managers, IoT devices, IoT gateways, edge servers,
and data users. IoT managers and devices are unreliable since
attackers may impersonate a legitimate IoT manager to launch
IoT tasks. IoT devices may be compromised by malicious [oT
managers and attempt to execute harmful tasks. [oT gateways are
assumed to be fully trusted and perform their duies honestly and
reliably. Edge servers are semi-trused (i.e., honest but curious).
Although each edge server is curious about the IoT data, they
still faithfully execute the proposed schemes, cannot deliberately
modifying or leaking their stored data. Data users might also
engage in unethical conduct, such as collaborating with other
unscrupulous parties or masquerading as authorized users to
gain access to desired information. Moreover, they could initiate
malicious actions once they have secured access authorization.

B. Threat Model and Security Requirements

1) Threat Model: To identify potential security concerns and
mitigate trust risks in the IoT collaboration system, it is impor-
tant to analyze the threat model. To accomplish this, we utilize
the widely-used STRIDE model [34], as detailed below.

e Spoofing: Spoofing refers to the ability to impersonate legal
entity in the system. In the IoT collaboration system, the
data users may masquerade as authenticated nodes to gain
access illegally.

e Tampering: Tampering refers to the malicious modification
of data, which violates the integrity. Attackers or malicious
data holders can tamper with the collected [oT data and
disrupt IoT collaboration.

e Repudiation: Repudiation indicates the ability of an at-
tacker to make it impossible to link an action one performed
to himself.

e Information Disclosure: Information disclosure threats
describe the exposure of information to unauthorized
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individuals, which violate the confidentiality. The data
transmitted in the open network are susceptible to privacy
violations.

e DoS: DoS attacks deny service to valid users. Adversaries
may invalidate 10T data to violate service availability by
launching a DoS attack.

e Elevation of Privilege: In this threat, an attacker gains
privileged access without authorization and thereby can
penetrate the IoT system.

Additionally, as the lightweight authentication and key agree-
ment scheme constitutes the core novelty of the proposed trusted
management framework, we use the widely-accepted ROR
model et al. [35] to describe the threat model used to verify
its security. We summarize a few primitives associated with the
ROR model as follows.

Participants: We denote HXL , H%zj , and IT{%., as the nqth,
noth, and ngth instance of the IoT manager M;, the terminal
device Dj, and the gateway node GT'W, respectively. These
instances are also termed as oracles.

Partnering: The notation of partnering is defined based on
session identifications (sid) and partner identification of a man-
ager M; or a terminal device D;. In our system, the partner of
an instance H"} of the manager M is the instance HT)Z of the
terminal device Dj, and vice versa. Note that only when the
following two COIldlthIlS are met can HX} and H”2 be called
partners: 1) both instances are accepted, 2) both instances have
been authenticated.

Freshness: The instances H’X/} and H%Q are called fresh if
the adversary A does not get the session key SK through the
Reveal query (defined below) to these instances or its partner.

Adversary: We assume an adversary A who has the full
control over the wireless communication between IoT managers,
terminal devices, and [oT gateways. During the communication
of normal entities, .4 not only can intercept and eavesdrop
but also can modify, create a new one, or directly forward the
message to an intended entity. Besides, the adversary is granted
the following queries:

e Fxecute(II™  1I™2): This query models a passive attack
where the adversary eavesdrops the honest executions be-
tween a manager instance II"! and a device instance 11"2.
A can intercept all messages during the communication
through this query.

e Send(II™, M): This query models an active attack where
A sends a message M to a participant instance II"* and
then get a response message corresponding to the transmit-
ted M.

* CorruptSC(II}} ): This query models a smart card lost
attack. The output of this query consists of the information
stored in the smart card SC; of the authorized manager M.
This query assures the weak-corruption model in which
the internal data and temporary keys of the participant
instances are not corrupted.

e Test(II"): This query captures the semantic security of
SK;; between the manager M; and the device D;. Let b
be a bit set uniformly at random at the beginning of the
experiment, which is kept secret from the adversary A and
used to decide the output of Test(). After executing this
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query, if the session key SKj;; has been established and is
fresh, the instance T'est(II"*) returns SK;; if b = 1ora
random number of the same size if b = 0. Otherwise, this
query returns the invalid symbol L.

In addition, the participants and adversary can access a hash
function h(-), which is modelled by a random oracle, say Hash.
When one makes a hash query h(z), Hash will return the result
if the same query was submitted. Otherwise, Hash will return a
random response chosen uniformly from its output domain and
then stores the pair permanently.

In the ROR model, A is given access to the above oracles in
an experiment and outputs a guess bit o'. If ¥’ = b, A is said
to win the experiment challenging the semantic security. Note
that A can ask Test(II"*) to either the manager instance or the
device instance for many times. Let Succ denote the event in
which A wins this game. The advantage of A in violating the
semantic security of the protocol P in the ROR sense is defined
as Advgke = |2Pr[Succ] — 1|. Note that the advantage of the
adversary that simply guesses b is 0. If Adv%ke is negligible, the
protocol P can be considered as a secure authentication and key
agreement protocol.

2) Security Requirements: In addition to preventing the
threat model, the proposed trusted management framework must
also satisfy the following security requirements (or called design
goals.)

o Lightweight Authentication: It guarantees that a requested
IoT collaboration task is generated by a legal IoT manager
and the device is also valid. Additionally, the designed
authentication scheme must be lightweight to satisfy the
real-time and resource-sensitive demands of IoT applica-
tions.

® Data Confidentiality: Any untrusted entity cannot extract
private IoT data via analyzing the intercepted messages
during the communication and storage.

e Distributed Storage: The storage of IoT data requires a
distributed, consistent, and secure system that does not rely
on a third party. Moreover, the system should ensure data
availability.

® Access Control: Only valid users authorized by data owners
can obtain access rights.

® Traceability: The behaviors of malicious and compromised
entities are capable of being traced.

Furthermore, the proposed framework should prioritize user

experience without compromising it for the sake of improving
security.

IV. PROPOSED LIGHTWEIGHT AUTHENTICATION-DRIVEN
TRUSTED MANAGEMENT FRAMEWORK

In this section, we present a detailed description of the compo-
nents in our trusted management framework, including a novel
lightweight authentication and key agreement scheme, a dis-
tributed data storage scheme, and an access control mechanism.

A. Authentication and Key Agreement Scheme

As mentioned earlier, a valid but malicious IoT manager
could induce terminal devices to perform illegal tasks, causing

TABLE I
NOTATION DESCRIPTION

Notation Description

The secret of GT'W
The identity of M; and D;
The secret label of M; and D;

Kerw
ID, and DIDJ

Tag; and Tag;

W; The password of M;
T Timestamp
SC; The smart card of M;

K; and K Session key computation materials
SKey The negotiated session key
SK The user secret key
h() Cryptographic one-way hash function
allb Concatenation of a and b
SymEnc Symmetric encryption algorithm
SymDec Symmetric decryption algorithm

serious system threats. We propose an efficient and provably
secure authentication and key agreement protocol to avoid such a
trouble. Considering the expensive distribution and maintenance
costs of the traditional certificate-based authentication schemes,
we intend to design a lightweight protocol that can adapt to
resource-constrained [oT terminal devices by adopting simple
hash functions and XOR operations. We assume IoT devices
communicate with each other through Low Power Wide Area
(LPWA) methods, such as NB-IoT, while data users commu-
nicate with IoT devices and edge servers through cellular net-
works.

Table I explains the primary notations used in the following
paper. The detailed processes are illustrated in Fig. 2. We assume
the gateway is equipped with a long-lived secret K ¢y . The tar-
get terminal device Dj is initially allocated with a unique iden-
tity DID,. The gateway calculates T'ag; = h(DID,||Kgrw)
as an authenticated tag for D;. Then DID; and Tag; are
stored in the trusted module of D;. The manager M; is fitted
with an identity /D; and a password PW,. Before sending
instructions to the target device, M; is expected to register
on the network with the help of GT'W. First, M; generates
a random nonce r; and calculates W; = h(r;||PW;). Then he
sends myey = (ID;, W;, Teq) to GTW through blockchain,
where 7)., denotes the current timestamp. Blockchain ensures
the immutability and traceability of the exchanged messages.
Upon receiving my..q, GI'W verifies I.D; and then calculates
an authenticated tag Tag; = h(ID;||Kgrw) and a number
a; = W; ® Tag; to hide T'ag;. Next, GT'W creates a smart card
SC;, stores «; in it and then issues SC; to M;. M; writes r; into
SC; after receiving it.

If M; wants to activate D;, he inserts SC}; into D;, and
inputs his identity I D; and password PW,;. SC; computes
Wi = h(ri|| PW;), Tag; = W; @ o, and ; = h(Tag;||Ty).
Whereafter, SC; selects a random number K, for subse-
quent key agreement. Then SC; calculates ©, = K; & 3; and
E; = h(B;||[ID;||DIDj) to hide K; and f3;, respectively. Af-
terward, SC; sends the login request my = (ID;, E;,0;,T})
to the terminal device D; through blockchain. After receiv-
ing mq, D; first check whether |17 — T,| < AT, where T,
is the current timestamp and AT is the accepted transmis-
sion delay. If the verification fails, D; rejects the request.
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Fig. 2.  Authentication and key agreement protocol.

Otherwise, D; computes I; = h(Tag;||E;). Then D; sends
mo = (IDZ, Ei, DIDj, Ij, Tl, TQ) to GTW. Slmllarly, GTW
checks whether T and 75 are valid to decide whether to continue
or terminate. Afterward, GTW calculates 3, = h(Tag;||T1).
E; = hMBIID;||DIDy), and I; = h(Tag;||E}). D; verifies
whether E! = E; and I} = I;. If the verification succeeds,
GTW accepts M; since T'ag; is valid. Then GI'W computes
F;; = B, ® h(Tag;||T5) and v; = h(Tag;||DID;) as authenti-
cation materials for D; and M;, respectively. Lastly, it replies
mg = (Fyj,7v:,T3) to D;. D; checks T in the same way afore-
mentioned once receiving mg. Then it computes (] = F;; &
h(Tag;||T3) and E] = h(f;||1D;||DID;).If E = E;, it rep-
resents the manager authentication is successful. Otherwise,
the manager’s request is declined. Subsequently, D; randomly
selects a secret number K; for session key computation. D;
obtains K} = ©; & [ and calculates X;; = h(K]||Ty) & K; to
hide K. Then the session key SKey;; can be computed as
SKey,; = h(K| ® K;). Finally, D; packs m4 = (X;;, 7, T1)
as a transaction and sent to M, through blockchai for key
agreement. Once receiving my, M; first examines 7 and then
calculates v} = h(Tag;||DIDj). If ~} is equal to ~y;, M, can
conclude that the sender is legitimate. Afterward, M; com-
putes K; = h(K;||Ty) ® X;;. Finally, M, can get the session
key SKey,; calculated as SKey;; = h(K; ® K;). Therefore,
SKey;; can be used to safeguard the communications between
M; and D;.

It should be emphasized that longer secret keys can signifi-
cantly enhance the security of XOR operations, thus reinforcing
the security of the proposed authentication scheme. Addition-
ally, to further strengthen the system’s security, it is advisable
for IoT devices and managers to update their authenticated tags
periodically.

erminal Device

Check T, Calculate I;

Send a transaction: my =
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@
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' Calculate Tag; = h(ID{[Kerw), @ = W; ®Tag,
i Create a smart card SC; containing a;

Issue the smart card SC; to M; off-chain

= h(Tag||E) i

? Check T, and T,, Calculate B;” = h(Tagj||T)),

i B =h(B; |[ID||DID), Iy = h(Tagj|E;’)

i Verify if E;=E; and [ =1}
{ Compute F;; = 8;’® h(Tag||Ts), y; = h(Tag{|DID))

Send a transaction: my = (Fy,y;,T3) B4

(xij:Yi:T4) X

B. Distributed Data Storage Scheme

To mitigate the trust issues that arise from centralized storage
systems, including single point attacks and privacy breaches,
we propose a decentralized storage environment using edge
computing. We use the Advanced Encryption Standard (AES)
for raw data encryption with the key negotiated during the
authentication phase, denoted as SKey. The encrypted data,
represented as Fdata, are then stored on distributed edge servers
based on the Kademlia algorithm. This algorithm is widely used
in Peer-to-Peer (P2P) networks for data storage and retrieval
due to its simplicity, flexibility, and security [36]. Each node
in the Kademlia network is assigned a 160-bit identity (ID) as
a unique identifier, while the hash value of the encrypted IoT
data block serves as a 160-bit Key, and the encrypted data block
as Value. When a new server joins the Kademlia network, it is
assigned a randomly generated 160-bit node ID. The Key-Value
pair is then stored on several servers whose ID values are close
to the Key. The maximum number of nodes that Kademlia can
accommodate is 2'69, which greatly exceeds the number of
servers in the actual network.

Each server in the storage system maintains a portion of the
storage contents, rather than the complete ledger. Additionally,
the state information of relevant servers is stored in each node by
a K-bucket mechanism. The Kademlia algorithm uses XOR to
calculate the distance between nodes. For instance, the distance
between the edge server with ID 01000000 and another server
with ID 00000001 is calculated as follows:

01000000 & 00000001 = 01000001. (1)
As shown in Fig. 3, each edge server maintains a 160-layer
K-bucket table, with each K-bucket storing state information
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K-bucket[1] B — Null Distance: [1,2)
K-bucket[2] — — Null Distance: [2,4)
Distance: [4,8)
K-bucket[3] — B — — — Null
3 k nodes Distance: [2159,2160)
: : A ]
[ )
K-bucket[160] — B — - H — s Null

Fig. 3. Storage structure of edge servers.

of k nodes within the range of the interval [2¢~!, 27]. The
state information includes the node’s ID, Internet Protocol (IP)
address, and access port. k is a system-level constant, set by the
storage system itself. With this mechanism in place, a server can
locate a target server’s information with at most log, n queries,
where n is the total number of edge servers in the system.

The proposed distributed storage scheme, based on the
Kademlia algorithm, effectively addresses two critical issues
that traditional storage systems encounter. First, frequent node
entries and exits in a distributed system result in heavy network
traffic and reduced storage and search efficiency. To alleviate
these issues, our system utilizes a partitioned storage approach,
with each node maintaining messages of parts of servers instead
of complete state information of other nodes. This minimizes the
impact on the network when a participant changes its state. Sec-
ond, traditional distributed storage frameworks are vulnerable
to global privacy leakage in case of malicious server behavior.
In contrast, our storage scheme provides enhanced data security
by limiting each node’s state information to parts of the servers.
These features significantly improve service experience while
ensuring data security.

C. Access Control Mechanism

In a trusted IoT system, it is expected that data can only
be accessed by an authorized user. To meet this demand, we
put forward an ABE-based access control mechanism in the
trusted management framework. This mechanism enables data
owner to specify data access policies based on user identities
and attributes, thus achieving fine-grained access management
over data. Users can download an encrypted data block from
the edge server, but the raw data cannot be decrypted without
proper authorization. The core of the access control mecha-
nism is the authorization of SKey. Most ABE-based access
control schemes require a trusted attribute authority (AA) to
set up the system and distribute corresponding secret key for
data users [37]. However, the trusted authority-based system
is vulnerable to key abuse, as AA can decrypt all encrypted
data in the edge server by obtaining the encryption key S Key,
resulting in serious data leakage. To mitigate this issue, we
propose delegating the AA duties to a gateway with relatively
strong computing power, assuming gateways are reliable. The
access control mechanism is detailed below.

1) Setup(1*) — (PK, MSK): The gateway that acts as

AA performs this algorithm during system initialization.

It takes as input security parameter A and outputs the
system public key PK and system master key M SK. The
gateway publishes PK in the system through blockchain
and stores M SK locally.

2) Encrypt(PK, P,SKey) — Ciphertext: This algo-
rithm is executed by the gateway. It takes as inputs the
public key PK, the access policy P, and the negotiated
session key SKey. Notably, P is established during
system 1initialization. Upon completion, the algorithm
outputs C'iphertext, which is subsequently stored locally
within the gateway.

3) KeyGen(MSK,S) — SK: The KeyGen algorithm is
also executed by the gateway as well. Upon receiving a
user’s request for a secret key, the gateway first verifies his
identity. If successfully authenticated, the user is assigned
the corresponding attributes set S. The algorithm accepts
the system master key M SK and the user’s attribute set
S as inputs and generates the secret key SK as output.
Subsequently, the gateway securely stores {PK,SK}
in a private channel shared with the data user on the
blockchain. Note that SK is a long-term key that will not
be reclaimed until the data user’s access right is revoked.

4) Decrypt(PK, SK redCiphertext) — SKey: The
Decrypt algorithm is carried out by the data user. It takes
as inputs the public key PK, the user secret key SK,
and Ciphertext. Upon execution, the algorithm outputs
the encryption key SKey. If the user’s attributes set S
meets the access policy P, the data user can successfully
decrypt Cliphertext to recovery SKey, subsequently
enabling the execution of the final algorithm as described
below. Conversely, if the access policy is not met, the
decryption will fail.

5) SymDec(Edata)skey — RawData: The data user per-
forms this symmetric decryption algorithm. Edata is
downloaded from the edge servers network using the
content identifier (C'I D), which is given by the gateway
after data request. This algorithm produces the required
raw data as output.

Given the possibility that data users may initiate malicious
actions after obtaining access permissions (i.e., acquiring SK),
it is imperative to establish a revocation mechanism for access
rights. A straightforward and efficient approach involves the
gateway maintaining a confidential table containing authorized
users’ identities. Upon detecting a malicious user, the gateway
removes the relevant identity from the table and documents the
nefarious action. As a result, subsequent data requests from
the user will be rejected, preventing the download of Edata
from the storage network and effectively revoking their access
privileges.

V. COLLABORATION PROCESSES AND SMART CONTRACTS
IMPLEMENTATION

This section gives a brief demonstration of the processes of
the proposed trusted management framework. Then, the smart
contract-based implementation is described in detail.
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3. Run SymEnc(RawData)s.,,
—> FEdata .

4. Send {Edata, Timestamp}
to the gateway

Overall processes of the proposed trusted management framework.

A. Overall Processes

The comprehensive workflow is illustrated in Fig. 4, with
some negligible steps omitted for simplicity. The entire process
can be divided into three parts. Step 1 executes a lightweight
authentication and key agreement protocol, ensuring the reli-
ability of both the manager initiating the collaborative tasks
and the IoT device. Upon successful identity authentication, the
manager commences collaboration by sending instructions to
the relevant terminal device. Steps 2 — 5 outline the encryption
and storage procedures. The session key SKey, negotiated
during the authentication phase, is encrypted using ABE by
the gateway for subsequent data access control. The ciphertext
is locally stored within the gateway. Subsequently, the devices
encrypt the collected raw data using a symmetric encryption
algorithm with SKey before sending it to the gateway. The
edge servers, upon receiving { Edata, Timestamp} from the
gateway, generate and publish a hash-based identifier C'I D, en-
abling users to locate the required data within the storage system.
Steps 6 — 13 depict the data request and acquisition processes.
When the gateway receives a secret key request from a data user,
it executes the KeyGen algorithm to generate SK and sends
{PK, SK} to the user via a private secure channel. Note that the
request events of data users are recorded on the blockchain for
subsequent behavior auditing. The user then sends a data request
to the gateway to obtain {Ciphertext, C1D}. Following this,
the user downloads { Edata,TimeStamp} from the storage
system, using TimeStamp to verify data freshness. Finally,
the user executes the Decrypt function to obtain SKey from
Ciphertext and performs the symmetric decryption function
to get the requested raw data. Please note that the cleaning,
formatting, and preprocessing of IoT data fall outside the scope
of this paper.

B. Smart Contracts Implementation

With smart contracts, we provide a system where stakehold-
ers’ interaction rules can be coded as programs and then enforced
autonomously without a centralized trust. We divide the whole

12. Run Decrypt(PK, C .
SK, Ciphertext) —>Skep™> @G

-

13. Run SymDec(Edata) .,
—> RawData

E ToT Devices Manager @ IoT Gateways Data Users E
' M 6. Send a request for user secret key E
! 1. Perform the authentication o> o E
i and key agreement protocol @ D 7. Run KenGen(MSK, S) to generate a long-term user secret key SK @ ]
: and outputa sessionkey K9 |y - 8. Send {PK, SK} to the data user i
e R Joo | |
i QU IoT Collaboration Task L 9. Send data request E
i oG ¢ lw: :
i 2. Run Encrypt(PK, P, SKey) 10. Send {Ciphertext, CID} to the data user oo i
i —> Ciphertext - > :
: and store Ciphertext locally 5. Send {Edata, TimeStamp} to 11. Download {Edata, TimeStamp} ;
E oS- Edge Servers Network for storage from storage network through CID N !

Algorithm 1: InfoStorage.

Input : Edata, TimeStamp
Output: null
if msg.sender is not dataOwner then
‘ throw
end
datablock < (Edata, TimeStamp)
datalD = Hash(datablock)
fori=1tok do
Find Node whose ID is close to datalD
if Ping Node = true then
| Store datalD and datablock
end
datalD = datalD + 1
end

© ® N S U R W N =

= e
N = o

contract implementation into two main modules: Data Storage
Contract and Server Management Contract. In the contracts, we
utilize the special variable msg.sender which always exists in
the global namespace and represents the address of the contract
creator or the contract caller.

1) Data Storage Contract: This contract aims to implement
the storage operations and is created by the [oT gateway.

1) Initialization: This procedure initializes several contract
variables. The dataOwner variable is of type address and
represents the address of the IoT gateway. The autho-
rizedServers variable is of type mapping and represents
a collection that maps authorized edge server addresses
to a bool value. To manage the edge servers, the gateway
can use the relevant function interfaces of the contract
to add, modify, or delete entries in the authorizedServers
collection.
infoStorage: This contract is called by the edge servers to
store { Edata, Timestamp} into the distributed storage
networks.

2) Server Management Contract: In this contract, we con-
sider the exit and entry of edge servers in the data system. The

2)
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Algorithm 2: AddServer or RemoveServer.

Input : newServerAddress
Output: bool
if msg.sender is not dataOwner then
| throw
end
addServer:
if newServerAddress exist then
‘ Return false
end
else
authorizedServers[newServerAddress]| < true
Return true
end
removeServer:
if newServerAddress not exist then
| Return false
end
else
authorizedServers[newServerAddress] < false
Return true
end

© ® 9 o Ul R W N =

=
=]

R < =
J o g os W N R

=
© ®

Algorithm 3: DataSearch.

Input :CID
Output: Edata, Timestamp
1 if msg.sender is not dataOwner then
‘ throw
end
fori =1tok do
Find Node with a content identifier equal to CID
if Ping Node = true then
Return Edata, TimeStamp
break
9 end
10 end

@ NN O Ul R W N

Server Management Contract is deployed by IoT gateways and
generally provides the following function interfaces.

1) addServer or removeServer Contract: This function can
only be executed by the contract’s creator. The new edge
server sends the identity certificate to the data owner as a
registration request. Upon successful authentication, the
edge server is authorized through this function. On the
contrary, to remove a server from the authorized set, the
data owner can provide the address of the server to be
removed as an input parameter to this function

2) dataSearch Contract: This function is invoked by
edge servers. It aims to find the corresponding
{Edata, Timestamp} in the distributed storage system
using C'I D for the data user.

VI. PERFORMANCE ANALYSIS

We construct a real IoT environment to evaluate the perfor-
mance of our proposed trusted IoT collaboration framework.

First, we analyze the computational and communication over-
heads of the proposed authentication protocol by comparing it
with four recent works [30], [31], [32], [33]. Subsequently, we
investigate the efficiency of data storage utilizing the prototype.
Third, we assess user experience by analyzing the execution time
of ABE algorithms and the average time for data users to access
their requested data across various data sizes under different
access policies. Moreover, we conduct formal security verifi-
cation of the authentication protocol using the widely-accepted
ROR model. Finally, we discuss the STRIDE model and security
requirements for the proposed trusted management framework.

A. Experimental Setup

1) Environmental Setup: We employ Raspberry Pi 4 B with
Cortex-A72 (1.5 GHz) and 4 GB of memory as the IoT gateway
and pyWiFi-ESP32 with 8 MB SRAM as the terminal device.
For data user operations, a computer running macOS Big Sur
with an Intel Core i7 processor (2.3 GHz) and 16 GB of memory
is utilized. IPFS, a well-known distributed file storage and
sharing system based on Kademlia, is employed as the under-
lying storage network. An edge server, powered by a computer
running macOS Sonoma with a 10-core Apple M1 Pro chip and
16 GB of RAM, acts as an IPFS node. Additionally, Hyperledger
Fabric 2.4 is deployed as the blockchain environment to facil-
itate event storage and secure interactions. We implement the
ABE algorithm based on FAME, as proposed in [38]. For the
SymEnc and SymDec functions, we use AES in CBC mode
with 32-Byte keys. The implementation codes are accessible at
https://github.com/CommuSA/TSC-2023.

2) Parameter Settings: For theoretical analysis, we set the
size of an identity, a random number, a timestamp, and the
output of a hash operation as 20 bytes, 4 bytes, 4 bytes, and
32 bytes, respectively. We set the data access policy of type
(Attribute; AND Attributes ...AND Attributey) as in [38],
where Attribute is represented by (Value; OR Values).

B. Computation and Communication Costs of the Proposed
Authentication Scheme

In this section, we evaluate the computational and communi-
cation cost of the proposed authentication protocol by comparing
it with four related two-factor authentication schemes that have
been reviewed in Section II, namely [30], [31], [32], [33].
We select these schemes as benchmarks due to their relevance
and practical applicability. First, they closely align with the
IoT architectures in our scheme, where the authors investigate
mutual authentication between users (or servers) and devices
with the involvement of gateways (or edge nodes). Second,
these schemes all focus on two-factor authentication and key
agreement. Lastly, they all demonstrate the efficiency and prac-
ticality of their schemes for real-world IoT devices, rendering
them robust comparative benchmarks for our protocol.

Note that in the implementation of crypto modules, the ex-
ecution time of XOR operations can be neglected when com-
pared to the one-way hash function and the symmetric encryp-
tion/decryption algorithm. Thus, the processing time involved
with XOR operations is not included. We use 7} and T'xor
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TABLE II

COMPARISON OF COMPUTATION COSTS (MS)

Zhou'’s [30] Sharma’s [31] Wazid’s [32] ‘ Farash’s [33] Ours
User 12TxoRr 4+ 10T, ~ 1.20 | 6TxoRr + 11T, ~1.32 | 5Txor + 9T, ~ 1.08 | 6Txor + 11T, ~ 1.32 | 4TxoRr + 6T, ~ 0.72
Device ITxor + 19T, ~ 22.80 4TxoRr + 5T, ~ 6.00 5Txor + 8Th = 9.60 4TxoRr + 7T, ~ 8.40 4Txor + 5T}, ~ 6.00
Gateway 16TxoRr + 7Ty =~ 4.90 6Txor + 7T ~ 4.90 8Txor + 15T, ~ 10.50 | 6Txor + 14T, ~ 9.80 Txor + 5Ty =~ 3.50
Total Cost 28.90 ms 12.22 ms 21.18 ms 19.52 ms 10.22 ms
5000 A
Total Cost 4500 -
User Fos
Device 2 4000 1
Gateway = __ 3500 A
20E z
o = 3000
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Fig. 5. Comparison results of execution time (ms).
TABLE III
COMPARISON OF COMMUNICATION COSTS (BYTES)

‘ Zhou's ‘ Sharma’s | Wazid’s ‘ Farash’s ‘ Ours

User 148 120 88 100 88

Device 192 292 256 304 180
Gateway 392 132 100 132 68

Total Cost 732 544 444 536 336

to denote the execution time of a general hash operation and
an XOR operation, respectively. It takes 1.2 ms, 0.7 ms, and
0.12 ms to execute a single SHA256 operation with 10 KB inputs
by the terminal device, gateway, and data user, respectively.
Then we calculate the overall computation costs, as shown
in Table II. Note that the authentication phase starts after the
smart card is sent to the IoT manager. The table shows that our
protocol consumes fewer resources than the other works. Fig. 5
demonstrates the execution time of our protocol and the others.
The results indicate that the proposed protocol exhibits greater
computational efficiency across user, device, and gateway sides,
making it well-suited for resource-sensitive loT applications.
We further evaluate the communication overheads of the
proposed authentication scheme through comparative analysis
with other schemes. Note that these lightweight schemes all
require four message transfers for authentication. The compar-
ative results are shown in Table III. Our findings indicate that
the proposed scheme outperforms the other schemes in terms
of communication costs, particularly from the perspective of
the device and gateway sides (cost 180 bytes and 68 bytes re-
spectively). Therefore, the proposed lightweight authentication

Fig. 6. Data storage time (ms).

scheme satisfies the low-latency requirement of IoT objects and
thus well-suited for practical IoT applications.

C. Storage Performance

To better understand the storage performance of our proposed
trusted framework, we conduct an evaluation on the Kademlia-
enabled storage system. As our prototype is built on top of IPFS,
we evaluate its efficiency by measuring storage time using the
widely-used KDD Cup 1999 Data set. In IPFS’s implementation
of the Kademlia algorithm, the value of K is set to 20, which
indicates that each node maintains a routing table that contains
information about the 20 closest nodes in the network, based
on their distance metric (XOR metric) from the node’s own ID.
We record the average execution results over 100 experimental
runs, which are presented in Fig. 6. Our results show that the
storage time increases linearly with the size of data. Specifically,
it takes about 0.48 seconds and 4.86 seconds to store 100 MB
and 1000 MB of data, respectively, in our prototype system.
These findings demonstrate the efficacy of our proposed trusted
management framework for efficient and distributed data storage
in real-world scenarios.

Numerous optimization schemes for the Kademlia algorithm
have been proposed in recent years, which could be utilized
to enhance the storage performance of our trusted management
framework. For instance, Monteiro et al. [39] suggested enhanc-
ing Kademlia performance by modifying Kademlia identifiers
through the addition of prefixes. Marandi et al. [40] proposed a
novel Kademlia scheme based on random linear network coding
(RLNCQC). The simulation results demonstrated that their scheme
outperforms traditional Kademlia in terms of core performance
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Fig. 7. Execution time of ABE algorithms.

metrics. These schemes can be integrated into our framework to
further improve its storage performance.

D. User Experience

User experience is evaluated by the average time required to
obtain the requested data. We establish multiple access policies
to simulate access control mechanisms with varying levels of
flexibility by altering the number of attributes. Initially, we ob-
serve the execution performance of the primary ABE algorithms
under various access policies, with the data size initialized to
45 MB. Next, we analyze the user experience of the proposed
trusted management framework by recording the data acquisi-
tion time for different numbers of attributes and various data
sizes. We execute each function or operation 100 times and
compute the average execution time.

Fig. 7 demonstrates the execution times of the KeyGen,
Encrypt, and Decrypt algorithms in ABE under different
access policies. It is noteworthy that the gateway executes the
KeyGen and Encrypt algorithms while the data user under-
takes the Decrypt algorithm. We find that both the execution
time of encryption operations and key generation operations ex-
hibit an increase with the number of attributes, albeit the former
incurring a higher computing cost. Fortunately, the Encrypt
algorithm necessitates a singular execution for each session
key S Key, contributing to efficiency gains. The execution of
a KeyGen operation, when the access policy involves 30 at-
tributes, takes 1.65 seconds, affirming the practicability of our
framework within real-world IoT environments. Furthermore, it
is observed that decryption operations exhibit negligible sensi-
tivity to the varying number of attributes (take about 14 millisec-
onds), requiring substantially less time compared to KeyGen
and Decrypt algorithms, thereby presenting user-friendliness.

AsshowninFig.4, steps 11 — 13 dominates the time required
to obtain the requested data. Fig. 8 presents the time needed for
data users to access data of various sizes under different access
policies. The execution times for data downloading, ABE de-
cryption, and symmetric decryption operations are documented
separately. As observed from Fig. 8(a)—(c), data downloading
from the distributed storage system constitutes the largest por-
tion of the data acquisition time, while ABE decryption requires
the least amount of time. Furthermore, the data size does not
affect ABE decryption operations, but an increase in the number
of attributes leads to a longer decryption time. This is because
the Decrypt function is not related to the size of the requested

data. In contrast, the number of attributes does not impact data
downloading or AES decryption time, both of which are affected
by the data size.

Fig. 8(d) illustrates the total data acquisition time under
various access policies. For example, under a policy with 12
attributes, a user takes 1.77 seconds to obtain the requested
45 MB of data in this prototype system. Clearly, in a practical en-
vironment with more powerful configurations, the execution of
cryptographic operations would be faster, and parallel process-
ing of data requests would be possible. This would ensure that
the proposed trusted management framework meets the actual
user experience requirements, such as low latency, reliability,
and availability.

E. Security Analysis

The rigorous security analysis of the proposed framework
is discussed in this section. First, we verify the security of
the proposed authentication protocol based on the broadly-used
ROR model [41]. Then, we discuss how the proposed trusted
management framework is capable of defending against the
threat model and meets the security requirements.

Theorem 1: Let O be a uniformly distributed dictionary from
which the passwords are drawn. An adversary A is trying to
violate the semantic security of our protocol P by asking the
aforementioned queries in polynomial time ¢. Assume that it
is of extreme difficulty to compromise terminal devices before
establishing trust. Thus, we have

ake Ni%
Advp™(A) < |Hash|

2]VSend
0]

2

where Ny, Nsend, | Hash|and |O|indicate the number of Hash
oracles, the number of Send queries, the valid output domain
of the hash algorithm, and the size of O, respectively.

Proof: Four games are defined to prove this theorem. Let
Suce; (1 =0,1,2,3) denote the situation of wining the game
G; where A manages to guess the value of b. The corresponding
advantage of A in G; is defined as Pr[Succ;]. The detailed
demonstration of each game is given below.

Game Gy : In Gy, the adversary .4 performs a real attack in
random oracle model against P and chooses b randomly at the
start of the game. According to the definition, it follows that

Adv%ke(A) = [2Pr[Succy) — 1] 3)

Game G;: In Gy, A asks Execute(II™,II"2) queries
to launch eavesdropping attacks and queries T'est oracle in
the last. A needs to judge whether the output session key of
Test oracle is real or random. As described in Section III,
the session key SKj;; is calculated from K; and K;. And
Ki = @z ©® 61‘, BZ = h(TagZHTl) or 61 = Fij S>) h(Tag]HTg),
where T'ag; = h(ID;||Kcrw) or Tag; = o; @ Wy, and W; =
h(ID;||PW;). We can draw a conclusion that .4 can not ob-
tain K; from the eavesdropped information, since «; is stored
in the smart card and PW,; and Ko are kept secretly in
the device side and gateway side, respectively. Besides, since
K; = Xi; ® h(K;||T4), A must get K; to compute K ;. Hence,
Execute oracle can not bring additional advantage for winning
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this experiment. Thus, we have
Pr[Succi] = Pr[Succo] 4)

Game G : In Gg, A can query Send(I1™, M) and Hash
oracles to conduct active attacks. A tries to convince an entity
to accept the fabricated messages. Frequent hash queries can
be asked by A to find collisions. However, there is no collision
while making Send queries because each transaction is related
to the identity of a participant and the timestamp, as shown in
Fig. 2. In accordance with the birthday paradox, we have:

2
|Pr[Suce] — Pr[Suces]| < % Q)
Game Gj : In this game, we add the CorruptSC oracle
and simulate the smart card lost attack. Using this query, A can
obtain «; and r; from SC;. Only by successfully guessing the
password PW; from O can A calculate T'ag; and eventually get
K;. The number of incorrect password inputs are always limited
by the system. Hence, we have

NSend
|0

With all the oracles been modelled in the last game G, the
adversary has no other beneficial methods to win the experiment
breaking the security of P instead of simply guessing the value
of b. Therefore, we can infer that Pr[Succs] = 1/2. According
to (2)—(5), we can deduce

| Pr[Succs] — Pr[Suces]| <

(6)

AdvsF(A) = [2Pr[Sucei] — 1]

N2
< | =L + 2Pr[Sucey] — 1]

|Hash|

N}% NSend

— 2Pr[S -1
< ITHash < jof ) 2Prisuces) 1]
< N}% 2]\/vSend
~ |Hash| |O|

(N
Consequently, the proposed authentication and agreement
protocol P is secure as long as the range of the hash function
and the size of the password dictionary are large enough. Any
adversary has no advantage to infer the negotiated session key.
O
We discuss the threat model as follows.

(c) AES decryption time.
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Time overhead of fetching data of various sizes under different access policies.

Spoofing: Even if the adversary obtains Fdata, they cannot
decrypt it to get Raw Data. Only users with attribute sets
that match the access policy will be assigned the correct
secret key and execute the Decrypt function. Therefore,
the proposed framework is effective in defending against
spoofing.

Tampering: Since Raw Data is encrypted prior to storage,
attackers have no opportunity to tamper with it. Moreover,
edge servers also cannot modify the stored data since they
are semi-trusted.

Repudiation: Since the interactive messages are recorded
on the blockchain, behaviors can be traced from the ledger
to ensure non-repudiation.

Information Disclosure: Attackers can not deduce any pri-
vate information from Edata. Thus, the framework can
resist information disclosure.

DoS: The distributed architecture can efficiently disperse
the traffic of DoS attacks. The proposed redundant and
scalable storage mechanism can also help protect against
DoS attacks.

Elevation of Privilege: There is no possibility for a user
whose attributes do not match the access policy set by the
data owner to gain system access.

We discuss the security achievements as follows.

Lightweight Authentication: Our proposed authentication
scheme demonstrates a lightweight property, as confirmed
by a theoretical analysis of computation and communica-
tion costs when compared to related works [30], [31], [32],
[33]. The scheme guarantees that the IoT collaboration
task is initiated by legal managers and executed by valid
devices.

Data Confidentiality: The collected RawData is en-
crypted by IoT devices using a symmetric encryption algo-
rithm SymEnc(RawData) sk ey — Edata before being
stored. This ensures the protection of data confidentiality,
making it impossible for both outside attackers and inside
adversaries to access any private information from FEdata.
Distributed Storage: A distributed storage network for
{Edata, Timestamp} is constructed based on edge com-
puting using Kademlia, which eliminates the reliance on
any centralized party. The security, flexibility, and re-
dundancy features of Kademlia ensure the feasibility and
data availability of our storage scheme. Furthermore, the
experimental results on data storage shown in Section VI-C
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demonstrate the efficiency and practicality of our proposed
approach.

Access Control: The proposed ABE-based access control
mechanism is implemented based on FAME [38], which is
proven fully secure under the decisional linear assumption
(DLIN). Only users with attributes that satisfy the policy
can access the data, thus achieving fine-grained data access
control for IoT collaboration. The experimental evaluation
on user experiences demonstrates the efficacy of the pro-
posed access control mechanism.

Traceability: The proposed framework provides behav-
iors traceability by recording interactive messages on the
blockchain. During the authentication phase, the messages
{mreg, m1,ma, m3, mys} are transmitted to the target re-
ceivers via the blockchain. If dishonest IoT managers
or terminal devices are suspected, supervisors can query
their transactions from the blockchain. Additionally, the
requests of data users are also stored on the blockchain and
serve as event proof for subsequent behavior audit. Thus,
the proposed trusted management framework guarantees
traceability.

VII. CONCLUSION AND FUTURE WORK

In this paper, we propose a lightweight authentication-driven
trusted management framework to ensure reliable IoT collab-
oration. A novel lightweight authentication and key agreement
protocol is designed to ensure the legality and authenticity of
IoT managers and devices, and output a negotiated key to guar-
antee the confidentiality of the exchanged data. The framework
also includes a distributed data storage scheme based on edge
computing and a fine-grained access control mechanism based
on ABE. The comparative analysis with related works indicates
that the proposed lightweight authentication scheme is resource-
efficient. Additionally, we construct a real-world IoT environ-
ment for further performance assessment. The experimental
evaluation on data storage and user experience demonstrates the
feasibility and effectiveness of the proposed trusted management
framework.
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