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The massive deployment of Internet-connected devices has led to an increase in the
collection of data that are then used by companies to improve their decision-
making processes. This growing trend demands more and more cloud and
communications infrastructure. The limited resources, the need for sharing them,
and the fact that many consumers are interested in the same data, call for an
efficient management of the available resources. The cloud-to-things continuum
can be used to execute different analytics closer to the data source so that
infrastructure consumption and data circulation can be optimized. In this article,
different dimensions for achieving elastic analytics and a framework for
dynamically modifying their behavior are proposed.

ver the last few years, there has been a mas-
Osive deployment of Internet of Things (loT)

devices, from heart rate sensors to location
monitoring devices. This deployment has been espe-
cially driven by loT applications that facilitate everyday
tasks for every individual and organization. These tasks
cover a wide range of use cases and applications, from
managing an individual's personal health to under-
standing the flow of people and movement patterns in
a city. This massive deployment of loT devices has also
led to the creation of networks of smart devices. This
growing use of loT devices is putting stress on current
infrastructures in different dimensions.

On the one hand, it is putting stress on the amount
of devices deployed. As loT applications become more
complex, they require combining devices from different
domains for offering more useful functionalities. So far,
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new loT applications and functionalities require the
deployment of new devices. However, in this growing
trend, the deployment of new loT devices for sensing
similar data is becoming unfeasible and unsustainable.
For instance, a city that monitors the movement pat-
terns of its citizens may also want to combine the loca-
tion information with the heart rate in order to know
what kind of activity citizens tend to do in each area of
the city and, thus, provide more useful services and bet-
ter plan their investments. For that purpose, instead of
asking citizens to wear new heart rate monitors, it would
be more feasible to ask them to share the data obtained
by the monitors they already wear for other apps. Thus,
in coming years, we will see how loT applications will
share large networks of devices already deployed.

On the other hand, it is putting stress on the infra-
structure for data circulation and processing. Data,
especially those coming from loT devices, have
become a strategic asset because of their availability
to continuously monitor the environment without
human intervention. loT device networks are enablers
of a new data economy in which more and more data
are being exchanged not only within but also amongst
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companies.! This fact boosts the massive deployment
of loT device networks. However, it also entails an
increase in the circulation of information and the need
for its processing and, consequently, a management
model to support the optimal network usage. Such
requirements will be even harder when different infor-
mation systems require data from the same devices,
for different needs and with different qualities. For
example, a system to monitor an individual's heart
rate during his/her activities may require very high
information freshness; however, for a municipality to
plan its services, such information does not have to
be very fresh, but it has to be obtained from as many
devices as possible.

In order to reduce the network overhead and
improve the quality of service (QoS), loT applications
already attempt to take advantage of the cloud-to-
things continuum to deploy services closer to informa-
tion providers and consumers. However, such applica-
tions are still isolated systems that do not favor the
sharing of data or analytics streaming. Thus, a sustain-
able data economy in this market? poses many chal-
lenges, among which we can count the following.

> First, the shared use of loT devices so that data
they are sensing can be used by different appli-
cations minimizing the drain on resources.

» Second, the optimization of the use of the cloud-
to-things continuum infrastructure by enabling
optimized deployment so loT applications inter-
ested in the same data streaming and analytics
can be deployed as close to the data as possible
and together in the same nodes of this continuum.

» Third, elimination of duplicate streams by enabling
applications interested in the same data or analyt-
ical streams to use the same datum.

In this article, we address these challenges by
using elastic loT data analytics whose behavior can be
dynamically modified according to the quality require-
ments defined by each IoT system and the available
resources of the cloud-to-thing infrastructure. For
defining and deploying these analytics, we also pro-
vide a framework with an orchestrator managing the
elasticity. This orchestrator evaluates the state of the
infrastructure, the other analytics in progress, and the
QoS required by each analytic. As a result, it reconfig-
ures all the analytics to maximize the quality provided
by each of them without exhausting the infrastructure
nor the loT devices.

In the following, we first discuss the different
dimensions that should be taken into account for
building elastic data analytics. Then, we present a
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framework for achieving elastic data analytics consid-
ering some of the defined dimensions. Finally, we pres-
ent some conclusions and discussion about the
elasticity required by loT applications.

Data analytics allow companies to process large vol-
umes of information in order to: find trends, eliminate
unnecessary information, aggregate information, etc.
In addition, they can enable efficient information man-
agement, as they may reduce the overhead of the
transferred data. However, they may also require data
storage and processing capabilities from the cloud-to-
things continuum nodes. These analytics must be
defined by each data consumer, since the results
must be adapted to their requirements. Nevertheless,
the circulation of information should be controlled to
increase the efficiency in the use of both the system
and the data.

Let us define a smart city scenario to better show
the need of elastic data analytics. In order to maintain
the simplicity, this case study is focused only on the
citizens’ location. Different institutions can analyze
this information to identify their movement patterns,
but with different goals. For instance, a healthcare sys-
tem can use the real-time movements of the citizens
to identify crowded areas and reduce the risk of infec-
tion for COVID-19. Instead, the city council may
require long-term movement patterns to study future
infrastructure investments (accessibility, bus lines,
etc.).

The execution of these analytics impacts on sev-
eral highly related dimensions, as Figure 1(a) shows,
that must be controlled in a sustainable computing
and information environment: data quality, resource
consumption and cost.

First, one of the most important aspects for data
consumers is the quality of the information. This qual-
ity must be appropriate for the specific functionalities
they want to provide. While there are different proper-
ties to measure data quality, for information coming
from loT devices two properties are particularly
relevant.?

1) Accuracy: It is the level to which data represent
the real-world scenario. In this sense, in a net-
work of loT devices, the higher the number of
devices involved in the data analytic the better
they will represent the real world.

2) Freshness or the timeliness of the data: For
some applications, the data have no value if it is
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FIGURE 1. (a) Dimensions impacting the analytics. (b) Analytics depending on the data quality.

not available at the right moment. Freshness
indicates the frequency at which loT devices
have to provide information for the analytic to
provide value to the consumer.

Combining both dimensions, as Figure 1(b) shows,
different types of analytics can be executed. When the
accuracy and the freshness are low, small data analyt-
ics are executed in order to have a limited quantity of
highly granular data that usually provide valuable infor-
mation for the system. As the freshness and the accu-
racy increase, bigger data analytics are executed
focusing on processing large volumes of information for
business decisions. Instead, if only the accuracy
increases, long-term data analytics are executed for
predictive decision-making processes. In addition, if
mainly the freshness is important for achieving an
acceptable data quality, short-term data analytics are
usually executed for developing reactive processes. For
instance, for our case study, the healthcare system
would require short-term analytics while the city coun-
cil would require long-term analytics.

Second, this type of analytics has a direct impact
on the resource consumption of the nodes in the
cloud-to-things continuum. A greater accuracy means
that more loT devices will be involved in sending infor-
mation, consuming their resources, and increasing the
number of information flows. Edge and fog nodes can
be used to distributedly process such analytics, reduc-
ing and aggregating the information flows. However,
the greater the dispersion, the greater the number of
nodes involved. Therefore, a high accuracy usually
leads to a greater distribution of the resource con-
sumption over the entire network. For our case study,
the city council may require to use different nodes to
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cover the whole city, storing and aggregating the
movement patterns whilst the healthcare system
would only require a sample of some areas.

Finally, in addition to the data cost (which may
depend on each data producer), its processing also
entails some infrastructure costs associated with the
use of edge and fog nodes.* Thus, the greater the
freshness and frequency at which the information
must be processed, the greater the need for process-
ing this information in the fog or edge nodes, and the
higher the infrastructure cost of the analytics. This
cost may be limited to a small number of fog or edge
nodes if the accuracy is low or to a larger one as the
accuracy increases. For instance, for the healthcare
analytics only the nodes involved in crowded areas
would incur a higher cost. Furthermore, in a leveraged
scenario with an open market of sensors,’ this cost
could also be dynamic depending on the fluctuations
of the market.

In environments where multiple loT applications
are consuming similar information and using the same
computing resources, data analytics should be able to
have an elastic behavior.® They should be able to
increase or decrease the provided quality depending
on the available resources (and within the consumer’s
requirements). In addition, a framework would be
needed to efficiently manage the distribution of all the
requested analytics on the cloud-to-things continuum.
For each analytic, this framework should identify in
which fog or edge nodes it should be deployed to
meet the accuracy and freshness requirements, with-
out overloading the infrastructure. Likewise, when a
new analytic is requested, the framework should use
the defined elasticity to reconfigure the already exist-
ing analytics in order to achieve an efficient use of the
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FIGURE 2. Architecture of the elastic data analytic framework.

computing resources, while maximizing the provided
quality. Moreover, this distribution should also con-
sider if several analytics should be deployed together,
because they can share the same sensed data and,
thus, increase the general efficiency of the system.

To achieve elastic data analytics, we propose a frame-
work orchestrating the analytics required by different
data consumers and leveraging the cloud-to-things
continuum to distribute them depending on the avail-
able resources and the required quality. The source
code of the framework® for the presented case study
and a video® showing the achieved elasticity are pub-
licly available.

Figure 2 shows an example of the infrastructure
that can be used for our smart city case study. It
shows the different layers of the cloud-to-things con-
tinuum. Note that we limited the number of layers to
improve readability. Data consumers (healthcare sys-
tem and city council, for our case study) can request
different analytics through the entry point to the infra-
structure, the cloud. The deepest layer is composed
by the end devices sensing and sending information

2[Online]. Available: https://doi.org/10.5281/zenod0.5793214
b[Online]. Available: https://doi.org/10.5281/zenodo.5793189
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to the cloud. This information goes through the fog
and edge nodes on its way to the cloud where it is pro-
vided to data consumers.

Data analytics can be requested with different
parameters. First, the application-specific parameters
(forinstance, the area to monitor in the smart city) and,
second, the data quality parameters (accuracy and
freshness). For the current implementation, the accu-
racy and the freshness can take different values from a
range (low, medium, and high). The accuracy relates to
the ratio of end devices involved, and the freshness to
the frequency at which the information is obtained.

Figure 2 also defines the most important compo-
nents of the proposed framework. First, cloud, fog, and
edge nodes are composed by a data aggregator (DA)
component. This component processes the deployed
analytics. To that end, it requests the required informa-
tion to the lower nodes depending on the data quality
(mainly the freshness) required by the most demanding
analytic, caches the obtained data to be reused by the
other analytics, and processes it. In addition, the
obtained results are also cached and always available,
waiting for the higher levels to request them.

In addition, an elasticity orchestrator is proposed to
balance the load of the whole infrastructure, modify the
behavior of the elastic analytics depending on the previ-
ously defined dimensions, and to provide the best QoS
to all parties. When a new analytic is required, it is ana-
lyzed by the orchestrator to evaluate the desired quality
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FIGURE 3. Elasticity dynamics.

(accuracy and freshness), the analytics already
deployed in the architecture, and the workload of the
different nodes. If there are enough resources, it directly
deploys it providing the highest possible quality. If there
are not enough resources, it checks if the analytics
already deployed can be reconfigured to make room for
the new one. This reconfiguration can be provided by
redeploying existing analytics on other nodes to have a
more efficient distribution or, if possible due to the qual-
ity defined by consumers, reducing the accuracy
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and freshness of some analytics to free up some
resources.

Finally, all the DAs have the same communication
interface (API). Thus, the infrastructure can be easily
increased or reduced without heavily impacting the
orchestrator. This also facilitates the work of develop-
ers and operators, avoiding having to create ad hoc
solutions.

Figure 3 shows a working example of the provided
elasticity. The example consists of a timeline with six

Accuracy: High |
Freshness:

Analytic 1: Healthcare system,
identification of crowded areas

FIGURE 4. Analytics obtained for the smart city case study.

of movement patterns
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DATA MANAGEMENT IN THE CLOUD-TO-THINGS

CONTINUUM

Cloud computing has not only been a revolution at the
business level to reduce IT costs. It has also fostered the
massive deployment of new Internet-connected devi-
ces, with reduced computing resources but with huge
capabilities for sensing and interacting with the environ-
ment. This has led to a steady increase in the data flows
between these connected devices and the cloud. Para-
digms such as fog and edge computing have brought
the cloud environments, and hence the information
processing, closer to the data sources. In fog computing,
the processing is done on servers residing between the
cloud and end devices, while edge computing focuses
on processing the information at the edge of the net-
work (gateways and end devices). By processing the
information closer to the data source, the infrastructure
overhead and the QoS can be improved.'

These paradigms allow the generation of distributed
clouds making use of the cloud-to-thing continuum for
the deployment of services throughout the entire
infrastructure.? These services, some of them focused on
data processing, can dynamically migrate from one layer
to another depending on the volume of information to be
processed, the workload of the nodes, or the QoS
desired. Different technologies even orchestrate these
distributed services to execute complex workflows.?

The incorporation of intelligence to the cloud-to-
thing continuum is allowing researchers to take a
further step in the processing of these huge data flows
in order to get predictions and automate the decision-
making process. However, fog and edge nodes have
limited computing resources, hindering the execution of
common artificial intelligence techniques. New
techniques are being defined for reducing the rigidity of
these mechanisms, allowing their distribution along the
cloud-to-thing infrastructure.*

Finally, the cloud-to-thing continuum should not only
manage the distribution of resources for a single loT
application but also support the integration of various
applications, even from different domains. However, the

instants (t). At each instant, an action is triggered
that has an impact on the infrastructure. At the top
left of each instant, a small legend appears with a
vertical bar. This legend indicates for each analytic
(each colored horizontal bar) if it is inserted/removed
from the system (+/—) and, depending on its height
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different data semantics, requirements, and qualities of
the different consumers complicate the interoperability
and turn the collaboration across multiple vertical
systems into a challenging task. New architectures are
being defined to manage the infrastructure resources
and share services between different systems.®
Nevertheless, an elastic management of the information
flows in the cloud-to-thing continuum is needed. This
elasticity must consider the limited infrastructure
resources, the interactions between applications, the
data that can be shared between them, and the quality
required.
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in the vertical bar, the accuracy that it will provide.
Note that we only represent the accuracy dimension
to improve readability. At t1, the orange analytic is
requested, requiring low accuracy. The orchestrator,
therefore, assigns it to only a part of the infrastruc-
ture. At t2, two new analytics (yellow and blue)
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are inserted, with low and high accuracy, respec-
tively; the orchestrator deploys the blue analytic
throughout the whole infrastructure while the yellow
one is deployed only in the less loaded part. At t3,
the orange analytics ends and, because there are
enough resources, the orchestrator upgrades the yel-
low one to a medium accuracy. At t4, the purple ana-
Iytic is inserted and the orchestrator again assigns it
the lowest loaded part of the infrastructure. At t5,
the blue analytic ends and a new one with a low
accuracy is deployed. Finally, at t6, the yellow analyt-
ics ends and the rest are reorganized to better dis-
tribute the resource consumption.

Finally, to show how the elasticity may affect the
results obtained, Figure 4 shows two different analytics
for the smart city case study. For each analytic, the data
quality parameters (freshness and accuracy) are
detailed. The results are the citizens' locations, which
are shown with heatmaps for an easier decision-making
process. The first analytic is focused on quickly identify-
ing crowded areas for the healthcare system. Therefore,
it has been requested with low accuracy and high fresh-
ness. Consequently, the orchestrator has only ordered
the execution of the analytics to a part of the infrastruc-
ture and fewer citizens are involved but with real-time
data. On the other hand, the second analytic would be
interesting for the city council to study future invest-
ments. In this case, it has been requested with high
accuracy and low freshness. Therefore, the orchestrator
assigns the entire infrastructure to execute them and,
therefore, gets the information from all the available citi-
zensin the area.

The deployment of a swarm of sensors and Internet-
connected devices is giving rise to a new data-driven
economy. We envision an environment in which both
the data to be consumed and the existing resources
must be efficiently managed. In this article, we pro-
pose elastic data analytics, and we define the different
dimensions affected by them. We also outline a frame-
work to manage the dynamicity of these analytics in
real time depending on the context.

Nevertheless, there are still some open challenges to
be addressed to fully implement elastic data analytics.
First, different policies should be generated for changing
the management of elasticity depending also on the
cost. For instance, trying to maximize the available com-
puting resources, or minimize the costs to foster a sus-
tainable economy. Second, more dimensions should be
analyzed to identify how the elasticity affects them, such
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as the cost of the data. Currently, we work on including
artificial intelligence to define self-managed analytics.
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