4138

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 25, NO. 3, MARCH 2026

Modeling and Extending RSS-based Intrusion
Detection Bound via WiFi1 Signals

Linging Gui ¥, Yuting Yang, Yiping Zuo

Abstract—Leveraging ubiquitous WiFi infrastructures, intru-
sion detection methods based on Received Signal Strength (RSS)
offer compelling advantages, including cost-effectiveness and pri-
vacy protection. However, existing RSS-based intrusion detection
solutions fall short of accurately estimating and extending the
WiFi sensing bound. In this paper, we propose a novel model of
motion-disturbed RSS and design an effective R-ratio indicator to
extend the intrusion detection bound. Specifically, we first establish
a general model of motion-disturbed RSS and derive the blocked
area and reflection area in this RSS model. Then, we define the WiFi
intrusion detection bound and propose a performance indicator
called R-ratio to extend the bound with RSS. Furthermore, based
on the statistical properties of noise, we design an efficient filter
to further weaken the noise. We also propose two new methods to
further extend intrusion detection bound. Extensive experimental
results demonstrate that the proposed power sum ratio based
intrusion detection method can approximately double the WiFi
intrusion detection bound compared to other methods with raw
RSS data, and our developed motion-disturbed RSS model can
provide valuable insights and guidance to the intrusion detection
system.

Index Terms—WiFi, intrusion detection, RSS, sensing bound.

I. INTRODUCTION

N RECENT years, with the rapid development of wireless
I technologies, intrusion detection gains increasing attention
and has great potential in many applications, such as border
protection [1], smart home [2], elderly healthcare [3]. Var-
ious techniques have been proposed for intrusion detection,
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Fig. 1. The setup for intrusion detection with WiFi devices.

such as video-based [4], infrared-based [5], sound-based [6]
and wearable-based [7] approaches. By producing real-time
live images, video-based approaches can create severe privacy
problems for home users. Passive infrared approaches achieve
better privacy protection but have limited detection angle/range.
Although sound-based approach support non-LoS (NLoS) sce-
narios, the detection accuracy is easily affected by environment
noise. Wearable-based approaches attach the sensors to the body,
which can be inconvenient in certain scenarios. Therefore, there
is a strong desire for passive intrusion detection methods that
are ubiquitous, low-cost, and privacy-friendly.

WiFi-based intrusion detection methods [8], [9] can meet
the aforementioned requirements. As shown in Fig. 1, indoor
widely deployed WiFi devices can be used to detect intrusion
in a passive way, as the intruder is not required to carry any
electronic devices. Up to now, a number of received WiFi signal
measurements, such as Received Signal Strength (RSS) [8] and
Channel State Information (CSI) [9], have been employed for
passive detection of moving targets by identifying any changes.
The basic principle of WiFi-based methods lies in the fact that
the key features of sensitive wireless signals change with nearby
intrusions. Currently, WiFi-based methods can effectively de-
tect human motion by exploiting variations in RSS measure-
ments [10], [11]. When connecting more smart devices, such
as refrigerator, TV, and air conditioner, the RSS-based intrusion
detection system can extend the monitoring area.

In WiFi-based intrusion detection systems, compared to CSI,
RSS has two main advantages. 1) Ease of acquisition: Since
WiFi devices such as smartphones and routers all support RSS
measurement, RSS is very easy to obtain. In contrast, obtaining
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CSIrequires more complex hardware support, such as firmware-
modified WiFi network interface cards [12], which adds to the
cost and complexity of the system. 2) Simplicity and real-time
capability: Since RSS only contains simple signal strength in-
formation, it can easily support real-time intrusion detection for
common WiFi devices with limited computing resources. On
the contrary, CSI contains amplitude and phase information at
dozens of subcarriers, having much richer information than RSS,
but this richness information also increases computational com-
plexity and requires more powerful computing resources [13],
[14]. Although RSS may have lower accuracy and sensitivity in
certain aspects, in many application scenarios, especially where
real-time requirements are high, and hardware resources are
limited, choosing RSS is a more practical and feasible option.

In our daily lives, contactless sensing of wireless signals is
widely acknowledged as a highly promising method. In practical
applications, numerous RSS-based sensing applications neces-
sitate prior knowledge of human presence in the designated sens-
ing area. However, a definitive solution to accurately determine
the entry of a person into a specific area remains elusive, lead-
ing to imprecise bound sensing. This limitation constrains the
practical application of RSS-based sensing in real-life scenarios.
By analyzing existing RSS-based intrusion detection works, we
find that existing works have some limitations in calculating the
intrusion detection bound and extending the sensing range. First,
in the current study, there is a lack of precise intrusion detection
bound models, which hinders our accurate estimation of the
bound. When estimating precise intrusion detection bounds,
the following challenges are encountered: 1) Environmental
complexity: In a complex and changeable environment, a wide
variety of obstacles, multi-layered buildings, etc. will affect the
precise bounds. 2) Sensor error: Since RSS signals have prob-
lems such as multipath transmission and signal attenuation, these
problems will affect the intrusion detection bound. 3) Dynamic
environment: When there are moving obstacles or people in
the environment, the intrusion detection bound will also change
accordingly. It is difficult for current intrusion detection meth-
ods to effectively detect human motion at long distances. The
reason is that when the intruder is distant from the transmitter
and receiver, RSS variation caused by intrusion is very weak,
easily affected by the noises including the impulse noise and
the measurement noise. Second when extending our sensing
range, we face the challenges from multipath interference. In
order to increase sensing range, multipath interference should be
mitigated. When detecting a more distant intruder, RSS variation
caused by the intrusion is weaker, but multipath interference
caused by walls and furniture becomes relatively stronger. It is
more difficult to separate RSS variation caused by the intrusion
from the RSS that mixed with multipath interference.

To tackle the aforementioned challenges, in this paper, we
explored a novel model of motion-disturbed RSS to precisely
characterize the intrusion detection, then proposed an effective
R-ratio indicator, an efficient filter and two new methods to
extend intrusion detection bound. The main contributions of this
work are summarized as follows.

® We propose a novel model of motion-disturbed RSS for the

first time to precisely characterize the intrusion detection
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bound. By analyzing the influence of the intruder’s body
size and angle on RSS and deriving the blocked area
and reflection area, we successfully establish a theoretical
relationship between human motion and RSS changes. Our
developed motion-disturbed RSS model can provide valu-
able insights and guidance to extend intrusion detection
bound.

e According to the proposed RSS model, we propose R-ratio
indicator and an efficient filter to enhance the motion
signal, then propose two new methods to extend intrusion
detection bound. By combining RSS data at different mo-
ments, R-ratio can mitigate the impact of impulse noise on
amplitude. Furthermore, based on the statistical properties
of noise, the designed filter can further weaken the mea-
surement noise. We additionally present two customized
intrusion detection methods to further extend intrusion
detection bound.

e Extensive experimental results demonstrate that the pro-
posed R-ratio-based intrusion detection method can ap-
proximately double the WiFi intrusion detection bound
compared to other methods with raw RSS data, effectively
extending the sensing range from 4 to 8 meters. In line with
the proposed motion-disturbed RSS model, the experimen-
tal results also show that body size and intrusion angle have
a signiffcant impact on the sensing bound.

The rest of this paper is organized as follow. Section II intro-
duces the most related work. Section III presents the derivation
of motion-disturbed RSS model. Analysis of broadening the
bound of intrusion detection is illustrated in Section IV. Then
the experiment results together with the analysis is presented in
Section V. Conclusions are provided in Section VI.

II. RELATED WORK

Inrecent years, the utilization of WiFi signals for contactlessly
detecting human presence including intrusion detection has
gained prominence. Here, intrusion detection can be regarded
as a special case of human presence detection, since the target
to be detected is an intruder. So in this section we first introduce
existing work on device-free human presence detection using
WiFi signals, although only a few of them use WiFi RSS. As
RSS model is a fundamental issue for device-free applications
including intrusion detection, we then introduce typical existing
RSS models. Finally, current research on sensing bound are
introduced since we aim to extend intrusion detection bound.

A. Device-Free Human Presence Detection Using WiFi
Signals

Most existing device-free human presence detection systems
used WiFi CSI because CSI has rich amplitude and phase
information at multiple subcarriers. In [15], intrusion was de-
termined by monitoring both the amplitude of WiFi CSI and
changes in the angle of arrival distribution. Suspicious activities
in highly sensitive areas were surveilled in [16] by analyzing
both amplitude and phase of WiFi CSI to ascertain the presence
of intruders. In [17], an intrusion detection bound model based
on WiFi CSI was derived, then a practical system was designed
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accordingly to estimate real intrusion detection bound. The
blind spots of video surveillance systems were fixed in [18] by
sensing the intrusion with existing WiFi infrastructure. To that
end, a CSI-based intrusion detection system was designed to
guide the deployment of WiFi devices. Although CSI has much
richer information than RSS, the computational complexity of
CSI-based methods is much higher. Moreover, obtaining CSI
requires more complex hardware support. In contrast, RSS has
prominent advantages on ubiquity, simplicity and real-time ca-
pability. In [19], based on three different change primitives in
RSS, the target closed to the receiver was recognized through
pattern matching. RSS characteristic profiles were built in [§]
by using non-parametric statistical method, and a joint detection
scheme by using multiple WiFi node pairs was used to detect
nearby intrusions. By analyzing existing work, we find that the
sensing bound in existing RSS-based systems is still limited.
It should be derived and extended, so that the intrusion can be
detected as early as possible.

B. RSS Model in Device-Free Applications

In [20], the target was regarded as a cylinder and a cylinder
model was proposed to characterize the RSS variation. Then
a saddle surface model was proposed in [21] to represent the
shadowing effect of the target on wireless links. Rectangular
shape was used to simulate environmental obstacles such as
buildings [22]. Cube models were also frequently used to repre-
sent human body, which can be found in [23], [24], [25]. More
complex diffraction models were then proposed to characterize
RSS. For example, four diffraction models were investigated
in [26], where the human body was positioned between the
transmitter and receiver. A simplified human body model based
on the scalar diffraction theory was proposed in [27], where the
distance between the person and the wireless link was less than
1 m. An analytically tractable model based on diffraction theory
was then proposed in [28] to detect the presence of a moving
object which was near the transmitting/receiving devices. Based
on a diffraction-based sensing model, more than 70% of RF
signal energy was transferred via the First Fresnel Zone between
a pair of Wi-Fi transceivers [29], but the target should be close
to the line-of-sight path between the transmitter and receiver.
Based on the above analysis, diffraction has a significant impact
only when the target is near the line-of-sight path between the
transmitter and receiver. However, in intrusion detection sys-
tems, the intruder is normally far away from the transmitter and
receiver, thus significantly weakening the effect of diffraction.

C. WiFi-Based Device-Free Sensing Bound

The research on device-free sensing bound have emerged
these years. Zhang et al. [30] formulated a mathematical model
establishing a relationship between an individual’s location and
the detectability of respiration within the First Fresnel Zone
(FFZ). Zeng et al. [31] introduced a CSI-ratio model to tackle
the issue of blind spots in respiration detection, consequently ex-
tending the sensing range. This approach required the synchro-
nization of CSI stream clocks between two receiving antennas.
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Li et al. [32] derived a novel metric, DCM-CSI, from the con-
jugate multiplication of CSI between two antennas. Using this
metric, a stable threshold line was identified to distinguish direct
and indirect signals. Subsequently, the environmental walls were
leveraged to establish sensing bounds. However, existing works
are all based on CSI-based sensing bound, and there are few
research work on RSS-based sensing bound detection methods.
Therefore, our work is to precisely characterize and model the
intrusion detection bound by analyzing RSS disturbed by human
motion.

III. MODELING RSS-BASED INTRUSION DETECTION BOUND

In this section, we first provide the definition of intrusion
detection bound. Then we build a general model of motion-
disturbed RSS. To refine this RSS model and gain a more
comprehensive understanding, we derive the detail expressions
for both the blocked area and the reflection area within the basic
model. Finally, we derive an intrusion detection bound model
based on the RSS model.

A. Definition of Intrusion Detection Bound

In WiFi-based sensing systems, the sensing range is primarily
influenced by signal attenuation and propagation characteristics.
The concept of the intrusion detection bound holds significant
importance as it establishes the maximum distance at which
the system can reliably detect human movement. The farthest
position where the intruder can be detected corresponds to the
maximum intrusion detection range, i.e., the intrusion detection
bound.

Specifically, when the RSS features extracted by the human
motion detection method are greater than the threshold, the
maximum intrusion detection range is recorded as the intrusion
detection bound. Then the Intrusion Detection Bound (IDB) can
be expressed as:

IDB = max (dTp|RSSft > RSSth), (1)

where drp is the distance between intruder and transceiver,
RSSyy is the extracted RSS feature, RS Sy, is the threshold.

B. A General Model of Motion-Disturbed RSS

We build a general model of motion-disturbed RSS by analyz-
ing multipath propagation. In an indoor environment, the signal
arriving at the receiver is a superposition of signals coming from
multiple paths. Therefore, the RSS depends on the amplitude and
phase of multipath signals at the receiver. The channel frequency
response (CFR) at the i-th subcarrier and time ¢ can be expressed
as follows:

—j2md; (t)
A

L
H(fit) =Y ai(fit)e + (1), )
=1
where L is the number of all paths, f; is the subcarrier frequency,
Jj is imaginary unit, A is the wavelength of the signal, a;(f;, 1)
represents the amplitude attenuation and phase change of the
[-th path, d;(t) is the distance of the I-th path, and (%) is the

measurement noise of H(f;,t). According to the basic relation

Authorized licensed use limited to: TU Wien Bibliothek. Downloaded on September 08,2026 at 08:00:46 UTC from IEEE Xplore. Restrictions apply.



GUI et al.: MODELING AND EXTENDING RSS-BASED INTRUSION DETECTION BOUND VIA WIFI SIGNALS

|
TX:Transmitter
RX:Receiver \

Fig. 2.

Multiple path propagation of WiFi signal.

between RSS and CFR [33], [34], if the transmitted power is
denoted by P;, then the RSS can be expressed as:

Ny
RSS(t) = > [H(fi,t)|* x P, 3)
1=1

where N is the number of subcarriers. Due to strong correlation
between adjacent subcarriers [35], [36], the expression of RSS
in (3) can be approximated as :

RSS(t) = Ny [H(f,t)]> P, (4)

where H(f,t) is the frequency of center subcarrier.

When the intruder comes, H( f, ) is typically the superposi-
tion of static component and dynamic component, and is affected
by noise. According to the reference [37], H( f,t) can be written
as:

H(f,t) = Anoisce %100 (Hy(f) + Ha(f, 1) +e(f,1)) ,
5)

where A,ise is the impulse noise in amplitude and
e~1%ss:et(ft) is the random phase offset, H,(f) is static com-
ponent, and H( f, t) is dynamic component. H( f) includes the
LoS path and the reflection paths via static objects such as walls
and furntiure, while H4(f,t) corresponds to dynamic reflection
paths via moving objects such as an intruder and changes with
human movements. Here, the reflection is not specular reflection
but actually scatter, because specular reflection requires objects
have extremely smooth surface [38] which does not apply to
objects like humans and walls.

As illustrated in Fig. 2, when there is no person in an in-
door environment, the static signal arriving at the receiver is
the superposition of signals coming from all static paths. In
the multipath-rich environment, the shortest path is directly
from the transmitter to the receiver if the LoS propagation is
present. Other paths comprise reflective paths on which the
transmitted signal is reflected once or more times at various
kinds of reflectors such as the walls and floors. Each reflection
causes corresponding reflection loss. Therefore, H(f) can be
expressed as follows:

m() =S T SO ane 5 +e(), ©

kePy
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where P is the set of all static paths, ay (f) represents the ampli-
tude attenuation and initial phase of the k-th path, and dy, is the
distance of the k-th path. N, is the number of reflections on the
k-th path, and S ,(c”) is the reflection area of the n-th reflection on

the k-th path. F,(cn) is the reflection coefficient per unit reflection
area of the n-th reflection on the k-th path. According to (6),
multiple reflections dramatically weaken the signal arriving at
the receiver, so we can only consider once-reflection path. It
is also more consistent with the instantaneous RSS, because
once-reflection path is the-shortest reflection link, while the RSS
is supposed to be measured in very short period of time. Then (6)
can be abbreviated as:

Hy(f) =Y SeTrax(f)e

kePs

j2mdy

o Felf), )

where S}, is the reflection area of once reflection on the k-th path,
T'x is the reflection coefficient per unit area of once reflection
on the k-th path. I'j;, can be expressed as a function of the signal
incident angle and the permittivity of the reflection surface [39].

Since the antennas in our Wi-Fi device exhibit vertical po-
larization, the reflection coefficient follows the equation below
according to references [39], [40]:

~ cos¢— /e, —sin® ¢

Ty = = ®)
cos® + /e, —sin® ¢

where ¢ is the signal incident angle, ¢, is the complex relative

permittivity of reflector.

As shown in Fig. 1, when someone appears in an indoor
environment, the RSS is disturbed because some static paths
are blocked by the human body and these paths change their
reflectors to the human body. Hy(f,t) corresponds to signals
which are reflected and blocked by the human body and can be
written as:

327 dpo(t)

Hd(.f7 t) = Smo (t)rmoamo(fa t)e -

—g2mdyy e

T telfit) O

where S,,,,(t) is the reflection area on the human body, S (%)
is the area blocked by the human body, I',,, is the reflection
coefficient per unit reflection area, and I'y; is the reflection coef-
ficient per unitblocked area. a,,,, (f, t) and ay ( f, t) represent the
amplitude attenuation and initial phase of the human reflection
path and the blocked path, respectively. d,,,(t) and dp;(t) are
the distance of the human reflection path and the blocked path,
respectively.

When the distance between the intruder and the transmit-
ter changes, it causes variation in the signal incidence an-
gle, which correspondingly affects the reflection coefficient.
But we find that the variation range of the reflection co-
efficient caused by the change of signal incidence angle is
small in our experiment scenario. Therefore, our RSS model
selects first-order reflection with the shortest propagation
distance.

Since static path signals in the indoor environment remain
constant over a short period of time, combining (3), (5), and (9),

— Sp(t)Twian (f,t)e
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(e)

The projection of the transmitted signal blocked by the human body on the wall: (a) Top view projected on both walls, (b) Top view projected only on

south wall, (c) Top view projected only on east wall, (d) Side view projected on the south wall, (e) Side view projected on the east wall.

RSS can be written as:
RSS(t) = N¢|Appisee H0or et B (H (f)

—j2mdmo (t)
A

—+ Smo(t)rmoam0<f7 t)e

—j2mdy; (t) 2
= Sp(O)lwan(f,t)e™ = +e(f, )" x P

(10)
We can observe that both the blocked area and reflection area
have a significant impact on RSS. In the next subsection, we will
derive the blocked area and reflection area in detail.

C. Derivation of the Blocked Area in RSS Model

Based on the equation (10), .Sy; represents the area blocked
by the human body, which changes with the orientation and
position of the human body. We approximate the area blocked
by the human body by calculating the projected area on the
wall. As shown in Fig. 3, the length of the room is M and the
width is V. The transmitter is located at distances a and b from
the east and south walls, respectively. The distance between the
transmitter and the receiver is ¢, and the connecting line between
the transmitter and the receiver is parallel to the south wall. To
establish a two-dimensional coordinate system, the transmitter
is at the origin. We designate the east direction as the positive
x-axis direction and the south direction as the positive y-axis
direction. We model the human body as a cube with dimensions
of length, width, and height, denoted as [, w, and h, respectively.
The angle between the line 7'W and the south wall is /3, the

angle between the front of the human body and the south wall
is 6, and the clockwise direction of the angle is defined as the
positive direction. The person locates at point P(z,y), and the
shape of the person when viewed from above is a rectangle of
length [ and width w, with the four vertices denoted as A, B, C,
and D, respectively.

We can easily calculate the coordinates of the four vertices.
Subsequently, we calculate the slopes between the transmitter
and these vertices to determine the boundaries of the blocked
area. The area blocked by the human body can be determined
by the maximum slope denoted as ky,,x and the minimum slope
denoted as k. These two slopes correspond to the left and
right boundaries of the blocked area, respectively. As illustrated
in Fig. 3(a)—(c), the transmitted signals blocked by the human
body are projected only on the south wall or only on the east
wall or on both walls. The projected height on the south wall
and the east wall are shown in Fig. 3(d) and (e).

According to the triangle proportionality property, the
blocked area projected on the wall can be expressed as:

Spt = Swi1 + Suiz, (11)

where

Svi1 = Puain X Hwant

1 1 b(h — hy)
N _ he )b
Hax (max(k‘min, tan ﬁ) kmax ’ O) ( Yy * t) ’

12)
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Fig. 5. Top view of the connection between the central points of the four
surfaces of the human body and the transmitter and receiver.

Swiz = Puwatiz X Huwan2
h—nh
= max(min(kmax, tans) — kmin, 0) (a(t) + ht>a,
x
(13)

with Epax = max(ky, k2, k3, k), kmin = min(ky, ko, k3, kg)

_ b _ y—I2sinf—w2cosb _
and tanﬁ T a Here’ kl T z+w2sinf—12cosh’ k2 -
y+12sin §—w2 cos O _ y+I2sinf4+w2cosb .
x+w2sin O+12cos O’ ks = x—w2sin +12cosh and k4 -
y—12sin f+w2 cos @ . .
ey When  min(kmax, tan3) < kmin,  then

Sy = Spi2. Atthis time, the blocked area is only projected on the
east wall, as shown in Fig. 3(e). When m < %,

Spiz = 0, then Sy; = Sp;1. At this time, the blocked area is only
projected on the south wall, as shown in Fig. 3(d).

D. Derivation of the Reflection Area in RSS Model

As observed in Fig. 4(a) and (b), the reflection area varies
when a person is in the same orientation but at different locations.
Similarly, when a person is at the same location but in different
orientations, the reflection area is also different, as shown in
Fig. 4(b) and (c). Next, we introduce how to calculate the
effective reflection area of the human body.

Fig. 5 displays a top view of the central points of the four
surfaces of the human body. The human body is regarded as
a rectangle, with four vertices marked as F, I, G, and H,
respectively. In addition, Sy, Sy, S, and S, are the central points

(b) Orientation I, location II

Scatter area of the human body at different positions and orientations.
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Fig.6. Top view of the connection between the central point of the right surface
of the human body and the transmitter.

of the front, back, left and right surfaces of the human body,
respectively.

For the paths T'S;R, T'S,R, and T'SpR, electromagnetic
waves need to penetrate the human body to reach the receiver.
However, penetrating the human body is too difficult for WiFi
signals, because approximately 70% of the human body is
composed of water, while electromagnetic waves experience
significant attenuation in water. Therefore, the surfaces of the
human body where the points Sy, S;, and S;. are located cannot be
regarded as reflection surfaces. In contrast, as to the path T'S; R,
the signal can reach the receiver only through one reflection.
Thus, the surface of the human body where the point Sy is
located can be regarded as the effective reflection surface and
its area is the effective reflection area.

Based on the above analysis, the determination of the effective
reflection surface depends on whether the line between the
central point of a particular surface of the human body and
the transceiver passes through the human body. Take the right
surface of the human body (i.e. F'G surface) as an example, if
line segment 7'S,. or RS, intersects with line segment EF', EH
or GH, the F'G surface is not the effective reflection surface;
otherwise, the F'G surface is the effective reflection surface. The
intersection of two line segments is determined by computing
a vector cross-product. Take the line segment 7'S, and line
segment E'F' for example, as illustrated in Fig. 6. Points £ and
F are on opposite sides of line segment 1'S,., so vectors 1’
and T'F are on opposite sides of vector 7T'S,. resulting in cross
products with different signs. Similarly, points 7" andS,. are on
opposite sides of line segment EF', so vectors E7T" and E—S:
are on opposite sides of vector ﬁ’, resulting in cross products
with different signs. When both conditions are met, the two line
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segments intersect. We use I (Linel, Line2) to denote wheather
the two line segments intersect or not, then we have

) E?“xﬁ)(E—S:xE*}%)SO
1(rs,, Br) = bif TE x 75,) - (TF 75 ) <0

0, otherwise
(14)

Theoretically, beside S.., any point on the F'G segment can be
chosen to determine whether F'G surface acts as a reflection
surface. The reason is that no matter which point is selected,
FG surface can be determined as a reflection surface if the
line between the selected point and the transceiver never passes
through the human body. Nevertheless, without loss of general-
ity, also for the ease of computation, the central point is chosen.
Furthermore, we use J (Sur face) to denote whether a particular
surface of the human body is the reflection surface or not. Taking
F'G surface as an example, we have

J(FG)=>"

Linerpe{TS,, RS,}

ZLinese{EF, BHL G I(Linesy, Lines), (15)
If J(FG) is 0, the F'G surface is regarded as the reflection
surface. Otherwise, the F'GG surface is not the reflection surface.
The same is true for other surfaces. In summary, the effective
reflection area of the human body can be expressed as:

Ixhif JIEF)=0]| J(GH)=0
wx h,if J(EH) =0 || J(FG) = 0
0, otherwise

Smo = (16)

At this point, we have successfully derived the blocked area
Sp; and the reflection area .S,,,. Substituting them into equa-
tion (10), we can get the complete model. Our analysis shows
that Sy; and S,,,, vary with position and orientation of human
during human movement.

E. Derivation of RSS-Based Intrusion Detection Bound Model

We show how to derive the bound for two typical detection
methods based on FFT and wavelet transform. It should be noted
that we will further propose two new methods in Section IV.B.

When there is no intruder, the RSS is denoted as rssq(t);
when detecting an intruder, the RSS value is denoted as rss4(t).
r550(t) and rssq(t) can be derived according to equation (10).
We first perform FFT on rsso(t) and rssq(t) respectively:

N-1

FFTy(m) = Y rssot)e "~ me[0,N—1], (17
t=0
N-1 ‘

FFTq(n) = S rssa(t)e "8 .ne[0,N—1. (18)
t=0

FFTs(m) represents the m-th output result after fast Fourier
transform, FFTq4(n) represents the n-th output result after
fast Fourier transform, and N is the number of signal sam-
ples. Then we extract the maximum amplitude except the O-
frequency component: My = max(|[FFTs[1: N — 1]|), My =
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max(|[FFTq4[l : N — 1]|). The threshold RSS¢y, of (1) is set to
Ms.

For wavelet transform method, we first perform Discrete
Wavelet Transform (DWT) on rsso(t) and rss4(t) respectively
and extract detail coefficients: DW T ) and DWTy4 () , where
[ and j represent the decomposition level of DWT respec-
tively. Then we calculate the corresponding variance: Vg =
var(DWTy), V; = var(DWTq). The threshold RS'S;, of (1)
is set to V.

When the detected result meets the condition in (1), the
corresponding dr p is the bound. According to equation (10), the
intrusion detection bound model is closely related to the blocked
area and reflection area. During the intrusion process, according
toequation (11), when calculating the blocked area, the projected
area may be on both the east and south walls, or in specific
situations, only on the east or south wall. Consequently, the
corresponding equation for calculating the blocked area varies,
thereby affecting the establishment of the intrusion detection
bound model. Similarly, in accordance with equation (16), the
reflection surface of a person may be on the front, left, right,
or lateral side, leading to diverse equations for calculating the
reflection area, and in turn, resulting in different expressions of
intrusion detection bound model.

Due to factors such as multipath and noise affecting RSS data,
the intrusion detection bound is very limited and it should be
further extended. Therefore, we next present effective methods
to extend the intrusion detection bound. The specific process
will be discussed in Section I'V.

IV. EXTENDING THE BOUND OF INTRUSION DETECTION

In this section, we first propose a performance indicator called
R-ratio to extend the intrusion detection bound with RSS, and
then present two new methods for to further extend the sensing
bound.

A. The Definition of R-Ratio
Expanding |H (f,t)|? in equation (10), we can get :

H(f DI = Anoise® (las(HP + |Smol 1)
+1Su(f, )7 + lac(f, 1)+
+ 2as(f)Smo(f:t)| coS Pmos(t)
— 21as(f)Su(f,t)| cos dps(t)
+2as(f)ac(f,t)| cos Ages
= 2|Su(f, 1) Smo(f,1)| cOS Primo(t)
+2ac(f,t)Smo(f,t)] coS Prmoe(t)

—2|ac(f,)Su(f 1) cos dpc(t)),  (19)

where Sy (f,t) = Spi(t)Toran(f,t) corresponds to the dy-
namic component blocked by human body, S,..(f,t) =
Smo(t)Timotmo(f, ) corresponds to the dynamic component

reflected by human body. We have also ¢p5(t) = M —
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d)s» d)mos(t) = %O(t) - ¢s’ ¢blmo(t) - w,

(bble(t) = %bl(t) — ¢e, and ¢moa(t) = w = Pe.

In reality, apart from measurement noise, RSS readings in
commodity WiFi devices contain impulse noise in amplitude
and random offset in phase. As mentioned in reference [41],
the impulse noise is caused by the internal state changes in
WiFi devices, e.g, transmission rate adaptation and transmission
power adaptation. Within a short period of time (e.g. 5 ms
between two adjacent RSS readings, if RSS sampling rate is
200 Hz), the internal state of WiFi devices seldomly changes, and
the impulse noise can be regarded to be constant in amplitude.
All of these factors contribute to the RSS abnormal variation.

To alleviate the impact of impulse noise on the amplitude, we
divide the RSS at time ¢ by the RSS at time ¢(. Then, the RSS
ratio (R-ratio) is defined as follows:

_HG PP HDE
|H(f,t0)|2><Pt |H(f7t0)‘2

The R of (20) represents a normalized measure of the change
in RSS over time. Substituting (19) into (20), we can get (21).

R:

las(f)I° + N1(f,t) = Na(f,t) + N3(f,t) + Nu(f,t)
las(£)1* + N1 (f,t0) — Na (f, o) + Na (f, o) + N (f, t0)

(20)

21
where
Ni(f1) = 1Smo(/ O + S (£, + lac (£ 1), (22)
Na(f,t) = 2[Sp(f, 1) Smo(f, )| cos Ppimo(t), (23)

NB(fa t) - 2|as(f)|(|5m0(f7 t)| cos ¢mos(t)
— [Sui(f,t)| cos (dus(t)) + |ac(f,t)] cos Ades),
(24)
Na(f,t) = 2]a=(f, )] (|Smo(f,1)] cOS Pmoe (t)
— |Sbl(f, t)| (o)) ¢bls(t))~ (25)

A relatively stable indoor environment in which the building
structure and object layout are relatively unchanged is usually
common in real life, especially in a home environment where
owners are typically absent during working hours. In this sce-
nario, it can be considered that the relatively static building
structure and object layout will dominate the static components
in the intrusion detection system, the noise component and
dynamic component are normally much smaller than the static
component. So we can ignore the N1 (f,t), Na(f,t), Nu(f, 1),
Ny (f,to0), Na(f,to), Na(f,to) components in the numerator
and denominator. Then, equation (21) can be rewritten as:

R~ (|as<f>|2 £ 20as ()] (1Smo(F.1)] €05 Grmos 1)
1S, 1) cos duis(t) + [as (f.1)] cos Ag) ) /

(Ias(f)|2 4 20as(F)] (1Smo(f: £0)] 05 Gron o)
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— [Sui(f,to)| cos duis(to) + |ac(f,to)| cos A¢as))

(26)
Then, we extract |as(f)|? in the denominator of (26) to
prepare for its subsequent transformation into the form of Taylor
series expansion, so (26) can be rewritten as:

R~ (Cls(f)|2 + 2[as(f)| (|Smo(f,t)] cos Prmos(t)
()l cos du 1)+ a0 eos M) ) /
(|a5(f)2 (1+ 2|a8(f>|(|sm0(f7 tO)lcos ¢m08(t0)

— |Sui(f, to)|cos gris(to) + |ac(f, to)|cos Ades)/|as(£)]?) >
27

When the intrusion is detected at ¢ but not at ¢g, it can be
regarded that there is no dynamic component at time %, then
(27) can be rewritten as:

R~ (|a5(f)2 + 2[as(f)| (|Smo(f,t)] cOS Prmos(t)

S (f )] cos b (£) + ac (£, )] cos Ads) ) /

las ()7 (1 + 2las(f)ac(f,to)] cos Aes/|as ()
(28)

Since the noise component is smaller than the static com-
ponent, 2|as(f)a-(f,to)| cos Apes is much smaller than
las(f)|?. Therefore, we can truncate the Taylor series expan-
sion of the denominator and keep only the first two terms

2Ias(f)a‘s(5f(’;"))|LC°SA¢“. The dynamic component and

noise component are smaller than the static component, so
2|as(f)smo(fa t)| COS Prmos (t) and 2|as(f)as (fa t)| COs A¢55/

are smaller than |a,(f)[%. Put 1 — 2|“S(f)“T;f£;‘3)“2°°SA¢“ into

as 1 —

equation (28), we can obtain:

. 2 ‘Smo(.ﬂ t)| COSs (bmos (t) o 2 ‘Sbl(fu t)' COs ¢bls (t)

fi= au(f)] ax(F)]
2 |a5(f, t)‘ cos A¢es . |as(f)| 2 |a€ (fv t0)| cos Ade
ax(f)] Nl )l

(29)

We  mark 2|aa(fa t)' cos A — 2‘a£(f7 tO)‘ cos Ages  as
la-(f,t)'], so equation (29) can be rewritten as:

2 |Smo(f7 t)‘ CO8 ¢mos (t)

R~
()]
1
_ 2 |Sbl<f7 t)lCOS (bbls(t) |a5(f’t),’ 30
au(F)] T Y
11 111
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The newly constructed RSS ratio signal has three parts: I
corresponds to the dynamic part of human body reflection; II
corresponds to the dynamic part of human body blocked; III
corresponds to noise. According to the above equation, the
impulse noise on amplitude is mitigated, but the measurement
noise is not completely removed, which enlightens us to design
a filter in next subsection to suppress the measurement noise.

B. Designing a Filter to Reduce Measurement Noise

From equation (30), we observe that the measurement noise
is not completely removed. To effectively remove this measure-
ment noise, we exploit the statistical properties of noise. The
measurement noise follows a complex Gaussian distribution
with zero mean and a variance of o (f) and its amplitude follows
aRayleigh distribution. Therefore, we design a Rayleigh filter to
suppress measurement noise. The core of Rayleigh filter involves
a weighted averaging of the entire signal to mitigate measure-
ment noise. In this process, data points closer to the peak of the
signal have a greater impact, receiving higher weights, while
points farther away exert less influence and consequently receive
reduced weights. The selection of weights for the Rayleigh filter
is guided by the shape of the Rayleigh function. Due to the shape
of the Rayleigh function, the peak points of the signal will be
more strongly enhanced, while noise or low-amplitude signals
will be suppressed. The one-dimensional Rayleigh probability
density function is:

T a2
flz) = —5e 22,2 >0, (31)
o

where x is the measurement noise amplitude, o is the scale
parameter of the Rayleigh function, which is related to the shape
and peak position of the Rayleigh function. The Rayleigh func-
tion (31) illustrates a right-skewed waveform, with its peak oc-
curring in the positive part. Hence, when designing the Rayleigh
template, the size is usually considered to at least cover the peak
area of the Rayleigh function. Specifically, when x equals o, the
Rayleigh function value is maximum, so the size of the Rayleigh
template we designed must be at least larger than o. The size
of the Rayleigh template designed in this article is 7(r > o). To
obtain specific weight coefficients, the Rayleigh function needs
to be discretized. During discretization, the curve of the Rayleigh
function can be sampled, and the obtained discrete Rayleigh
function value can be used as the coefficient of the Rayleigh
template. Subsequently, the mathematical expression of each
weight coefficient value in the Rayleigh template is given by:

1—1
2

_Gmn2
e 222 i=1,2,...r,

w(i) = (32)

o
where w(i) is the i-th weight coefficient value in the tem-
plate.The weights are normalized to sum to 1:

normal,, (i) = (33)

> w(d)’
When applying this proposed Rayleigh template to the cor-
responding noise data, a convolution operation is usually used.
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Fig. 7. R-ratio denoising.
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Fig. 8. Comparison of measured R-ratio noise and Rayleigh distribution.

The specific mathematical form is as follows:

R(m) normal,, (1)
R(t) = R(t) normal,, (-ﬁ.ax_index) , 34
R(n) norn'L;z'lw (r)

where m =1t — max;pges +1, 1 =14+ 1r — maT;nges, and
MATindes = arg max(normaly, ), representing the index of
the maximum value in the weight. Fig. 7 illustrates the results
of denoised R-ratio data through the proposed Rayleigh filter.
Convolve the data to be processed with the designed Rayleigh
template. And ensure that the key parts of the signal during the
convolution process are aligned with the position of the maxi-
mum weight coefficient in the template. Through this process,
we can successfully obtain denoised data.

We compare the experimental data with Rayleigh probability
density function (PDF) in Fig. 8, where the histogram represents
the R-ratio noise PDF and the red curve represents the theoretical
Rayleigh distribution. The R-ratio noise is obtained when there
is no intruder. As shown in Fig. 8, the R-ratio noise is consistent
with the Rayleigh distribution.
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(a) No-intruder scenario (b) Intruder scenario

Fig. 9. R-ratio variation.

C. Two New Methods for Extending Intrusion Detection Bound

In our designed WiFi sensing system, the intrusion detection
bound represents the maximum distance at which intruders can
be reliably detected. We propose two new methods for extending
intrusion detection bound. The two new methods make sig-
nificant improvement on the existing FFT-based method and
wavelet-based method.

1) Improved Intrusion Detection Method Based on
Frequency-Domain Power Sum Ratio: In a typical indoor
environment, due to multipath effects, environmental factors
and noise interference, R-ratio may still exhibit fluctuation
even in the absence of human movement. Fig. 9(a) illustrates
the variation of R-ratio in a static environment, while Fig. 9(b)
depicts the fluctuation of R-ratio caused by human intrusion.
From Fig. 9, we can find different fluctuation patterns occur in
static and intrusion environment. Particularly, during human
movement, the signal waveform demonstrates rapid changes
with specific frequency components. To deal with this challenge,
we propose to use Fourier transform (FFT) to perform frequency
domain analysis on the R-ratio signal data. And we analyze
the changes in R-ratio in the frequency domain to complete
the detection of human intrusion motion. The WiFi works
at 5.24 GHz and the sampling frequency is set to 200 Hz,
providing sufficient capability to capture the frequency changes
associated with the human body movements.

Traditional methods typically emphasize the DC component
of the signal, corresponding to the amplitude value at 0 Hz
frequency. In signal processing, the O-frequency component
corresponds to the DC component of the signal, which is equal
to the mean or offset value of the signal. The DC component
usually represents the average level of the signal. However, in
the intrusion scenario, we pay more attention to the dynamic
changes of the signal caused by human movement, rather than
solely on the overall average level. Therefore, we propose an
improved FFT method that considers power sum ratio of the
single-sided spectrum except the O-frequency component. The
improved FFT method is illustrated as follow.

We first apply fast Fourier transform to the R-ratio data over
a time window. Since signals are real, and positive and negative
frequencies are conjugate symmetric, we use half of the spectral
length, as dropping the negative frequencies does not lead to any
information loss. So we calculate the single-sided spectrum. The
amplitudes in the original spectrum need to be scaled to maintain
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the total energy of the signal. Specifically, we double the am-
plitude of frequency components except the DC component and
the Nyquist frequency, and obtain the single-sided spectrum.
Then we define power sum ratio of the single-sided spectrum
and use it as a key feature for intrusion detection. The power
sum ratio is defined as the percentage of the total power in a
certain frequency range (0, f,.q.] With respect to the total power
in whole band of the above single-sided spectrum. It can be
calculated as:
NJmas |FFTq(n)|?

PSR = 2”7;
2 on=o [FFTa(n)”

n=

(35)

where Fj is the RSS sampling rate. f,,. can be set to 10Hz,
according to the analysis in [42].

If the power sum ratio is larger than the detection threshold,
the intrusion is detected. The threshold should be automatically
calculated and adapt to the environment. Although an easy
way to set the threshold is setting it to be power sum ratio in
any one time window in static environment, it easily causes
false intrusion detection due to the varying power sum ratio in
different time windows even in static environment. To avoid false
intrusion detection, the threshold is automatically calculated as
the maximum power sum ratio over multiple time windows in
static environment.

The superiority of our proposed power sum ratio over
frequency-domain amplitude peak is shown by preliminary ex-
periment results as Fig. 10. The single-sided spectrum of R-ratio
data over a time window in the no-intruder scenario is presented
in Fig. 10(a), while the single-sided spectrum over the current
time window in the intruder scenario is presented in Fig. 10(b).
The amplitude peak in intruder scenario is 0.392, smaller than
the maximum amplitude peak in no-intruder scenario which is
0.414, probably because the intruder is as far as 7 m away from
the transmitter. In this case, the intrusion cannot be detected
by frequency-domain amplitude peak. However, our proposed
power sum ratio can avoid the above misdetection. As shown in
Fig. 10(a), the power sum ratio in the single-sided spectrum
is 52.6%, while the power sum ratio in intruder scenario is
71.47% as shown in Fig. 10(b). Obviously, the power sum ratio
in intruder scenario is larger than the maximum power sum
ratio in no-intruder scenario, so the intrusion can be successfully
detected.

2) Improved Intrusion Detection Method Based on Scale Pro-
Jjection Wavelet Transform: Since the human motion speed vary
among individuals or for the same person at different times, we
need a technique that can provide variable frequency resolution.
Compared to other techniques, wavelet analysis provides both
time and frequency locality at different resolutions as well as
being computationally efficient. Hence, we propose an improved
wavelet transform method for intrusion detection. In wavelet
transform, detail coefficients typically contain local features in
the signal which accurately capture characteristics associated
with intrusion. In intrusion detection, choosing the appropriate
level of decomposition is crucial. Lower decomposition levels
may fail to capture information at the frequency of human
motion, while higher decomposition levels may bring noise or
unnecessary details. Therefore, it is particularly necessary to
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Fig. 10.  Spectrum of the R-ratio data over a time window 0.5 s.

Scale-projection

Coefficient magnitude
Scale

Scale Time in seconds

(a) Coefficient magnitude (b) Scale

Fig. 11. Detecting frequencies of interest dynamically using scale projection.

select the level of decomposition based on the the frequency of
human motion. In this paper, we proposes a method to identify
the frequency of human motion based on scale projection.
Specifically, we leverage a wavelet-based denoising method
for further refinement. The method based on scale projec-
tion identifies the main frequency we are interested in from
the wavelet transform spectrogram, as shown in Fig. 11.
The scale projection technique projects the spectrogram on
the y-axis (i.e. the scale axis), maintaining the maximum
value for each projected row. Then, it extracts the top local-
maximums values:{(s1,¢1), (s2,¢2), (S3,¢3), .. .. s (Skyck)}s
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Fig. 12.  Detail coefficients.

where (s;, ¢;) is the i-th top scale and projected coefficient value
at that scale, respectively. The scale of interest is estimated as:

s* = s(argmax (¢;)),s.ti=1,...k. (36)

After obtaining the scale information, according to the re-
lationship between scale and frequency, we can get the fre-
quency we are interested in: f = %, where f, is the center
frequency of wavelet. Subsequently, based on the identified
frequency of interest, we can selectively choose an appropriate
level of decomposition to extract detail coefficients associated
with specific motion frequencies. This process allows us to focus
on signal features within the target frequency range, facilitating
a more precise capture information relevant to motion events.

Fig. 12(a) is the detail coefficient waveform in a no-intruder
scenario, and Fig. 12(b) depicts the detail coefficient waveform
in an intruder scenario. We can clearly observe that in the pres-
ence of human movement, the fluctuation of the detail coefficient
is significantly higher than in a no-intruder environment. When
the variance of the dynamic detail coefficient is greater than the
maximum variance of static detail coefficient, an intrusion is
detected.

D. Computational Complexity of Our Intrusion Detection
Scheme

The computational complexity of our intrusion detection
scheme consists of the complexity of R-ratio, Rayleigh filter
and our improved intrusion detection method. The improved
intrusion detection method is either based on frequency-domain
power sum ratio, or based on scale projection wavelet transform.
Either method is more complex than R-ratio and Rayleigh filter,
so the complexity of our intrusion detection scheme is mainly
decided by our improved intrusion detection method. Without
loss of the generality, we next analyze the complexity of the
improved method based on frequency-domain power sum ratio.
The calculation of power sum ratio is explained as follow:
firstly performing FFT on the denoised R-ratio data over a time
window, secondly summing up the power (represented by square
of frequency-domain amplitude) in a certain frequency range,
and thirdly calculating the percentage of the total power in above
range with respect to the total power in whole frequency band. In
the above process, FFT is the most complex, with the complexity
of O(n*logn). So the complexity of the improved method based
on power sum ratio, as well as the complexity of our intrusion
detection scheme, is O(n*logn).
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(b) Experiment scenario in the meeting room

Fig. 13.  Experiment scenario.

TABLE I
EXPERIMENTAL SETUP
Parameter Corridor Meeting Room
Environment size 15m x 3m 8m X 6m
Antenna type Omnidirectional | Omnidirectional
Distance between Tx and Rx 1~3m 1~3m
Orientation of the intruder 0° ~ 90° 0° ~ 90°
Signal frequency 5.24GHz 5.24GHz

V. EVALUATION
A. Evaluation Setup

To evaluate the system’s ability to extend bound, we conduct
real experiments in a corridor and a meeting room. The corridor
is 3 meters wide and 15 meters long, while the meeting room is
6 meters wide and 8 meters long. The experimental scenario is
shownin Fig. 13. We decrease the distance between the volunteer
and transceiver from 10 m (corridor) or § m (meeting room) to
1 m. At every 1 m location, the volunteer walks back and forth
for 8 seconds. As described in Table I, we use commercial Intel
5300 WiFi devices equipped with omnidirectional antenna to
collect RSS data. The frequency is set to 5.24 GHz, bandwidth
to 20 MHz and the transmitter sends 200 packets per second. The
distance between Tx and Rx changes from 1 m to 3 m, while the
orientation of the intruder toward WiFi device changes from 0°
to 90°. To evaluate the system’s intrusion detection range, we
placed a series of tags on the ground to mark the distance to the
WiFi devices. We have uploaded the code to the GitHub code
repository, the link is as follows: https://github.com/5813gg/rss_
intrude_code.
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Fig. 14.  The intrusion detection rates of our filter and Gaussian filter.

B. Performance in Intrusion Detection

Fig. 14 shows the detection performance of our filter and
Gaussian filter. Here, intrusion detection rate is obtained as
follow: we process the RSS data in each time window, determine
whether the intrusion is detected or not in each time window, and
calculate the ratio of intrusion-detected time windows to total
time windows. Higher intrusion detection rate means higher pos-
sibility of successful intrusion detection. Fig. 14 demonstrates
the contribution of our filter on improving the intrusion detection
performance. Specifically, in the experiments, we first obtain
detection rates by our power sum ratio based intrusion detection
method which employs our filter to mitigate measurement noise,
then we replace our filter by Gaussian filter and obtain intrusion
detection rates again. As shown in Fig. 14, we can find that when
the distance between the intruder and sensing device changes (as
well as the Tx-Rx distance), the intrusion detection rates of our
filter are always much higher than those of Gaussian filter. So, the
experimental results demonstrate that our filter can effectively
improve the intrusion detection performance.

Fig. 15 illustrates the detection performance of the improved
intrusion detection method based on frequency-domain power
sum ratio, with Fig. 15(a) showcasing the results based on raw
RSS data and Fig. 15(b) presenting the results based on R-ratio.
We can observe that as the distance increases, there is a gradual
decrease in power sum ratio. In the case of raw data (Fig. 15(a)),
when the distance extends to 5 meters, the power sum ratio falls
below the threshold RSS,;1, establishing the perceptual bound
at 4 meters. Conversely, for R-ratio data (Fig. 15(b)), when the
distance reaches 9 meters, the power sum ratio drops below the
threshold RSS2, resulting in a sensing bound of 8 meters.
This observation shows that the data processing method based
on R-ratio has the potential to double the sensing range compared
to raw RSS data, highlighting its efficacy in enhancing detection
performance at greater distances.

Then, we evaluate the wavelet transform method based on
scale projection. We first perform intrusion detection on the raw
RSS data, and subsequently, we perform intrusion detection on
the R-ratio data. For the raw RSS data, the threshold (denoted as
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Fig. 15. Improved intrusion detection method based on frequency-domain
power sum ratio.

RSS;3) is determined as the variance of the detail coefficient
processed by the improved wavelet transform of the RSS data
in a static environment. When the RSS data in the intrusion
environment surpasses 2.5 S;ys, it is interpreted as an intrusion.
Similarly, for R-ratio data, the threshold (denoted as RSS;x4)
is established as the variance of the detail coefficient processed
by the improved wavelet transform of the R-ratio data in a static
environment. Detection of intrusion occurs when the R-ratio data
in the intrusion environment exceeds R.SS;4.

Fig. 16 illustrates the detection performance of the im-
proved wavelet transform method based on scale projection,
with Fig. 16(a) presenting the results based on raw RSS data
and Fig. 16(b) showcasing outcomes based on R-ratio. We can
observe that as the distance increases, there is a gradual decrease
in the variance of the detail coefficient. For raw data (Fig. 16(a)),
when the distance extends to 6 meters, the variance of the detail
coefficient falls below the threshold, establishing the intrusion
detection bound at 5 meters, as depicted in the figure. Similarly,
for R-ratio data (Fig. 16(b)), when the distance reaches 8 meters,
the variance of the detail coefficient drops below the threshold,
resulting in an intrusion detection bound of 7 meters. Combined
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Fig. 16. Improved intrusion detection method based on scale projection
wavelet transform.

with Fig. 15(a) and (b), experiments results show that the data
processing method based on R-ratio can extend the sensing
range.

C. Comparison With Existing Work

The proposed RSS model has been compared with measured
RSS data and knife-edge diffraction-based RSS model [43].
We utilized the Kolmogorov-Smirnov (KS) test to calculate the
KS statistic. This statistic represents maximum vertical distance
between empirical cumulative distribution function and theoret-
ical cumulative distribution function. The KS statistic measures
goodness-of-fit between empirical and theoretical distributions,
with smaller values indicating better similarity. The compara-
tive cumulative distribution functions are presented for human
intrusion detection ranges of 4 m, 6 m and 8 m, as shown in
Fig. 17.

Fig. 17(a) presents the KS test results at 4-meter distance,
where our model achieves a KS statistic of 0.071, smaller than
the KS statistic of knife-edge model which is 0.924, demonstrat-
ing better similarity with the empirical CDF of measured RSS
data. This performance advantage becomes more pronounced
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Fig. 17.  KS test results at various human intrusion distance.

with increasing distance. As shown in Fig. 17(b), at 6-meter
distance our model maintains a KS statistic of 0.024 while
the knife-edge model exhibits a much larger KS statistic. The
trend continues in Fig. 17(c) at 8-meter distance, where our
model sustains a KS statistic of 0.037 while the knife-edge
model exhibits a KS statistic of 0.880. These results confirm
the superior consistency of our model with measured RSS data.

We also compare our work with existing research on motion
detection systems. Specifically, we analyze the differences be-
tween R-ratio-based FFT, R-ratio-based DWT, and three RSS-
based motion detection systems: HAR-FFT [44], WiGest [19]
and Simple-HomeFi [8].

As shown in Fig. 18, when the distance between an intruder
and the transceiver exceeds 4 meters, the detection performance
of the HAR-FFT method [44] declines significantly. In con-
trast, our proposed R-ratio-based FFT method can still maintain
high detection accuracy at the same distance. The HAR-FFT
method does not denoise the RSS data. When the distance
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between the intruder and the transceiver increases, the RSS
variation becomes weaker and is more easily overwhelmed by
impulse noise and measurement noise. Moreover, the HAR-FFT
method employs simple feature extraction approach, as it ex-
tracts non-segmented frequency-domain features from the RSS
data, namely, the amplitude of zero frequency of the RSSI data.
However, the zero-frequency component normally represents
the average level of the signal and fails to capture the details
of signal variations caused by human motion. In contrast to the
HAR-FFT method, we propose R-ratio to remove impulse noise.
Additionally, measurement noise is mitigated through Rayleigh
filtering. Furthermore, we propose an improved intrusion de-
tection method based on frequency-domain power sum ratio.
By the ratio of power within the human motion frequency band
to the total frequency-domain power, our method significantly
enhances the dynamic RSS variations induced by human motion.
As a result, our method enables more sensitive detection of
human intrusion.

The WiGest method [19] exhibits a significant decline in
detection performance when the intruder is more than 5 meters
away from the transceiver, whereas our proposed two methods
maintain high detection accuracy at the same distance. Although
the WiGest method uses DWT to denoise RSS data, it relies
mainly on traditional time-frequency analysis, which cannot ef-
fectively mitigate impulse noise and capture the subtle dynamic
features introduced by human motion. The discrete wavelet
transform adopted by WiGest method uses a fixed decompo-
sition level, unable to adapt to actual motion frequencies. In
contrast to the WiGest method, our proposed method based
on scale projection wavelet transform automatically identifies
the dominant motion frequency through scale projection and
dynamically selects the wavelet decomposition level, focusing
feature extraction on the relevant frequency bands. As a result,
our method significantly improves the efficiency of feature ex-
traction and maintains high detection accuracy even at extended
distances.

When the distance between an intruder and the transceiver
exceeds 3 meters, the detection performance of the Simple-
HomeFi method [8] declines sharply. The reason is that the
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TABLE II
BoDY SI1ZE PARAMETER TABLE OF DIFFERENT VOLUNTEERS

Volunteers | Gender | Height(cm) | Width(cm) | Length(cm)
1 male 178 25 45
2 male 178 25 40
3 male 170 20 40
4 female 168 15 30
5 female 160 15 30
6 female 155 15 25
17 T T T T T
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Fig. 19. Comparison between volunteers with different body sizes.

Simple-HomeFi method adopts the variance of RSS data to
detect human intrusion, but the variance only represents the
overall fluctuation of signal strength and cannot capture the
subtle dynamic variations caused by human motion. In indoor
environments, RSS fluctuations are caused by multiple factors
such as multi-path effects, device noise and human movement.
Sole dependence on the variance of RSS is unable to accurately
identify true intrusion behaviors. In contrast to the Simple-
HomeFi method, our proposed method based on scale projection
wavelet can separate detailed components in different frequency
bands and highlight dynamic changes related to human motion.
Furthermore, our proposed method based on frequency-domain
power sum ratio can effectively extract weak frequency-domain
features of human movement at long distances, thereby achiev-
ing superior performance.

D. Impact of Intruders With Different Body Sizes

From equation (9), it becomes evident that human body sizes
play a significant role in influencing RSS, consequently impact-
ing the bound. In our experiment, we purposefully recruited six
volunteers with diverse body sizes, comprising three men and
three women. The body size details of these participants are
presented in Table II. We use the improved FFT method based
on power sum ratio for intrusion detection.

Asillustrated in Fig. 19, with an increase in detection distance,
the power sum ratio of each volunteer exhibits a decline. This
phenomenon is attributed to indoor signal propagation losses
caused by signal attenuation and multipath effects. In addition,
larger-sized volunteers tend to exhibit higher power sum ratio.
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For example, Volunteer 1, being the largest, has a larger reflec-
tion area, leading to a more extensive blocked area and a more
pronounced impact on RSS. Consequently, intrusion motion can
be detected at a position as far as 8 meters. In contrast, Volunteer
6, with the smallest body size, has a relatively smaller reflection
area, resulting in a less conspicuous impact on RSS. As a result,
intrusion motion can only be detected at a position of 6 meters.

According to the (11) and (16), both the blocked area and
reflected area are intricately linked to human body size, exerting
a direct influence on RSS. Consequently, when developing an
intrusion detection system, careful consideration must be given
to the placement of the WiFi transceiver. It involves factors such
as choosing the height, angle, and orientation of the antenna, as
well as formulating an overall placement strategy for the device.

E. Impact of Angle Between the Person and the WiFi Link

According to equation (10), the angle between the person and
the WiFi link also has a significant impact on RSS. Therefore,
in our experiment, we invited one of the volunteers to pose at
various angles: 0 degrees (directly facing the WiFi link), 30
degrees, 60 degrees, 90 degrees, and 180 degrees (facing away
from the WiFi link). To perform intrusion detection, We use the
improved FFT method based on power sum ratio.

As depicted in Fig. 20, there is a noticeable decrease in power
sum ratio at each angle as the detection distance increases. And
larger angles correspond to smaller power sum ratio. The impact
of volunteers on RSS is more pronounced at 0 degrees compared
to 90 degrees, primarily because, at 0 degrees, both the reflected
and blocked areas of the human body are larger, leading to a
more conspicuous effect on RSS. Interestingly, the effects at O
degrees and 180 degrees are nearly identical due to the equal
front and back areas of the human body, resulting in similar
reflected and blocked areas. The experiment revealed that when
a person moves directly towards the WiFi link (0 degrees),
the reflected and blocked areas of the human body are more
extensive, significantly influencing RSS. Consequently, in the
design of an intrusion detection system, strategic placement of
the WiFi transceiver facing people can be considered to amplify
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Fig. 21.  Comparison between different scenarios.

changes in RSS signals, facilitating the detection of intrusion
events.

Overall, the derived equation offers valuable insights and
initial guidance regarding the influence of intruder size and angle
on RSS. However, the precise placement of WiFi transceivers
and the fine-tuning of system parameters demand more compre-
hensive and in-depth research and verification. Future research
can further optimize the model and algorithm based on this paper
to better adapt to the needs of intrusion detection under various
environmental conditions.

F. Impact of Different Scenarios and Transceiver Locations

To further compare the performance in different environ-
ments, we conduct experiments in two typical scenarios: corridor
and meeting room. In each scenario, the distance between the
transmitter and receiver is set to 1 m, 2 m and 3 m. As shown
in the Fig. 21, in the corridor, when the transceiver spacing
is 1 m, the intrusion detection range corresponsding to 90%
detection rate is long as 8 m. In contrast, in the conference room
environment, when the distance between transceivers is 1 m, the
intrusion detection range corresponsding to 90% detection rate
is only 3 m. The reason is explained as follow. The corridor is
an open space with few obstacle, while the meeting room has
many obstacles such as desks and chairs. Due to fewer multipath
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reflection, the static signal component in the corridor is weaker
than that in the meeting room. So itis easier to detect the dynamic
component in the corridor than in the meeting room, resulting
in longer intrusion detection range.

Next, we show the intrusion detection performance in differ-
ent transceiver locations. The locations of Tx and Rx are rotated
around the center point of Tx and Rx, thus the direction be-
tween Tx-Rx and intruder changes from 0° to 90°. The distance
between Tx and Rx is kept at 2 m. As show in Fig. 22, when
the transceivers change their locations, the direction between the
line Tx-Rx and the intruder changes from 0° to 90°, the detection
range corresponding to 90% detection rate is increased from
4.9mto 5.2 m. The main reason is explained as follow. When the
direction between Tx-Rx and intruder changes from 0° to 90°,
according to the derivation of the reflection area and blocked area
in RSS model in Section III, the human body reflects and blocks
the signal in a larger area, making a more significant impact on
the RSS. The greater impact on the RSS leads to larger variation
of RSS, resulting in higher intrusion detection rate and longer
intrusion detection range.

VI. CONCLUSION

In this article, to address the limitations of existing RSS-based
intrusion detection solutions, we introduced a novel model of
motion-disturbed RSS for improving the accuracy of the WiFi
intrusion detection bound. The proposed R-ratio indicator served
as an effective performance measure to extend this bound, taking
into account the blocked and reflection areas within the motion-
disturbed RSS model. Additionally, an efficient noise filter was
designed to further enhance the system’s robustness. We also
provided two customized intrusion detection methods to evalu-
ate the R-ratio performance. The experimental results demon-
strated the superiority of the R-ratio-based intrusion detection
method, showcasing an approximate doubling of the WiFi in-
trusion detection bound compared to other approaches utilizing
raw RSS data. Furthermore, the proposed motion-disturbed RSS
model offered valuable insights and guidance for enhancing the
overall performance of intrusion detection systems. Limitations
and future work: in more complex environments, LoS signal
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will be completely blocked, so NLoS scenarios with various
obstacles will be investigated in future work. Besides, if the
intruder sits there breathing, intrusion detection becomes chal-
lenging due to the relatively subtle changes in RSS. Future
research will include the refinement of RSS signal model to
achiev a good balance between its complexity and accuracy,
the enhancement of the SNR of the RSS to improve detection
accuracy and reliability, etc.
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