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Abstract—Authentication, authorization, and access control
are fundamental functionalities that are crucial for network
infrastructures and software applications. These functionalities
work together to create a fundamental security layer that allows
administrative entities to control user actions. Implementing a
security layer may be simple for basic applications, but as modern
digital infrastructures become more complex, more advanced
security systems are needed. Traditional perimeter-based security
models, long relied upon for securing large networks, exhibit
vulnerabilities and lack adaptability to modern architectures.
As technology advances, there is a growing demand for new
authentication and authorization systems to keep up with the
changes. Zero Trust (ZT) emerges as a paradigm embodying
such principles and concepts for constructing contemporary
security systems. This paper introduces a ZT-based Single Sign-
On (SSO) framework to demonstrate how ZT can be realized in
multi-service environments using Attribute-Based Access Control
(ABAC). A prototype is developed to show the feasibility and
applicability of the proposed framework in a smart city context.

Index Terms—Zero Trust, IoT, Computing Continuum, ABAC,
Security

I. INTRODUCTION

In recent years, network infrastructures have been rapidly
evolving due to the increased number of Internet of Things
(IoT) and distributed computing devices (e.g., fog and edge
devices [1]). This shift from centralized resources to more
distributed computing resources brings new challenges, such
as (i) an increasing demand to tailor application functionality
to new environments [2], [3] and (ii) a need for novel secu-
rity mechanisms to secure and protect resources distributed
across the computing continuum [4], just to name a few. In
order to grasp the complex security challenges, it is impor-
tant to explore past authentication and authorization methods
and comprehend why these solutions demand supplementary
mechanisms.

Traditionally, the perimeter-based security model has been
widely used for authentication and authorization [5]. It assigns
permissions across various applications based on network
attributes like IP addresses or subnet affiliations. Meeting basic
security requirements in modern business IT infrastructures
necessitates a more expansive perimeter. This involves estab-
lishing additional network structures, such as firewalls and
demilitarized zones (DMZs) to control inbound and outbound
communications. Moreover, such security models focus on se-
curing resources using perimeter-based security or encryption

techniques to ensure that only reliable and authenticated users
may enter a secured domain [6]. However, the perimeter-based
solutions may not fully apply in broad scenarios, for instance,
within the Smart City context. This is because managing
and protecting resources becomes even more complex when
computing devices are distributed geographically and across
the computing continuum. Such limitations underscore the
importance of implementing new mechanisms and systems to
address future architectural and security challenges. In this
regard, Zero Trust (ZT) has emerged as a comprehensive
architecture comprising guidelines and concepts for modern
security systems to address these evolving challenges [7].

In a ZT environment, strict controls are enforced to monitor
and authenticate all access to data and resources, regardless of
their origin inside or outside the network [6]. Utilizing these
tools makes it possible to identify and respond to suspicious
or unauthorized activities swiftly. If such behavior is detected,
specialized techniques and tools are used to conduct thorough
investigations and assess any associated risks. Various tools
and methodologies are utilized to monitor and manage activi-
ties within a ZT environment effectively. Upon analyzing logs
and network traffic, investigations are conducted to identify
a specific activity’s source and potential consequences. Based
on the findings, appropriate measures are taken to effectively
address the situation [8]. These measures may include lim-
iting access to data or resources, revoking access privileges,
stopping lateral movement, or preventing further unauthorized
access or damage. Furthermore, ZT requirements demand a
robust security model to protect against unauthorized access
to resources and sensitive data.

In this paper, we introduce a ZT-based Single Sign-On
(SSO) framework as an architectural solution applicable to
multi-service environments such as smart cities. The primary
focus is demonstrating how policy evaluation, attributes, and
data collection can be utilized to form an authorization gate-
way within such complex environments (e.g., computing con-
tinuum systems [9]). Attribute-Based Access Control (ABAC)
is utilized to derive solutions meeting ZT requirements [10],
[11]. ABAC is based on a set of rules defining permissions
based on user, resource, and environment attributes. This
approach demands descriptive data structuring regarding the
entity that has to be controlled. The entity’s attributes are
evaluated against rules to determine whether access should
be allowed or denied. ABAC offers a flexible and dynamic
approach to access control, making it a suitable choice for
implementing a ZT security model. The proposed architecture
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provides a tangible framework and illustrates the interac-
tion between various components. Therefore, we developed
a prototype to present the applicability and feasibility of
the framework in the smart city context. Nevertheless, the
proposed solution is still in its early development stage and
bypasses many critical aspects.

The remaining sections are structured as follows. An
overview, related work, and motivation are presented in Sec-
tion II. Section III introduces and explains the architecture
and concepts of the ZT-based SSO framework. Section IV
explains authentication and authorization processes within the
framework. In Section V, we outline implementation details,
the prototype, and the limitations of the framework. Finally,
we conclude our discussion in Section VI.

II. AN OVERVIEW & RELATED WORK

A. Zero Trust

Zero Trust (ZT) is a term for modern cybersecurity princi-
ples targeting modern authentication and authorization mecha-
nisms, suitable for large enterprise infrastructures to counteract
network vulnerabilities. The fundamental goal of ZT is to
detach security measurements from an underlying network
structure (i.e., helps to identify and prevent potential threats
easily). By using advanced technology, ZT can detect and
respond to potential threats quickly and effectively. ZT it-
self can be seen as a collection of specifications an actual
implementation should obey. The following list comprises an
overview of ZT architecture: [7]:

• Every access and operation within a ZT environment has
to be verified. Any implicit access must not be granted.

• Connections must be secure in terms of basics like
confidentiality, integrity, and availability. Additionally,
all communications must be monitored to track down
malicious behavior and where it originates.

• Every entity in the system that executes operations must
only possess the rights it needs to complete its task. No
more and no less.

• All digital services or entities that allow other entities to
access them are considered resources and must be treated
accordingly.

• Every entity that can execute operations possesses at-
tributes that describe them and their current operation.
Based on these attributes, policies determine if an entity is
allowed to execute an operation or not. Attributes are very
important in a ZT environment as they describe the events
within the system. Consequently, the more accurate an
access is described by its attributes, the easier it will be
to grant the least privilege and improve threat detection.

The ZT architecture presented in Figure 1 shows a logical
proposal for a componentized system suitable for implement-
ing ZT fundamentals. Nevertheless, only implemented compo-
nents are explained, and peripheral components are addressed
separately.

Fig. 1: Zero Trust Architecture [7].

1) Subjects: Subjects are entities that interact with the
system. More specifically, their task is to access infrastruc-
ture/system resources. Subjects can be human users, machines,
or anything similar capable of interacting with the system.
Therefore, ZT focuses on important monitoring entities (i.e.,
subjects). Furthermore, to distinguish between good and ma-
licious behavior, the system needs to identify and describe
subjects exhibiting such behavior. In order to identify and
distinguish between good or authorized behavior and mali-
cious behavior, subjects must possess both static and dynamic
attributes that can be used to evaluate their actions. Static
attributes refer to the inherent characteristics of the subject,
whereas dynamic attributes are properties that may change
depending on the type of operations or access performed. By
monitoring dynamic attributes, the system can learn and detect
changes in a subject’s behavior over time.

2) Objects / Resources: Resources are the targets that a
subject wants to access. More practically, a resource can
refer to any action a subject can perform within a digital
infrastructure, such as accessing services, APIs, filesystems,
and similar entities. To grant access to subjects, resources must
also hold attributes that enable the evaluation of a subject’s
rights for a specific object.

3) Policy Enforcement Point (PEP): The PEP is a crucial
component that decides whether a subject is authorized to
perform a particular operation or not. Any request that fails to
pass through the PEP is considered untrusted. The PEP gathers
information about the current request, including the attributes
of the subject and object involved, and sends it to the Policy
Decision Point (PDP) to evaluate the request. Based on the
evaluation results, the PEP either allows or denies the request.
It can also intercept a request if necessary.

4) Policy Decision Point (PDP): The PDP evaluates access
decisions based on available information. A ZT architecture
requires all relevant data to be available to the PDP in time
for decision-making. This component forms the foundation for
an interface to modern technologies like machine learning to
learn from the provided data and create trust evaluations based
on subject behavior. Furthermore, the policy component is
important to ensure that the Privacy Data Protection (PDP)
system can adapt to changing circumstances. Both static and
dynamic adaptation of the system’s evaluation results can be
achieved by defining policies that guide the decision-making
process. For instance, a policy can set a minimum trust level
output by a machine learning algorithm to accept a request
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[12]. Similarly, authorization policies can enable access for
subjects based on certain attributes. When combined, these
evaluation approaches deliver the benefits of a ZT system.

5) Peripheral Components: In the ZT architecture illus-
trated in Figure 1, several peripheral components support the
control plane. Peripheral components include services for sub-
ject management, monitoring, and security. This paper focuses
on the components of threat intelligence and activity logging.
Specifically, the proposed architecture provides communica-
tion flows and data formats suitable for activity tracking as
well as connection points for threat intelligence solutions. This
provides an interface for threat intelligence to access system
data and enforce resulting decisions. Additionally, a simple
public key infrastructure is used for subject authentication. In
the next section, we will explore the role of these components
in more detail within the proposed implementation architec-
ture.

B. Related Work

Most existing research on ZT centers focuses on broad
functionalities, such as analyzing behaviors, detecting threats,
and assessing trust levels. These topics make up one of
the front lines in ZT research because of their potential in
combination with machine learning and similar state-of-the-
art technologies. However, what is usually neglected is the
specific structure and information flow of a system that is
suitable for such analysis methods. Zhang et al. [13] propose
a solution for trust evaluation based on tags using logical
architectures, leaving room for interpreting an actual system
design. Another work representing a typical ZT topic is [14].
This work focuses on trust evaluation and is, therefore, less
precise in how data is gathered and carried to a potential
component for executing trust evaluation. Further findings on
work that refer more to ZT’s architectural topics have similar
characteristics.

The authors in [15] proposed a novel approach leveraging
ZT extended with blockchain to enhance security. The ap-
proach utilizes blockchain for immutable user request storage
and malicious activity identification, with experiments vali-
dating its feasibility and applicability in the context of smart
cities. Qazi et al. [16] discuss architectural problems based
on the logical structure proposed by NIST [7], though it does
not go into detail about an actual architecture design. This
raises the question of what a suitable system for advanced
ZT features may look like. The basics of a ZT architecture
presented in [7] is a foundation for the implementations and
structures proposed in this paper. Several platforms such as
Google BeyondCorp1, Microsoft Azure Active Directory2,
Duo Beyond (Cisco)3, and Cloudflare Zero Trust4 are well-
established and provide ZT solutions. However, such solutions
are primarily focused on enterprise environments, which might

1https://cloud.google.com/beyondcorp
2https://learn.microsoft.com/en-us/azure/security/fundamentals/overview
3https://www.cisco.com/site/us/en/solutions/security/zero-trust/index.html
4https://www.cloudflare.com/zero-trust/

not address the unique challenges within smart city and IoT
contexts.

SSO allows users to access multiple related but independent
software systems with a single authentication action, enhanc-
ing user productivity and simplifying central user manage-
ment. Radha et al. [17] examine various SSO methods, imple-
mentation strategies, and the associated protocols, highlighting
the benefits of adopting SSO within different network environ-
ments. Wang et al. [18] present a study on popular web SSO
systems, uncovering eight serious logic flaws in high-profile
providers and highlighting the need for larger-scale studies
to better understand and address the security issues in SSO
implementations. Witkowski et al. [19] proposed a solution
using dual key-based schemes demonstrating the feasibility
of Integrating Identity Management (IdM) to provide SSO
in IoT environments without significant overhead for systems
with up to 50 appliances. Nevertheless, none of these works
address challenges within the ZT architecture adapted to the
IoT context.

C. Motivation Scenario

Consider a smart city environment with hundreds of re-
sources such as IoT resources, security cameras, and other
monitoring facilities connected to the city’s network (e.g., as
shown in [20]. Including vehicle to infrastructure systems, the
range of digital services and components can be spread among
the different layers of the city’s network structure, starting
from edge nodes to data centers. These resources are accessed
by existing clients, like apps and websites that monitor the data
provided by those facilities. Humans are assumed to be using
those clients to access the data. Conventional solutions like
role-based access control or perimeter-based security make
managing the city’s digital infrastructure difficult. For instance,
defining permission groups for every scope of duty in the city
or configuring network hardware and services like firewalls are
required. This setup has the disadvantage of allowing attackers
to access multiple resources if they bypass single perimeter-
based security measures. Furthermore, suppose an attacker
can gain access to the account of an authorized person. In
that case, it is hard to detect malicious behavior in the large
infrastructure of a city that runs services in different resources
of the computing continuum [21]. Therefore, an architectural
approach is required to enable manageable monitoring and
security mechanisms independent from network positions and
interfaces to apply modern technologies. A ZT-based SSO
integrated into the different applications can solve these chal-
lenges. Furthermore, by gathering information about access
events in an infrastructure through an SSO service, the city’s
network security can be improved with threat intelligence to
detect malicious events. For a more detailed understanding
of the term multi-service used in this context, consider the
various aspects of smart city operations, such as watering
systems, emission monitoring, and other essential services.
Each domain might have unique implementations developed
by different companies or managed by various authorities. The
SSO framework must offer a uniform solution for handling
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authentication and authorization across these diverse applica-
tions. This ensures consistent and secure access management
throughout the smart city’s digital ecosystem.

III. ZT-BASED SINGLE SIGN-ON FRAMEWORK

A. Architecture and Technologies

The ZT-based Single Sign-On provides an architecture for
an implementable system that shows how policy evaluation, at-
tributes, and data collecting work together as an authorization
gateway in multi-service environments like smart cities. For
the proposed architecture and its subsequent implementation, it
is important to note that the implementation only covers static
attributes for simplicity and to demonstrate the way it operates.
Nevertheless, it has been designed to directly integrate with
dynamic attributes and threat intelligence, which is covered by
system flow descriptions (see Section IV).

Fig. 2: An overview of ZT-based SSO architecture.

Figure 2 shows the fundamental components of the ZT-
based SSO architecture. We assume that a ZT-based system
is architecturally composed of microservice processes [22],
[23]. Such microservices, once invoked, yield resources (e.g.,
IoT resources). The proposed architecture presents a simplified
version in which some infrastructure components have been
excluded. Each rectangular shape in Figure 2 represents an
application that can be executed. The smaller rectangles inside
them represent important parts and features of these applica-
tions. The solid arrows indicate the network communication
that occurs between these components. It is important to note
that applications connected by a solid arrow must commu-
nicate over the network. The dashed arrow at the bottom of
the architecture indicates a redirection within a browser since
web clients are used in this architecture demonstration. In the
following sections, we describe each of these components in
detail.

1) SSO-Service: The SSO-Service is the core part of the
system and is responsible for user authentication, autho-
rization, and administrative operations. The authentication
endpoint handles the authentication by issuing signed JWT-
Tokens5 using the SSO-Service’s key pair. The authentication

5JSON Web Tokens, https://jwt.io/

endpoint makes its public key accessible for its applications.
The administration endpoint allows for the management of
SSO resources, such as policies and users. The authorization
endpoint acts as the policy decision point and core of the
system where the available information comes together for
evaluation.

2) SSO-Client: The SSO-Client builds the bridge for web-
clients to integrate the SSO with a uniform authentication
page. The authentication flow for the SSO-Client is described
in section IV. Additionally, a route is provided to be loaded
into the application clients to retrieve the information about
the authenticated user. This is required to integrate well with
browser security for cross-domain authentication since differ-
ent applications are assumed to run under different domains.
In the implementation the SSO-Client holds the features for
administration as shown in the architecture.

3) Database: The database serves as the persistence layer
for authentication and authorization data. This data contains
the defined policies, registered users, and associated attributes.
These policies determine who can access specific resources,
under what conditions, and with what privilege level.

4) IoT Resources: IoT devices are software components
(i.e., generally as microservices) deployed in various envi-
ronments and contain resources. Such microservices, once
invoked (i.e., receive requests from a client), yield resources
(i.e., measured values). The most important property of the IoT
resources is the architectural decision to integrate the policy
enforcement point as a gate into the resource itself. On one
hand, this removes the problem of deploying the PEP as a sep-
arate application requiring load balancing. On the other hand,
decision-making for handling cases that might not require the
heavy SSO-Service evaluation can be integrated into the IoT
resources to reduce network overhead. This presupposes that
the resource has enough computing power to do so. The IoT
resources produce simulated continuous measurements with
random values as part of the demonstration.

5) Application client: The application client represents a
web-client as a smart city application. For the sake of simplic-
ity, let’s assume that this application includes a user interface
that enables end-users to interact with IoT resources.

IV. AUTHENTICATION AND AUTHORIZATION

Web clients can take advantage of the SSO-client’s uniform
authentication form. This form can be used to redirect the user
to the appropriate authentication process. Transferring the ID-
token from the SSO-client to the web-client is known as cross-
domain authentication (as discussed in Section IV-B). This is
particularly helpful when the web-client is located under a
different domain.

A. Retrieving the authentication/ID-token

The process starts with the application from where we
want to start the authentication. As shown in Figure 3, the
application redirects the user to the SSO-client and includes
its URL as a query parameter to tell the client from where the
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Fig. 3: Sequence diagram of the authentication flow.

redirect originates. After entering the credentials, the SSO-
Client requests a token from the SSO-Service. The returned
token is a JWT-token, which the SSO-Service signs to prove by
whom it has been issued. The SSO-Service uses asymmetric
key pairs to sign tokens. In the implementation, the keys are
stored as files and will only change if the service cannot find
them on restart. The current public key for the token can be
retrieved from the service’s authentication endpoint. Due to
simplification, no client in the system does token verification
since it has to be verified during the authorization process for
resource access.

During the authentication process, the SSO-Client checks
if the provided credentials match. If they do, we receive
an authentication token, also known as an ID-token. If the
credentials don’t match, the SSO-Client will send an error
message explaining the issue. To make use of the ID-token
later in the process for cross-domain authentication, it needs
to be set as a client-side cookie. However, doing so may pose
security risks, such as cross-site scripting. If the authentication
process is successful, the SSO-Client will redirect us back
to the starting point of the authentication. If the SSO-Client
can’t find a redirect target, it redirects users to the client’s
administration UI.

B. Cross-Domain Authentication

After redirection, the solution for cross-domain authentica-
tion starts by loading a prepared part of the SSO client into
an iframe within the application client. The client commu-
nicates with the iframe via post-messaging to share the ID-
token. Furthermore, the iframe maintains a simple protocol
for communicating with the application. Two different requests
are accepted:

• Maintain: Validates the current ID-token and returns a
refreshed one if possible.

• Logout: This message tells the iframe to delete all
authentication information available in the browser for
user logout.

Application clients can handle the response waiting times
as they are required to provide a good user experience. After
receiving a valid ID-token from the iframe, it can be stored
as desired by the application. In the implementation case, it is
stored as a client-side cookie to start requesting values from
the IoT resources. Furthermore, a vital part of cross-domain
authentication is the prevention of security vulnerabilities
that can occur during the procedure. Passing the ID-token
to another application requires some validation by using the
origin of the post-messaging message. This topic is addressed
in subsection V-D. Regarding the implementation, no security
measures have been taken for this step to focus on the
authorization part of the system.

C. Token Expiration

Tokens play a major role in SSO solutions and their security
aspects We use asymmetrical cryptography to sign ID-tokens
and no metadata about its state is stored on the server side. The
signed tokens allow us to store immutable information inside
them. This property can be used to determine an expiration
time. Furthermore, we integrate a refresh mechanism that
allows users to be as secure as possible while reducing the
count of fresh authentications. The implementation uses an
extend-on-use approach by which an expired one can retrieve a
fresh ID-token within a specific time range after its expiration.
The time range can be adjusted depending on the security and
usability requirements.

Fig. 4: Sequence diagram of the token refresh flow (e.g., a
sensor as an IoT resource).

In Figure 4, we show the communication flow that happens
in the system if an IoT resource responds with an expiration
error. The client is informed of an ID-token’s expiration only if
it receives a message from the SSO-Service or an IoT resource
during authorization. The token validation in the system only
happens in the SSO-Service for simplifications. The client can
fetch the token’s public key from the SSO-Service to validate it
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and check its expiration date if required. Looking at Figure 4
the process starts with a normal IoT resource value request
using an expired ID-token that is still renewable. The process
during the authorization determining the token expiration is
explained in subsection IV-D. When the client knows that its
ID-token has expired, it will perform a maintain request to
the iframe as already discussed in section IV. The maintain
functionality of the iframe sends a maintain request to the
SSO-Service for the ID-token, which responds with a renewed
one. On success, the new ID-token is forwarded to the client
to move on with requesting values.

D. Authorization

Authorization features enable the system to verify the
identity and permissions of each user attempting to access
its resources [24]. The authorization process is performed
in the authorization endpoint of the SSO-Service. When a
user or a subject requests a resource (e.g., accessing an IoT
resource), all the data required to make a decision is collected
along the way - from dynamic information available to the
resource / PEP to threat intelligence systems that extend the
data using their output. The structuring of data and policies is
addressed in section V, where a more detailed explanation of
implementing the system-based ABAC is given. This section
provides a general flow of the data during an authorization
process (i.e., the basic authorization flow used in the system for
gathering the subject-, object-, and action-attributes). Subjects
and objects (resources) should be known from subsection II-A.
Action-attributes are a collection of data describing how a
subject attempts to access an object. This helps to keep the data
describing the operation separate from the data describing the
object itself. Just like object-attributes, action-attributes can
be defined by the resource. A common example of action-
attributes is read or write.

The authorization flow in the architecture typically starts
with access to a resource. The PEP located inside the IoT
resource uses the ID-token and the object/action attributes to
send them together as authorization requests to the service.
At this point, we append all the available dynamic data, like
request properties, to the request as a new attribute collection.
At the SSO-Service the evaluation process starts by evaluating
the attributes against policies that contain boolean conditions
referencing the contained attributes as detailed in section V.
Before the evaluation starts threat intelligence can be used
to extend the attribute collections by adding the outputs
of advanced learning algorithms. The subject attributes are
gathered by using the ID-token as a placeholder and reference
to load them from the SSO database. This procedure also
includes token validation to inform the resource if it sent
an invalid token directly. If one policy exists with all of its
rules evaluated to be true, access will be granted by sending
a successful response. A negative response will deny access
if no such policy has been found. Last but not least, the
resource processes the authorization response by performing
the requested operation or informing the client about the
reason for the rejection. In the case of IoT resources, a

measured value is returned on success. The whole procedure
is displayed in Figure 5.

Fig. 5: Sequence diagram of the authorization flow (e.g., a
sensor as an IoT resource).

V. IMPLEMENTATION

The well-known approach of attribute-based access control
(ABAC) [11], [25] serves as the fundamental concept for
building the requirements of the proposed system. In the
following, we discuss authorization features that align with
ZT principles and provide implementation details.

A. Attributes

The ABAC concept is based on the idea that every entity
capable of performing tasks has attributes that accurately
or sufficiently describe that entity. These attributes can be
static (i.e., the department of an employee, etc.) or dynamic
(i.e., the browser an employee uses for the current request).
To determine whether an entity can access a resource, we
require information about that resource. Therefore, we assign
attributes to resources as well. It is a common approach to
additionally include attributes for the type of access an entity
performs, as already discussed in subsection IV-D. Regarding
the representation, a collection of attributes can be expressed
as a simple JSON-object:

// Example subject attributes of an
// employee
{

"department": "development"
"securityLevel": 5
"hasTopEtageAccess": true

}

We use an attribute collection where each entry key rep-
resents an attribute name, and each entry’s value represents
the attribute value. However, the SSO prototype’s attribute
values are limited to string, number, and boolean data types.
This attribute collection does not specify how to determine
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whether an entity is authorized to perform an action based on
this information. Therefore, we need to create policies.

B. Policies

Policies are rules that define whether an entity is allowed to
perform a specific request or not. This decision is based on the
information, or in the case of ABAC, the attributes we know
from the request. In the case of the ZT-based SSO implemen-
tation, a policy is a list of unary or binary boolean expressions
called rules, which can include static values (string, number,
boolean) and, most importantly, references to attributes. The
following example shows a single policy consisting of two
rules; each rule is a binary expression, including an attribute
reference.

//Policy with 2 rules checking subject
//attributes.
[
"#subject_department == ’development’",
"#subject_securityLevel <= 5"

]

For the prototype implementation, a simple policy language
has been defined. Using this language, attributes of a collection
are addressed using the ”#” for the collection name and the
” ” for the attribute name. In the example above, the first
rule inserts the value of the attribute ”department” from the
”subject” collection on the left side of the equation during
evaluation. The language definition is detailed in section V.
A policy has a list of rules that can be evaluated as true
or false if applied to a specific set of attribute collections.
The whole policy is evaluated by combining all rule results
using a logical AND operation. By applying this procedure, a
policy is considered true if and only if all rules are true. This
way, policies act as positive logical gates. The example below
represents a complete authorization scenario.

// Attributes of the request:
// Subject attributes
{ "department": "development",
"secLevel": 5

}
// Object attributes
{ "type": "smartcity_measures",
"secLevel": 4

}
// Action attributes
{ "type": "read" }

// Policies:
1:[
"#subject_department == ’development’",
"#subject_secLevel >= #object_secLevel",
"#object_type == "smartcity_measures",
"#action_type == "read"
] // Evaluates to true

2:[
"#subject_department == ’development’",

"#object_type == "smartcity_measures",
"#action_type == "read"
] // Evaluates to false

The first policy result grants the subject the privilege to
operate. It is crucial to keep this definition in mind as a policy
must describe an authorization scenario accurately enough
so that not too many permissions are granted. If no further
measures are taken before a new policy is added to the system,
this problem can lead to a critical scenario, as a wrong policy
can make all other policies ineffective. This can be shown by
adding the following policy.

// Policy_03
[
"#subject_department == ’development’"

]

The above policy (i.e., Policy 03) evaluates to true when
the subject has the department ”development” no matter
which other attributes are included. This gives all subjects
with department ”development” full access to the system.
Nevertheless, such a problem belongs to the pitfalls that must
be mitigated by further checks when considering production
scenarios.

C. Prototype Implementation

A prototype6 is developed to show the feasibility and appli-
cability of the proposed approach. Figure 6 shows an example
to allow admins to configure the user’s static attributes. It is
important to specify the value type for each attribute. This
helps to maintain consistency and accuracy in the evaluation,
and ensures that all attributes are appropriately assessed.

Fig. 6: User attribute management.

Figure 7 shows the policy tool of the SSO-client. The figure
provides a visual representation of two distinct policies that
define the access control mechanism for a system. The first
policy, called root policy, is designed to act as a superadmin
rule that allows users with the attribute role and root value
unlimited access to the system features. This policy is partic-
ularly useful when a few users need complete control over the

6Zero Trust Single-Sign-On Framework using Attribute-Based Access Con-
trol, https://github.com/Fruit3r/zt abac sso framework
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Fig. 7: Administration tools for policies.

system, while others have limited access to specific features.
The second policy, called test policy, is a typical example of
a policy configuration that includes subject, object, and action
rules. This policy defines the specific actions that users with
different roles can perform on various objects in the system.
For example, it may allow users with the manager role to
create and modify records in a database, while users with the
viewer role can only view the records. Both policies have an
input field that allows users to add new rules, making them
flexible and adaptable to different scenarios. Overall, these
policies play an essential role in ensuring that the system is
secure and that users can only access the features that they
are authorized to use. Furthermore, the syntax required to
define basic rules can be described using a regular expression.
This regular expression is used to specify a set of characters
and patterns that determine the rules. In the following, the
available syntax to define basic rules is described by a regular
expression, and it is given below:

// Left side
ˆ((#(subject|object|action))_[a-zA-Z]
[a-zA-Z0-9]*)( )*

// Operators
(==|!=|<=|>=|<|>)( )*

// Right side
(((#(subject|object|action))_[a-zA-Z]
[a-zA-Z0-9]*)|\"[a-zA-Z0-9_@./#&+-]*\"
|[0-9]+|(true|false))$

The smart city client implements the application client as
a smart city feature as discussed in subsection III-A. The
implementation contains a UI to monitor sensors representing
IoT resources. The sensors are implemented as standalone
software in the prototype system. The interface is built to
add and remove running sensors for monitoring. The sensors
generate random values to simulate real measurements. The
smart city client displays the received values in time series
graphs. To illustrate this feature, an example of the user
interface is shown in Figure 8.

Fig. 8: Accessing sensor data.

D. Limitations and Future Work

The proposed framework and implemented prototype have
overlooked several aspects of building an experimental envi-
ronment. The system is still in the early stages of development,
and a few remaining topics for future work need to be
discussed. In the following, we discuss such challenges:

1) Authentication Host Validation: The current client mod-
ule is vulnerable to security breaches as it responds to every
maintain and logout message, regardless of its origin. Any
website can load the module into an iframe and steal a user’s
ID-token. Only trusted application domains registered by the
SSO should be allowed to communicate with the iframe to
prevent such an issue.

2) ID-token Scoping / Flow: The ID-token in the current
implementation poses a risk of universal authentication. If an
attacker steals one ID-token, they can access all the victim’s
applications. The solution is to add scopes to ID-tokens,
allowing only certain combinations of ID-token scopes and
secrets. This approach provides better control over the services
accessing the SSO.

3) Forced ID-token Invalidation: An attacker who steals
an ID-token can use it indefinitely under current systems.
Even a maximum refresh count can provide enough time for
significant damage. To prevent this, a timestamp of the user’s
last logout can be kept in the database. During authorization,
the issuing time of the ID-token can be compared to the last
logout time. Tokens issued before that time are rejected as
authentication proof.

4) Policy Model Enhancement: The current policy model
and rule syntax enable administrators to define authoriza-
tion scenarios only in a specific ”AND”-based logic manner.
Consequently, scenarios can occur where the current model
makes achieving a complex policy structure cumbersome.
Therefore, extending the possibilities of policy construction
plays a significant role in further development.

5) Threat Intelligence: The presented system is a prototype
and a proposal for a functional ZT environment. Learning-
based assessment using clearly defined dynamic attributes is
one of the most important parts that is up to future work for
creating a modern ZT ecosystem. This should be followed
by assessment strategies that enable effective policy definition
to detect malicious actors. ZT focuses on assessing users
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and entities acting as the smallest entity that can be con-
trolled individually. Therefore, we must build the information
required for authorization evaluation and behavior analysis
around the smallest individual in the system. This comes with
an advantage that is crucial for future implementations. An
attribute-based approach generates descriptive data structures
that can be adapted for learning techniques to connect modern
technologies to the system. To give an example, this archi-
tecture allows us to add another attribute collection called
environment to an authorization request, holding information
like the subject’s operating system. The SSO-Service can
pass this collection to a machine learning algorithm to add
another collection called rating, holding the algorithm outputs
as attributes. This collection can then be evaluated against the
known policy structure.

6) System Evaluation: Considering the possibilities for the
proposed architecture, evaluating the system’s applicability
and how well it performs compared to current approaches in
use is crucial. As this system is still in its infancy, applica-
bility tests and performance measurements are considered for
future development. The current architecture policy evalua-
tion remains the most intensive computing task considering
the architecture’s applicability. When enhancing the system
with threat intelligence components, it is crucial to perform
performance investigations of state-of-the-art technologies.

VI. CONCLUSION

Digital environments are becoming more complex revealing
the limitations of traditional security models. Meanwhile, the
ZT paradigm provides a more adaptable and robust security
framework compared to traditional security models. Therefore,
our paper presented a ZT-based Single Sign-On (SSO) frame-
work with Attribute-Based Access Control (ABAC). The de-
veloped prototype demonstrates the proposed framework’s fea-
sibility and potential applicability within a smart city context.
Nevertheless, this paper represents only a small step toward
operationalizing the framework. In future work, we plan to
provide a comprehensive technical framework, encompassing
both technical and architectural aspects.
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