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Abstract—In the rapidly evolving digital business landscape,
organizations increasingly need to collaborate across boundaries
to achieve complex business objectives, requiring both efficient
process coordination and flexible decision-making capabilities.
Traditional collaboration approaches face significant challenges
in transparency, trust, and decision flexibility, while existing
blockchain-based solutions primarily focus on process execution
without addressing the integrated decision-making needs of col-
laborative enterprises. This paper proposes BlockCollab, a novel
model-driven framework that seamlessly integrates Business Pro-
cess Model and Notation (BPMN) with Decision Model and Nota-
tion (DMN) to standardize and implement collaborative business
processes and decisions on permissioned blockchain platforms.
Our approach proposes a multi-party collaboration lifecycle sup-
ported by BlockCollab, and automatically translates integrated
BPMN-DMN models into smart contracts(SCs) compatible with
Hyperledger Fabric, enabling privacy-aware multi-organizational
process execution through blockchain-based Attribute-Based Ac-
cess Control (ABAC). The framework introduces three key inno-
vations: (1) a standardized method for modeling collaborative
processes and decisions using integrated BPMN-DMN model,
(2) an automated SC generator that preserves both process
logic and decision rules while maintaining privacy constraints,
and (3) a hybrid on-chain/off-chain execution environment that
optimizes collaborative workflows through secure data transfer
and external system integration. Experimental evaluation across
11 real-world collaboration scenarios demonstrates that our
approach achieves 100% accuracy in process execution. Further-
more, an analysis of various execution processes highlights the
strong practical applicability and reliability of our approach.
The proposed framework includes an open-sourceﬂ third-party
collaboration platform based on blockchain.

Index Terms—BPMN choreography, blockchain, enterprise
collaboration, Decision Model and Notation (DMN), Model
Driven Architecture(MDA), code generation.

I. INTRODUCTION

A. Background

N the rapidly evolving landscape of contemporary busi-
ness, collaboration has emerged as a fundamental pillar of
organizational success. The intricacies of modern economic
activities render it impossible for any single organization
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to autonomously address all business requirements. Inter-
organizational collaboration facilitates the efficient integration
of resources, bolsters competitive advantages, and catalyzes
the development of innovative business models.

process in which each organization participates and com-
pletes its tasks to form the entire workflow.Business processes
and decisions are two pivotal elements[1]]. Business processes
delineate the specific steps of each organization must execute
within the collaborative framework to achieve shared business
objectives. A business process consists of multiple activities,
a subset of which represents decisions [2]. The prpgression of
the process is contingent upon the outputs of these decisions.
Business decisions in organizational collaborations transcend
the boundaries of individual entities. While modifying busi-
ness processes incurs substantial costs and thus occurs infre-
quently, business decisions exhibit a higher degree of volatility,
frequently adapting in response to myriad internal and external
factors.
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Fig. 1. Inter-organizational collaboration with Blockchain

Organizational collaboration traditionally operates in two
main modes: centralized and distributed, each significantly
influencing process execution and decision-making across col-
laborating entities. A central authority orchestrates business
processes and heavily influences key decisions, establishing
collaborative processes and significantly impacting the entire
network. Conversely, the distributed mode allows for more
autonomous process management and decentralized decision-
making by individual organizations, aligning with collabo-
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rative goals. However, both collaboration modes exhibit in-
herent limitations that affect process execution and decision-
making. In the centralized mode, the central authority may be
susceptible to power abuse, potentially exhibiting favoritism
towards certain entities, thereby undermining the equilibrium
and equity of the collaborative ecosystem. In the distributed
mode, while mitigating centralized control issues, presents
challenges in collaboration efficacy. Participants’ inability to
observe the actions of their counterparts can engender com-
munication barriers and decision-making latencies, impacting
the overall business process flow.

The blockchain technology has introduced a novel mode of
inter-organizational collaboration, fundamentally altering the
landscape of business interactions. In this mode, participants
operate without reliance on a centralized authority, benefiting
from unprecedented transparency throughout the collaborative
process. It also provides an immutable record of decision-
making activities among organizations [3]]. Blockchain imple-
ments a decentralized trust mechanism through its distributed
ledger and consensus algorithms. This architecture enables
participants to independently verify and irreversibly record
transactions, ensuring data transparency and integrity [4]. Fur-
thermore, blockchain’s chaincode can facilitate the encoding of
collaborative processes and decision logic into self-executing
code, triggered under pre-defined conditions to significantly
enhancing the efficiency of inter-organizational workflows.

As shown in Fig. [} this is a blockchain-based inter-
organizational collaboration approach, supporting distributed
business processes and decisions. A collaborative ecosystem
comprising three distinct organizations, united by a shared
business goal. Within this ecosystem, each organization au-
tonomously executes its private business processes [3] and
manages its heterogeneous physical resources. The inter-
organizational interaction is facilitated through blockchain-
supported public collaborative processes and decision-making
mechanisms. This architectural approach effectively disman-
tles traditional organizational data silos, resulting in a marked
enhancement of collaboration efficiency and a significant in-
crease in operational transparency.

B. Motivation

While blockchain technology offers a robust infrastructure
for inter-organizational collaboration, effectively modeling and
managing collaborative processes and decisions within this
new mode presents its own set of challenges. To leverage the
full potential of blockchain in organizational collaboration,
it is crucial to have a standardized method for describing
and designing collaborative business processes. This is where
Business Process Modeling and Notation (BPMN) [6] comes
into play, serving as a bridge between the conceptual under-
standing of collaborative processes and their implementation
on blockchain platforms. The integration of blockchain
technology with BPMN-modeled processes has introduced
new paradigms of security and transparency in executing
interacting business processes [7].

Complementing BPMN, the Decision Model and Notation
(DMN) [1] offers a standardized methodology for modeling

decisions, their requirements, and dependencies, distinct from
the processes flows [7]. This separation of concerns has gained
traction in traditional process execution environments, with
established BPMN engines such as Camunda [8]] and Activiti
[9] integrating DMN as their decision modeling framework
to automate decision processes. Combining BPMN with a
decision engine facilitates a clear delineation between business
processes and decisions. This segregation confers significant
advantages: it allows for agile modifications to decision logic
in response to evolving business conditions without necessi-
tating alterations to the underlying process structure. Further-
more, it simplifies BPMN process modeling by eliminating
the need for redundant gateway constructs. However, in the
context of blockchain-based process execution, there is a
notable absence of methodologies for implementing DMN-
modeled decisions in conjunction with BPMN processes.

To implement the aforementioned process and decision in a
blockchain environment, developing a Web3.0 Decentralized
Application (DApp) is essential. DApps have become the pri-
mary solution for achieving multi-authority business processes
in this new web era [10]. However, the complex architecture
of decentralized DApps, including on-chain, off-chain, and
hybrid on-chain/off-chain components (connectors), makes
their development challenging [10]. Therefore, a model-
driven approach (MDA) is crucial for constructing products
compatible with blockchain platforms [[10]. The primary goal
of MDA is to achieve interoperability across tools and es-
tablish the long-term standardization of models in popular
application domains [11]. This approach can guide us in
standardizing organization collaboration models, simplifying
SC development and the setup of on-chain and off-chain
environments. Additionally, the integration also presents novel
challenges, particularly in translating BPMN models into
blockchain-compatible implementations. Recent studies have
explored the generation of SC code from BPMN choreogra-
phy or collaboration diagrams, aiming to ensure trustworthy
execution of collaborative processes [4, [12H16]. These studies
primarily employ a model-driven approach to generate SC
code that supports blockchain execution, thereby automating
processes, enhancing developer efficiency, and reducing the
risk of errors introduced by software developers. Despite
these advancements, a significant limitation in the current
body of literature is the predominant focus on permissionless
blockchain platforms (e.g., Ethereum [17]]). Comparatively
little attention has been given to permissioned blockchains
(e.g., Hyperledger Fabric [18]), which offer superior privacy
features and are generally more suitable for organizational
collaborations. Consequently, the additional complexity in-
troduced by the underlying infrastructure of permissioned
blockchains in SC development, especially when derived from
BPMN models, has been largely overlooked [[19]. This gap in
research presents an opportunity to explore how BPMN can
be more effectively utilized in the context of permissioned
blockchain-based collaborative processes.

C. Contributions

This work presents the BlockCollab model-driven frame-
work and its corresponding lifecycle for multi-party collab-
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Fig. 2. The lifecycle for multi-party collaboration supported by BlockCollab

oration(as depicted in Fig. [2), which integrates collaborative
processes, decision-making, and blockchain technology. It uti-
lizes a model-driven approach to model collaborative processes
and decisions, generate SC code, and design a heterogeneous
on-chain and off-chain environment architecture. The key
contributions of this paper are summarized as follows:

1) A standardized business collaboration modeling
method that integrates DMN with the BPMN chore-
ography model for modeling business processes and
decisions in multi-organizational collaborations. This
addresses the need for a standardized method to de-
scribe and design collaborative business processes and
decisions in a blockchain context.

A SC Translator translates integrated BPMN-DMN
business models into Hyperledger Fabric SC code, en-
abling the execution of multi-instance collaborative busi-
ness processes and decision execution. At the same time,
managing collaborative identities based on blockchain
Attribute-Based Access Control (ABAC).

An extended method based on [20] is proposed for
constructing an innovative hybrid on-chain and off-
chain execution environment. The hybrid environment
provides: 1) a collaboration model to ensure participants
clearly understand their roles and map physical resources
to optimize the construction of the environment; 2) a
blockchain-based on-chain and off-chain environment
using Hyperledger Fabric and InterPlanetary File System
(IPES); 3) a connector that links on-chain and off-chain
systems, supporting smooth integration with external

2)

3)

business leaders

systems; 4) Integration with an Oracle, bridging the gap
between reality and blockchain.

4) A fully open-source blockchain-based third-party
collaboration platform that incorporates the proposed
methods and environments.

II. METHOD
A. Lifecycle of the Blockchain-Based Collaboration

This section presents a comprehensive lifecycle for
multi-party collaboration, integrating collaborative processes,
decision-making, and blockchain technology. The lifecycle
consists of seven stages (as illustrated in Fig. 2, each ad-
dressing specific aspects of collaboration implementation and
execution.

The Negotiation-Based Collaboration phase initiates the
collaborative journey, typically driven by one or several
organizations within the supply chain. During this phase,
organizational leaders and strategic decision-makers engage
in comprehensive negotiations to establish the foundation
for collaboration. They focus on defining clear roles and
responsibilities, establishing governance frameworks, and de-
termining benefit distribution mechanisms across participating
organizations. This critical phase culminates in formal agree-
ments that outline collaboration objectives, success metrics,
and operational parameters, ensuring all parties have a shared
understanding of their commitments and expected outcomes.

The Environment Construction phase (Sect. fo-
cuses on establishing the technical infrastructure necessary for
blockchain-based collaboration. Operations and maintenance
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staff from each organization collaboratively create a distributed
environment, starting with the setup of collaborative identities
on the third-party platform, allowing organizations to initi-
ate a consortium and invite other participants. Subsequently,
technical teams configure the Hyperledger Fabric environment,
concluding with the installation of essential SCs and estab-
lishing off-chain infrastructure, comprising IPFS clusters and
Hyperledger Firefly connectors.

During the Collaborative Business Modeling phase
(Sect. [lI-B), business process modelers and domain experts
from participating organizations work together to transform
the negotiated agreements into formal process and decision
models. They utilize the platform’s BPMN choreography tools
to design collaborative processes and DMN tools to model
decision rules. These models undergo thorough validation with
stakeholders to ensure they accurately reflect the agreed-upon
collaboration parameters. Once all organizations accept the
models, they are uploaded to the platform, serving as the
foundation for subsequent implementation phases.

The SC Generation and Deployment phase (Sect.
transforms the business models into executable SCs. SC de-
velopers utilize the SC Translator component to convert the in-
tegrated BPMN choreography and DMN models into suitable
Fabric SC(chaincode). Following Fabric’s guidelines, organi-
zations deploy these SCs according to predefined endorsement
rules, typically following a majority consensus model. This
deployment process includes packaging, installation, approval,
and commitment operations, with each organization’s approval
of the installed SCs signifying their acceptance of the con-
tract’s content and readiness for automated execution.

The Instance Creation phase enables the practical ap-
plication of the choreography model through multiple in-
stances, enhancing model reusability. Business leaders from
each organization can create various instances of the BPMN
choreography after its transformation into SCs. Each instance
requires careful configuration, including participant binding
and DMN association. The participant binding can specify
either individual participants or groups meeting certain ABAC
conditions, while DMN binding must conform to the BRT-
defined inputs and outputs specified in the BPMN. This flex-
ibility allows for process consistency while accommodating
variations in participants and decision rules, supporting the
dynamic nature of business operations.

During the Collaboration Process and Decision Execution
phase, process operators and business users actively engage in
executing the configured instances. The platform’s Ul interface
provides real-time visibility into process progress, allowing
participants to input message content directly through the
platform. Organizations can also integrate SC APIs with their
internal ERP systems to streamline process advancement. This
phase represents the operational heart of the framework, where
the designed collaboration actually takes place and delivers
business value.

During the Audit phase, auditors can utilize the query
functionality provided by Firefly to access data stored both
on the blockchain and off-chain in IPFS, enabling the review
of data related to each process instance and decision.
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Fig. 3. BPMN choreography modeling elements

B. Standardized Business Collaboration Modeling Method

This section presents a standardized method for model-
ing collaborative processes and decisions using an integrated
BPMN-DMN approach(Sect. [M-B2). A supply chain
scenario is provided as an example to demonstrate the example
of this model(Sect. [[I-B3).

1) BPMN choreography modeling elements: BPMN di-
agrams are widely recognized as the standard for modeling
processes across organizations [16], aimed at being com-
prehensible to a diverse group of business stakeholders in-
cluding business analysts, technical developers, and process
managers [[19]].

An introduction to the four types of BPMN diagrams is
provided in Appendix A-A. The Choreography diagram is
chosen for its effective representation of autonomous and
egalitarian interaction patterns among organizations. The focus
is on the sequence of message exchanges and interactions
among multiple participants, rather than processes controlled
by a single entity. Therefore, this paper focuses on the most
common elements in Choreography diagram to describe the
collaborative processes among multiple organizations based on
blockchain technology, these elements are shown in the dotted
line part of the Fig. [3| All interactions are explicitly recorded,
allowing each participant to view the complete process state
and history, thereby establishing trust across organizations.
Additionally, this paper introduces the Business Rule Task
(BRT) from the collaboration diagram to represent decisions
as activities in the process.

The definitions of Events, Flow, Gateways, and Tasks
have been elaborated in the previously paper [20] and are
not reiterated here for brevity. The definition of message
used in this paper follows that in our earlier work, as shown
in the upper right corner of Fig. 3] Each message contains
multiple fields, where each field’s parameter defining its name,
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Fig. 4. Example of Modeling a Supply Chain Scenario Using Integrated BPMN-DMN Models

description, type and whether it is required. Supported types
include basic JSON types (boolean, string, number) and file.
The type of each field in a message is validated during runtime
to ensure data conformance to the specified type.

A BRT provides a mechanism for the process to provide
input to a business rules engine and to get the output of
calculations that the business rules engine might provide [6].
A BRT is linked to a DMN Decision Requirements Diagram
(DRD), which illustrates how key elements of decision mak-
ing, such as domains of business knowledge, sources of busi-
ness knowledge, input data, and decisions, are interconnected
within a dependency network. The corresponding DRD can be
binded with the BRT at the instance creation phase of a BPMN
choreography diagram, rather than at the modeling stage, to
support the upgrade and replacement of runtime decisions.
However, when modeling BPMN choreography, it is necessary
to specify the input and output data formats of a BRT to
ensure that the replacement and upgrade of decisions comply
with the flow of the BPMN diagram; otherwise, it will affect
the subsequent process activities based on the output of the
decision.

2) DMN: While DMN is essentially independent of BPMN
and can function separately, it is also compatible for combined
use. In our approach, we integrate BPMN with DMN to
enable automated decision-making. One method for achieving
automation is through “decision services (DSs),” which are
deployed from a Business Rules Management System and
invoked by a Business Process Management System (BPMS).
These DSs encapsulate DMN-supported decision logic and
provide interfaces that correspond to subsets of inputs and
decisions within DMN. When invoked with a set of input

data, the DS evaluates the specified decisions and returns the
outputs. To implement this, we have designed a Java chaincode
(SC) as DS that runs Camunda’s DMN execution engine ﬂ

The key DMN elements adopted in this study and meaning,
as shown in the Appendix Sect. A-B, focus on specifically
Decision and Input Data, to enable automated decision-
making within multi-party organizational collaboration pro-
cesses. Only the essential DMN elements are implemented,
as the primary requirement is to ensure reliable execution of
decision rules based on data generated during collaboration,
with outcomes designed to be accepted by all involved parties.

The entire DRD input is provided by a BRT, which also
receives and records the decision results in the process data.
As shown in the lower right corner of Fig. 4 a BRT must
specify multiple inputs and a single output. The input data
serve as inputs to the DMN execution engine and are derived
from the message data of the preceding choreography task
by selecting a specific field from the message. Such data,
classified as public decision data (visible to all parties in the
collaborative choreography process), is automatically recorded
in the SC and is no longer private (restricted visible to the
sender and receiver). The output also requires specifications
for its name, description, and type, as the following gateway
branches will determine the execution path based on the output
values.

3) Case: As shown in Fig. 4| this scenario describes a
supply chain involving multiple organization, further expanded
from requirements extracted from the paper [21]. The BPMN
choreography diagram displays a complex supply chain man-

Zhttps://github.com/camunda/camunda-engine-dmn
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Fig. 5. Hybrid On-Chain and Off-Chain Environment

agement process involving multiple organizations, including
Bulk Buyer, Manufacturer, Middleman, Supplier, and Special
Carrier, who collaboratively complete a business process for
product exchange. The process initiates when the Bulk Buyer
places an order for goods, triggering a sequence of coordinated
activities across the supply chain. Upon receiving the order,
the Manufacturer requests supplies from the Middleman, who
then orchestrates the forwarding of supply and transport orders
to the Supplier and Special Carrier, respectively.

In the BPMN choreography, the “Priority Decision” BRT
follows the Special Carrier’s request for details from the
Supplier. This task involves assessing the urgency and volume
of the order to determine the priority of transport. Additionally,
the priority is adjusted based on the Supplier’s reputation. The
details of this DMN are shown in Fig. @ This DMN includes
two Decisions, where the “Initial Priority Decision” acts as
a sub-decision to the “Final Priority Adjustment Decision”.
The final output of the DMN, the transport priority, is then
fed back into the choreography diagram to guide the process
advancement.

C. Hybrid On-Chain and Off-Chain Environment

This article supports a hybrid on-chain/off-chain execution
environment to support the operation of generated SCs, which
includes the following components: (1) A collaborative iden-
tity model based on organization, consortium, membership,
user and environment. (2) A physical resource construction
for on-chain and off-chain environment. (3) A connector built
on Hyperledger Firefly [22]]. (4) Oracle that connects reality
with blockchain

1) Collaborative identity model: To ensure that each par-
ticipant in the multi-party collaboration process clearly under-
stands their role and responsibilities, and to enable the map-

ping of physical resources when constructing the collaborative
environment based on blockchain, we propose the collabora-
tion identity model shown in the upper corner of Fig. [5] Our
previous work [20] introduced the concepts of Organization,
Consortium, Membership, and Environment entities. In this
paper, we add the User entity, a more granular concept within
each Membership, allowing for precise identification down to
individual participants.

We illustrate the above concepts through a specific example
shown in Fig. ] An Organization refers to an independent
entity or institution, such as Toyota. Toyota as a manufacturer
connects various upstream and downstream organizations to
form a Consortium aimed at achieving shared business objec-
tives through collaboration. A Membership is the identity of an
Organization within a Consortium, representing its status and
role there. An Organization may hold different Memberships
across various Consortium. For example, Toyota acts as a
Manufacturer in consortium1 but holds a Buyer membership in
consortium?2. Environment is a hybrid on-chain/off-chain setup
built to enable trusted collaboration through blockchain. This
section primarily introduces the design supports a DApp en-
vironment for multi-party collaborative operations, including
on-chain and off-chain physical resources.

For the on-chain layer, we deploy Hyperledger Fabric,
an enterprise-grade blockchain platform that enables secure
and customizable collaboration [|18]]. The Fabric network ar-
chitecture consists of two main types of nodes: Peer nodes
and Orderer nodes. Peer nodes are responsible for storing
blockchain data, executing SC(chaincode) logic, and validating
transaction proposals, while Orderer nodes sequence validated
transactions into blocks and broadcast them to all Peer nodes.
Furthermore, Fabric supports configurable policies that define
which peer nodes are required to participate in consensus for
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each blockchain transaction execution.

In the environment setup, our approach creates a Fabric
network with a single orderer node running in solo mode to
provide ordering services. One peer node is assigned to each
membership. This is crucial because each membership must
operate a peer node to validate SC executions and participate
in consensus, thereby ensuring confidence in the blockchain
execution results. By default, the consensus policy is set to
the majority rule, requiring support from most members to
validate and confirm the execution outcomes.

Additionally, Hyperledger Fabric employs an access control
mechanism based on X.509 certificates, which serve two pri-
mary functions: 1) identity verification during SC invocation,
and 2) TLS authentication for secure communication between
nodes. To facilitate this, we establish a Certificate Authority
(CA) for each membership to issue certificates for their nodes
and users.

The entire on-chain environment setup in this work is
developed based on Hyperledger Cello [23]], which serves as
a blockchain provision and operation system. Given that the
new version of Hyperledger Cello is still under development
and its functionalities are not yet fully matured[24]], this paper
has enhanced its capabilities for supporting Fabric CA and SC
deployment.

For the off-chain layer, in order to alleviate the problem
of transporting large amounts of data within the blockchain,
the IPFS [25] serves as the central data repository, with data
hashes utilized as descriptors in the blockchain to represent the
actual data. By deploying an IPFS Node for each membership,
a consortium-owned IPFS cluster is established, providing a
robust and secure data source with high availability.

2) The connector linking on-chain and off-chain: The
Connector in our design functions as a bridge, integrating on-
chain and off-chain resources to achieve specific functional-
ities that address challenges inherent in blockchain systems.
These include delivering events to the external world, enabling
convenient SC invocation, and handling data exchange effi-
ciently and safely.

To achieve these objectives, we primarily use Hyperledger
Firefly in our system by setting up a Firefly SuperNode for
each membership. Each Firefly Supernode registers a client
type certificate with a certificate Authority (CA), enabling it to
interact with the blockchain as a user within the membership.
These nodes are interconnected to form a Private Data Bus,

which facilitates off-chain data exchange and provides access
to SCs on the blockchain through Event Bus and the SC API
Invoker.

To facilitate the integration of blockchain-based SC ap-
plications into each organization’s existing systems, we use
the FireFly Interface (FFI) format to provide a common,
blockchain-agnostic description of the SC, as shown in the
yellow section of Fig. [6l When the SC code is generated from
BPMN choreography, an FFI file is also created. The feature of
FireFly’s registration API then generates an HTTP API for this
SC, complete with an OpenAPI Specification and Swagger UL
Once created, each organization will have its own API URL
for the SC, enabling them to respectively invoke the SC.

In a decentralized system, each organization must run its
own applications, integrating the shared state of the SC with
its private data and core systems. Therefore, an Event Executor
is needed to continuously monitor blockchain events and sync
these changes to the organization’s private application state
database. To enable this, we have integrated FireFly’s Event
Bus feature, as shown in the orange part of Fig. [6] The
Event Bus can capture all events in blocks, categorize them
by topic based on specific fields in the event messages, and
provide a subscription service to notify external systems of
selected events. Each organization can register listeners and
subscriptions to monitor events of interest and execute custom
business logic within the Event Executor.

In multi-party collaboration scenarios, the ability to ex-
change private data is essential. Private data interaction is the
primary communication mode for many organizations today,
where one party sends data to another through a secure,
mutually agreed-upon channel. In Firefly, the Private Data Bus
component facilitates this private data exchange, as illustrated
in the purple part of Fig. [6| During the Instance creation
phase, membership is associated with participants in BPMN
Choreography. In the Collaboration and decision execution
phase, the Private Data Bus’s private send function is triggered
to enable off-chain private message exchanges between the
Initiator and Recipient in BPMN, while also storing proof on-
chain. This approach ensures message confidentiality while
maintaining transparency in the collaborative process.

3) Oracle connects reality with blockchain: To enable SCs
to access off-chain data, our method integrates an Oracle,
which links the blockchain to external data sources. Part of the
Oracle operates on-chain to handle requests, while another part
works off-chain to collect and validate data. While typically
used to retrieve off-chain data, we also consider a reverse
oracle mode that supplies on-chain data externally.

Data flow through Oracles is generally classified into four
patterns, based on data direction and request initiation [26]:
Inbound and Outbound Oracles, which indicate the data’s
movement to or from the blockchain, and Pull-based and
Push-based request models, which specify how requests are
triggered.

o Pull-based inbound Oracle: The SC requests data from
the oracle, which fetches it from an off-chain source.

o Push-based inbound Oracle: Oracle watches for any
sort of changes in a particular off-chain data source.
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Fig. 7. The implementation architecture of Oracle in this paper

o Pull-based outbound Oracle: When an off-chain re-
source needs to query data from the blockchain, it re-
quests the data from the on-chain data source.

o Push-based outbound Oracle: The SC monitors the
blockchain for changes and informs the off-chain re-
source.

In our implementation, we need to store and retrieve data
from an IPFS cluster and provide off-chain data access.
Thus, we implement Push-based Outbound Oracle, Pull-based
Inbound Oracle, and Pull-based Outbound Oracle to support
our system.

Fig. [7| illustrates our Oracle mechanism, which operates
through a collaborative framework between the Oracle SC
and Oracle Executors, enabling seamless data storage and
retrieval on IPFS. The Oracle SC processes requests from
other BPMN SCs on-chain and broadcasts events to off-
chain Oracle Executors, which handle data retrieval or storage
depending on the event type. To maintain data integrity, only
entities with system membership are authorized to perform
write operations, while data queries remain accessible to all
SCs.

The Oracle SC is designed as a independent SC, adaptable
across different SCs for data retrieval and storage in IPFS.
It provides two primary methods: saveData and fetchData.
The saveData method receives data and a key, emits an event
with the data content, and waits for the Executor to store the
content and upload the corresponding CID for record-keeping.
The fetchData method accepts a query with a record ID and
callback method as parameters, emits an event for the Executor
to retrieve data from IPFS, and invokes the callback with the
requested data.

As shown in Fig. [/| our implementation of these Oracle
patterns enables essential system functions. The Push-based
Outbound Oracle (left) uses the saveData method to transfer
data from on-chain to off-chain. The Pull-based Inbound Or-
acle (right) retrieves off-chain data on-chain via the ferchData
method. The Pull-based Outbound Oracle (center) provides
external users with on-chain data access through an API.

D. Smart Contract Generate Method

To support the execution of the BPMN and DMN hybrid
model proposed in Sect. a methodology is presented
for mapping the business model into SC. This methodology
comprises three main parts: 1) Implementing collaborative de-
cisions execution utilizing a DMN decision engine to support
complex and configurable decision logic; 2) Employing ABAC
methods; and 3) Collaborative business processes execution
based on a state machine approach.

1) Decison service (DS) to support decision execution:
According to the design in Section [[I-B] this paper implements
a DS for SC (hereafter referred to as DMN SC). Given
the input data defined in the BPMN choreography BRT, it
calculates and provides outputs based on the specified DMN
decision models. In addition to executing decision outcomes,
the DMN SC must also record the process data of each
decision (inputs, outputs, and the unique ID of the DMN)
and store it on the blockchain. This serves as the universally
recognized decision outcome among organizations, facilitating
auditors in tracing the origins for future audits.

Since many traditional DMN engines (such as Drools [27])
support the execution of DMN which are written in various
languages, this paper does not develop a new SC to parse and
execute DMN from scratch. Moreover, as the Fabric platform
officially supports SC in Go, Java, and JavaScript, this paper
integrates a lightweight, open-source DMN engine written in
Java: the Camunda DMN engine.

A DMN file may contain highly complex decision logic,
making it too large to store directly on the blockchain. There-
fore, in our method, the DMN content is stored off-chain, with
retrieval and upload occurring only during execution. During
the instance creation phase, users must bind a DMN to each
BRT, which is saved to off-chain IPFS using a Push-based
outbound Oracle through the saveData method, resulting in
a CID recorded within the Oracle SC, as shown in Fig.
Additionally, a hash digest of the DMN content is calculated
and saved on-chain to ensure data integrity.

In the Execution Phase, when a BRT element becomes ac-
tive, the actual DMN content and input data are provided. Also
illustrated by Fig. [/} by invoking the fetchData method, a Pull-
based inbound Oracle is activated to retrieve the DMN content
using the CID recorded during the instance creation phase.
The hash digest is then recalculated to verify consistency with
the previous hash, ensuring data integrity. Once verified, the
DMN content and input data are passed to the DMN SC, where
the decision logic is executed, producing the desired decision
result.

2) Collaborative Identity = Management based on
Blockchain ABAC: In our method, collaboration relies
on the coordinated actions of all participating organizations,
each of which must define and take responsibility for
its specific role and related tasks. Only the designated
organization may execute the tasks associated with its role.
For instance, in the Supply Chain scenario illustrated in
Figure [ the organization in the Middleman role is solely
authorized to perform tasks like ”Supply Order Forwarding”
and “Transport Order Forwarding”. Additionally, custom
restrictions, such as requiring the task invoker to have at least
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ten years of experience, may apply. A mechanism is therefore
needed to enforce these requirements.

The blockchain platform used in our work, Hyperledger
Fabric, provides access control to limit Peer Node access
and permissions to modify chaincode across the network
by requiring an X.509 certificate to verify the Membership
Service Provider (MSP). However, it lacks a participant-level
access control mechanism. To address this, we introduce an
ABAC method to regulate access to SCs and their instances.

ABAC is a policy-based access control mechanism that de-
fines access based on user, resource, and contextual attributes.
Our method uses information from the X.509 certificate, which
includes MSP and embedded attributes from issuance. During
instance creation, role-specific restrictions in the BPMN such
as organizational assignment and requirements like minimum
age or experience must be defined. Before modifying the
blockchain state in Execution, each task invocation undergoes
access control verification, as shown in Algorithm 1 in Ap-
pendix, ensuring authorization for each task.

3) State Machine Based Workflow Control: As mentioned,
organizations collaborate by executing tasks within the same
SC, but what content does the SC provide? Our approach
identifies three primary objectives to fulfill through the SC
generation method: 1) providing methods to ensure that pro-
cesses advance in the correct order as defined in the BPMN
choreography, 2) enabling message exchange and validation
between two organizations, and 3) supporting the execution
of BRTs with off-chain DMN content.

To achieve these objectives, our approach proposes a
method for transforming the integrated BPMN-DMN models
into executable SC. As shown in Figure the extended
BPMN choreography is parsed into a Directed Acyclic Graph
(DAG), where each element is converted into a finite state
machine (FSM) with three or four states. These FSMs are then
organized according to the choreography’s topology. Using the
DAG, we analyze metadata, including Hook Code and Frame
Code, which are combined with element templates to produce
the final SC. To maintain the sequence of process, our

State
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approach manages the extended BPMN choreography through
states within elements and workflows between elements. In
our method, each element in the model is constructed as
an FSM with at least three states: Disabled, Enabled, and
Completed. Additional states are introduced as needed, which
are discussed further below. As illustrated in Algorithm. 3 in
Appendix, each method template includes a state check to
ensure the current element is in the Enabled state, preventing
out-of-order execution.

At a higher level, these elements together form a global
FSM, where Sequence Flows and Gateways regulate the order
of individual FSMs. Generally, Sequence Flows dictate the
primary workflow sequence, while Gateways manage more
complex flow patterns.

e Parallel Gateways serve dual roles: splitting and merging.
In the splitting role, all outgoing sequence flows are
enabled when the element is completed. As a merger,
the gateway enables the outgoing sequence flow once all
incoming flows are completed.

o Exclusive Gateways also function in two roles. As a
splitter, it enables sequence flows based on conditions;
as a merger, it activates the next sequence flow once
any incoming flow is completed. In our method, we use
conditional expressions in sequence flows to represent
complex decision policies within Business Rule Tasks
(BRTs).

e Event-based Gateways provide unique functionality by
enabling sequence flows based on triggered events. How-
ever, selecting one sequence flow deactivates the others.

Effective message exchange is achieved through a process
involving data credential upload and message content verifi-
cation. In the first phase, the message sender pre-stores the
message in the Private Data Bus, generates a message hash
as proof, and uploads this hash to notify the receiver. In the
second phase, the receiver retrieves the message content using
the hash, verifies it, and, if valid, confirms the message. To
support this process, the message element includes four states
instead of three, with an additional “Wait for Confirm” state
indicating that the message is pending confirmation from the
receiver. These two phases are implemented with two template
methods, Message and MessageConfirm.

The process of fetching DMN content is handled similarly
through a two-part process, corresponding to two template
methods shown in Algorithm. 2 in Appendix: BusinessRule-
Task and BusinessRuleTaskCallback. The former triggers an
event in the Event Bus, activating the Pull-based Inbound
Oracle to retrieve the DMN content. Subsequently, the Or-
acle Executor invokes BusinessRuleTaskCallback. Within the
callback, the DMN content is verified against the content pro-
vided during instance creation. Decision-making parameters
are then extracted from the instance context and input into the
DMNEngine SC to reach a decision. To support this process,
an additional “Wait for Callback” state is added to the BRT
element.

We then integrate these three design components to generate
the SC through a structured two-pass iteration. As shown in
Algorithm. 2 in Appendix, the model is first parsed into a DAG
and processed with the GenerateHooks function to analyze
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TABLE I
QUALITATIVE COMPARISON OF METHOD AND RELATED WORK FEATURES

. Oracle Complex
MED Blockchain BPMN Data External Decision Access Feature
Research Platform Model Inbound  Inbound Outbound Outbound Privacy Integration . Control
Push Pull Push pull Making
BlockCollab Fabric Choreography X v 4 v Off-Chain Restful ~ Gateway, ABAC Integreated BaaS
Data Bus API DMN
CaterPillar [28]  Ethereum Collaboration X v 4 v N/A Restful ~ Gateway Account SubProcess
29| API Based
Lorikeet [30. Ethereum Collaboration X v v v N/A N/A Gateway Account  Asset Management
31 Based
UBPM [4] Ethereum Choreography X v 4 v Encrypting N/A Gateway Account
Payload Based
ChorChain [15!  Ethereum Choreography X X X v N/A N/A Gateway Account Auditing Feature
32) Based
FlexChain [33. Ethereum Choreography X X X v N/A N/A Gateway Account Drools-based state
34) Based checking
MultiChain [12]  Ethereum, Choreography X X X v N/A N/A Gateway ABAC Support Two
Fabric Blockchain
ECBS [35] Fabric Collaboration X X X v N/A N/A Gateway  MSP Process Engine
instead of SC
Generation
IBC [20] Fabric Choreography X X X v Off-Chain Restful ~ Gateway = MSP Integrated BaaS
Data Bus API

the topology of each element. This process produces Hook-
Code”—code segments embedded within template methods at
predefined positions, enabling customized transitions between
states. In the second pass, the model is parsed again to
assemble methods for each element using method templates.
Finally, the template code and corresponding HookCode are
then combined to produce the executable SC.

III. EXPERIMENT
A. Qualitative Comparison

To highlight the differences between our method and related
work, we reviewed these studies and selected specific func-
tional features as comparison criteria, allowing us to evaluate
our approach and others within the same framework.

After synthesizing these works, we identify a set of common
criteria for critique. Blockchain Platform denotes the specific
blockchain technology on which each work is based or com-
patible. BPMN Model indicates the BPMN diagram type used
to model collaborative processes. Oracle refers to the data
flow patterns as metioned in Sect. the work employs.
Data Privacy assesses whether the work incorporates meth-
ods for secure data exchange between participants. External
Integration evaluates the ease with which external systems can
integrate with the work. Complex Decision Making considers
the method used to model sophisticated decision-making be-
haviors within processes. Access Control identifies the type
of access control mechanisms implemented. Finally, Feature
highlights any distinctive features that set the work apart from
others.

The synthesis results, illustrated in Table. E], reveal that most
existing works primarily target permissionless blockchains,
whereas our approach is designed for permissioned blockchain
environments. Compared to these works, our approach offers

enhanced capabilities in Data Privacy and External Integra-
tion. Additionally, building upon previous work in IBC, we
integrate advanced Complex Decision-Making methods and
a robust Access Control Mechanism. Although other works
may feature unique elements such as SubProcess and Asset
Management, these were not within the primary scope of our
study.

B. Applicability of the Modeling Method and Correctness of
the Generated SC Code

To evaluate the effectiveness and applicability of the pro-
posed modeling method, we selected 11 scenarios from pub-
licly available real-world cases and published studies (as
shown in the “Scenarios” column in Table [, utilizing the
method described in Sect. to model business processes
and decisions for multi-party collaboration. These cases span
various domains, demonstrating the applicability and effective-
ness of the proposed modeling approach in diverse collabora-
tive scenarios.

As outlined in Sect. the generated SCs are specifically
designed to ensure the correct execution of process sequences.
In this section, we conduct experiments to evaluate whether
the generated SC can maintain the sequential execution re-
quired for the choreography process. Following the method
described in paper [4]], we generate both Conforming and Not-
conforming paths based on the 11 scenarios. We then execute
these paths through the SC to verify its ability to handle both
compliant and non-compliant sequences.

The experimental procedure is as follows: Firstly, for the
choreography diagram of each scenario, the number of Basic
path is analyzed based on the DAG and the number of
gateways (If there is a loop, we only list the normal path and
the path that loops once as two basic path; if there are elements
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TABLE II
THE VERIFICATION OF THE CORRECTNESS OF SC

Scenarios #Generate paths  #Basic Path  #Conforming #Not-conforming #Tasks #Message #Gateways #BRTs Accuracy
Hotel booking [15] 1313 10 22 1305 9 13 6 1 100%
Customer [20] 1285 9 18 1267 8 13 6 2 100%
The article example(Fig. E 492 4 11 481 13 13 4 1 100%
Supply Chain [4] 332 2 4 328 11 11 3 1 100%
Blood Analysis [[15] 472 3 12 460 6 6 3 1 100%
Amazon SLA! 637 4 8 629 8 8 3 1 100%
Pizza Order? 409 3 6 403 8 8 4 1 100%
Rental Claim [36] 334 4 8 326 8 8 3 1 100%
Purchase [37] 459 4 8 451 7 7 3 1 100%
Manufactory 3 503 3 6 497 6 10 2 1 100%
Management system [38] 684 4 8 676 6 6 3 1 100%

! https://aws.amazon.com/cn/compute/sla

2 https://camunda.com/blog/2021/01/chor-js-an-editor-for-bpmn-choreography-diagrams/

3 https://www.slideserve.com/osias/business-process-modelling-using-bpmn-part-ii
between two parallel gateways, we also list only one sequential
path as a basic path). Secondly, based on the LLM, the basic i e o L= | i |
paths and BPMN choreography diagrams are sent to the LLM st e i | i
to assist in generating message parameters corresponding to 3. Rt MessagelD 4 Swelo PFS W

. . . . . 5. Return CID.
different basic paths. Thirdly, for each basic path, the following 576 S oer oty s 0

. . . 7. Invoke BPMN SC L | i

operations are randomly applied to modify these paths and Tt s sprsio ] smoesso i

generate a larger set of test paths: (i) add an element on the
path to a different position in the original path, (ii) remove an
element from the original path, and (iii) swap two elements in
the original path. Finally, each path is executed on the third-
party collaboration platform, and the results are examined and
summarized in Table. [

After conducting manual verification, we found that all
results aligned with the expected outcomes, achieving a 100%
accuracy rate, which demonstrates that the SC code success-
fully maintains the intended behavior.

C. The Usability of The Third-Party Collaboration Platform
in the Execution Phase

This section’s experiment primarily aims to evaluate the
usability of the third-Party collaboration platform in the execu-
tion phase, where different elements follow distinct processes
within the system, categorized into three types as described
below:

o Event/Gateway: The simplest type, where an API Invoker
calls the SC method and waits for BPMN SC to reach
consensus.

e Message: More complex, involving interaction with the
Private Data Bus. A message is sent to the Private Data
Bus, which saves the content in IPFS, generates a CID,
and creates a message item linked to it. The message ID
is returned and used to invoke BPMN SC, following the
same consensus process as before.

e BRT: The most complex type, which begins by sending
an event to Firefly’s event bus. Firefly forwards it to the
Oracle Executor, triggering it to retrieve DMN content
from IPFS via CID, invoke a callback with the content,
and then proceed to consensus.

Since the first type is also included in the other two, we
will only set up experiments for the latter two.

10. Reach consensus

‘Timeline of Steps

yyyyy

Steps

Fig. 9. Sequence diagram and timeline of Message execution

To illustrate the process, we use sequence diagrams and
timelines. The sequence diagram outlines message flows be-
tween components, while the Timeline Steps breaks the process
into multiple sections, each representing a key system compo-
nent or SC. This timeline records the average time taken for
each segment across 100 test runs.

As shown in Figure. [9] the entire process of Message takes
approximately 3.8 seconds. The Private Data Bus handles
flows 1-6, managing data storage on IPFS and synchronizing
data across organizations. The Fabric network requires about
2236 ms for SC invocation and consensus, largely due to the
2-second block generation interval of Fabric. From the user’s
perspective, the process appears complete once SC consensus
is achieved, while IPFS storage and data synchronization con-
tinue in the background. This results in an average completion
time of around 3361 ms.

Figure. [I0] illustrates the BRT process, which is more
complex than Message. BRT requires two SC invocations,
each taking approximately 2 seconds due to block intervals.
Additionally, IPFS read times are close to 5 seconds, creating
a primary bottleneck. Users must wait for DMN SC consensus
before they can see updated states, resulting in a total duration
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Fig. 10. Sequence diagram and timeline of BRT execution

of 10628 ms. Since BRT is relatively infrequent, this delay is
generally considered acceptable.

IV. RELATED WORKS

A. Leveraging Blockchain for Trustworthy Multi-Party Col-
laborative Processes Execution

Most research focuses on using specific languages to
model inter-organizational collaboration processes, particu-
larly the interaction of activities across organizational bound-
aries. Many studies use BPMN for modeling, which includes
collaboration and choreography diagrams. This paper chooses
the choreography diagram, as it is especially suitable for sce-
narios involving multiple parties [6]. Mendling, Jan et al. [39]]
suggest exploring how blockchain can transform particular
processes and foster collaboration with external stakeholders.
This technology has the potential to rejuvenate the entire field
of choreography.

In order to support the trustworthy execution of collabo-
rative processes, previous research has introduced blockchain
technology, which is considered as a promising technical so-
lution for revitalizing the research area [33]]. Previous research
has mostly used the permissionless blockchain, focusing only
on the generation of solidity SCs for supporting multi-party
collaboration. This paper adopts the permissioned blockchain,
focusing on privacy and efficiency issues in multi-party col-
laboration processes. However, this introduces the complexity
brought about by the deployment of blockchain infrastructure.

The integration of BPMN and blockchain has been proposed
in numerous research works to support multi-party collabo-
ration processes. F. Corradini et al. proposed the ChorChain
framework [15} 132], which uses a model-driven approach to
generate Solidity SCs from BPMN choreography diagrams,
supporting a trustworthy and auditable blockchain orchestra-
tion system and covering the entire lifecycle from modeling to
distributed execution and auditing. They proposed the Multi-
Chain framework [12]], which uses a model-driven approach to

generate Fabric SCs and Ethereum Solidity SCs from BPMN
choreography, meeting different privacy requirements.

Weber, Ingo et al. proposed the first open-source execution
engine named Caterpillar [28}, 29] for BPMN collaboration di-
agrams on Ethereum, combining the convenience of Business
Process Management Systems (BPMS) with the decentralized
features of blockchain platforms. [4] is the method pro-
posed by Weber et al. for executing BPMN choreography on
Ethereum, which addresses trust issues in cross-organizational
collaboration without the need for an authoritative body.
[40] summarizes two tools, one of which is a tool called
Lorikeet [30, 31]], integrating the registry editor Regerator and
implementing BPMN translation algorithms from both [4] and
[41].

Nakamura, Hiroaki et al. [42] utilize elements from BPMN
process models to represent shared processes between or-
ganizations. These models are subsequently converted into
statecharts to facilitate the development of web applications
and the creation of SCs.

However, these research merely support the generation of
SC code for permissionless blockchains, with most focus-
ing on Ethereum’s Solidity SC. Meanwhile, the complexity
of the underlying infrastructure introduced by permissioned
blockchains is ignored.

B. Integrating Decisions with Processes Supported by
Blockchain

In business process management, decisions are now more
deeply embedded within processes [43]. This integration en-
hances organizational competitiveness, allowing decisions to
be analyzed, implemented, and reused across various processes
to optimize business outcomes [44]. To separate decisions
from processes and prevent BPMN from becoming overly
redundant and complex, the DMN was developed by the
Object Management Group for modeling decisions at different
levels of detail. As mentioned in [45]], it would be interesting
to utilize blockchain technology with DMN to represent the
execution of specific decision activities.

Stephan Haarmann et al. attempted to execute decision
problems on the Ethereum blockchain by converting S-FEEL
expressions from DMN into Solidity code to achieve im-
mutable decision logic [46]. Subsequently, they explored pri-
vacy issues in executing collaborative decisions on blockchain
technology and proposed a new method to support decision-
making without exposing sensitive data [47]. Stephan Haar-
mann further improved his previous work in research [48]],
by enabling privacy-preserving decision execution and semi-
automated conflict resolution.

Flavio Corradini et al. introduced the FlexChain frame-
work [33 134], which decouples logic from execution states in
BPMN, utilizing an on-chain/off-chain architecture where the
Drools rule engine executes BPMN decision logic off-chain.

In summary, prior studies have yet to realize the direct exe-
cution of DMN within workflows, and there has been limited
exploration of implementations on permissioned blockchains.
Furthermore, off-chain execution of decision components may
face tampering risks and consistency issues.
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V. CONCLUSION AND DISCUSSION

In conclusion, this paper presents a novel model-driven
approach that combines BPMN choreography with DMN to
model collaborative business processes and decisions in a
blockchain setting. This methodology supports the automatic
generation of SC code for blockchain execution. Furthermore,
we introduce an innovative hybrid on-chain and off-chain ex-
ecution environment, enhancing the integration of blockchain
with real-world systems. In the end, the functionalities of
the paper were developed onto a third-party collaboration
platform, which was then extensively validated through ex-
periments based on this platform.

However, there are certain shortcomings in the current
work. Firstly, different organizations may have heterogeneous
blockchain environments, and there is a need for collaborative
scenarios based on permissionless blockchain(e.g. Ethereum).
Therefore, future work should explore how to integrate this
platform with multiple blockchain environments and support
cross-chain operations between different blockchains, while
also generating SC code tailored for diverse blockchain en-
vironments. Secondly, the current blockchain-based collabo-
ration modeling is not sufficiently comprehensive. It could
further incorporate blockchain asset management and enhance
the design of Oracles.
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