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HE concept of Cloud Service represents a prime facility

and feature of services in a cloud computing environ-
ment that can be made available to users on demand. Due to
the flexibility of cloud computing in scaling IT resources
up and down, cloud services gradually become valuable
to attract the gaze of researchers and engineers from both
academia and industry when they are faced with dynami-
cally changing business requirements. Different stakehold-
ers, such as consumers, providers, and operators, are
generating a vast amount of data on such services per minute
on the Internet, which increasingly comes to show the “4V”
characteristics of big data. Therefore, new methodologies
and techniques are urgently required for designing, validat-
ing, developing, testing, and deploying cloud services on
demand in this specific scenario based on big data, as well as
for efficiently being adaptive to business dynamics and users’
explicit and implicit requirements.

The objective of this Special Issue (SI) on Cloud Services
Meet Big Data is to solicit innovative and promising meth-
ods and techniques related closely to cloud services in the
era of Big Data. We expect that the issue can promote the
visibility and relevance of this noteworthy direction in
the interdisciplinary field between Services Computing and
other emerging disciplines. As a result, the call of this SI
received forty-nine submissions from more than ten coun-
tries and regions. Every submission underwent a thorough
screening process that contains at least two rounds of peer
review by at least three reviewers. Finally, we selected sev-
enteen high-quality manuscripts and organized them into
two separate parts.

The first part of this SI focuses on three hot research
topics, namely service selection and composition, service
security and privacy, and service operation and monitoring,
including ten regular papers that address the most challeng-
ing issues in these fields from the perspectives of the theo-
retical research and applications. A brief introduction to the
ten articles is presented as follows.

The first four articles fall within the scope of service
selection and composition. The authors of the four papers
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attempted to investigate this topic, one of the fundamental
issues in the field of Services Computing, to make cloud
services efficient in processing big data.

The first article, entitled “Policy-Aware Service Composi-
tion: Predicting Parallel Execution Performance of Compos-
ite Services,” by Mai Xuan Trang, Yohei Murakami, and
Toru Ishida (an IEEE Fellow and an IEICE Fellow), proposes
a model embedding service policies into formulae to calcu-
late the performance of composite services under parallel
execution. According to the output of the model, the opti-
mal degree of parallelism (DOP) for a given composite ser-
vice can be predicted adequately. The experimental results
on real-world translation services indicate that the proposed
model performs well in identifying the optimal DOPs for
composite services.

In the second article entitled “Automated Testing of
WS-BPEL  Service Compositions: A Scenario-Oriented
Approach,” Chang-ai Sun, Yan Zhao, Lin Pan, Huai Liu,
and Tsong Yueh Chen present a scenario-oriented testing
approach that can generate test cases for WS-BPEL (the Web
Services Business Process Execution Language) based ser-
vice compositions automatically. Also, the authors develop a
prototype tool implementing the proposed approach and
demonstrate its applicability and effectiveness using an
empirical study.

Chen Lv, Wei Jiang, Songlin Hu, Jiye Wang, Guoliang Lu,
and Zhiyong Liu (a fellow of the CCF (China Computer
Federation)) investigate the dynamic evolution problem
of service compositions in their article entitled “Efficient
Dynamic Evolution of Service Composition.” The authors
introduce the continuous query mechanism into QoS
(Quality of Service)-aware automatic service composition
and then propose an event-driven continuous query
algorithm to cope with different types of dynamic Web
services efficiently. The evaluation using both real-world
QoS data and synthetic Web service data shows the
advantage of the proposed algorithm over a state-of-the-
art solution.

In “Effective BigData-Space Service Selection over
Trust and Heterogeneous QoS Preferences,” the final article
on service selection and composition, Hongbing Wang,
Chao Yu, Lei Wang, and Qi Yu attempt to tackle the
problem of service selection in a heterogeneous preference-
and trust-based big data space. They develop a novel multi-
objective optimization method to make a trade-off decision
between service trust and QoS preference, according to
the degree of matching with user requirements. Besides,
the authors experiment with the QWS dataset and synthetic
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data to demonstrate the effectiveness of the proposed
approach.

Two of the most common topics of questions regarding
cloud services are security and privacy. The second three
articles address specifically the issues related to service
security and privacy from the viewpoints of both providers
and users.

Lirim Osmani, Salman Toor, Miika Komu, et al. present a
case study of the DII-HEP secure cloud infrastructure in
“Secure Cloud Connectivity for Scientific Applications.”
The other authors of this paper include Matti J. Kortelainen,
Tomas Linden, John White, Rasib Khan, Paula Eerola
(a member of the Royal Swedish Academy of Sciences and a
member of the Finnish Society of Sciences and Letters), and
Sasu Tarkoma. To facilitate hybrid cloud scenarios for scien-
tific applications, the authors propose an approach to scale
out a private cloud deployment to public clouds securely.
Also, they conduct a series of experiments based on the
DII-HEP production cloud to test the performance and
stability of their infrastructure.

In the second article on service security and privacy,
“Data-Driven and Feedback-Enhanced Trust Computing
Pattern for Large-Scale Multi-Cloud Collaborative Serv-
ices,” Xiaoyong Li, Huadong Ma (a fellow of the CCF),
Wenbin Yao, and Xiaolin Gui investigate the trust comput-
ing problem of multi-cloud collaborative services. They pro-
pose and develop a Data-driven and Feedback-Enhanced
Trust (DFET) computing pattern across multiple data cen-
ters. Besides the theoretical analysis that the DFET pattern
is highly dependable against garnished and bad-mouthing
attacks, the authors build a prototype system to demon-
strate its feasibility.

The verification of the integrity and retrievability of
remote data in cloud storage systems remains challenging
for different cloud service providers. The third article,
entitled “Dynamic Proofs of Retrievability for Coded
Cloud Storage Systems,” by Zhengwei Ren, Lina Wang,
Qian Wang, and Mingdi Xu, proposes a dynamic proof of
retrievability scheme that supports public auditability and
communication-efficient recovery from data corruptions.
The formal security analysis and extensive experimental
evaluations indicate that the proposed scheme is practical
for use in cloud storage systems.

The last three articles belong to one of the most popular
topics in the field of Services Computing, service operation
and monitoring, and they attempt to tackle the problems of
reliability monitoring, workflow scheduling, and data rep-
lica placement related closely to cloud services.

In “A Data Set for User Request Trace-Oriented Monitor-
ing and its Applications,” Jingwen Zhou, Zhenbang Chen, Ji
Wang, Zibin Zheng, and Michael R. Lyu (an IEEE Fellow and
an ACM Fellow) release a publicly available dataset called
TraceBench and the corresponding collection system called
MTracer. TraceBench is a fine-grained dataset of user request
traces collected from a real-world cloud storage service.
Besides, the authors validate the usability and authenticity of
TraceBench in several specific trace-oriented monitoring sce-
narios, such as anomaly detection, performance problem
diagnosis, and temporal invariant mining.

Zhongjin Li, Jidong Ge, Haiyang Hu, Wei Song, Hao Hu,
and Bin Luo attempt to tackle the problem of energy
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consumption in clouds in their article entitled “Cost and
Energy Aware Scheduling Algorithm for Scientific Work-
flows with Deadline Constraint in Clouds.” The authors
propose a Cost- and Energy-Aware Scheduling (CEAS)
algorithm to reduce the execution cost and energy con-
sumption of
workflows as much as possible while satisfying the dead-
line constraint. Also, they evaluate the CEAS algorithm
using CloudSim and four real-world scientific workflow
applications, suggesting that it outperforms the baseline
approaches.

The last article of the first part of this SI, entitled “A
Genetic Algorithm Based Data Replica Placement Strategy
for Scientific Applications in Clouds,” formulates the prob-
lem of data replica placement using a tripartite graph-based
model. Lizhen Cui, Junhua Zhang, Lingxi Yue, Yuliang Shi,
Hui Li, and Dong Yuan propose a genetic algorithm-based
data replica placement strategy for scientific applications in
clouds. Besides, the experimental results indicate that the
proposed strategy performs better than the random place-
ment strategy used in the Hadoop Distributed Files System
(HDFS).

In short, we expect that the fascinating research contribu-
tions of the articles in this SI would offer potential insights
into the further research of Services Computing and spark
broad discussion in the emerging area of cloud services
when meeting big data.
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