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Abstract

Organizations increasingly coordinate their product and service development processes to deliver their products and
services as fast as possible, and to involve employees, customers, suppliers, and business partners seamlessly in different
stages of the processes. These processes have to consider that their participants are increasingly on the move or dis-
tributed while they are working. Expertise needs to be shared across locations and different mobile devices. This paper
describes a framework for distributed and mobile collaboration, defines a set of requirements for virtual communities,
and discusses a mobile teamwork support software architecture that has been developed in the EU-project MOTION.
The framework together with the architecture enables to enhance current collaboration approaches to include the
dimension of mobile participants and virtual communities for distributed product development. This is achieved by
integrating process and workspace management requirements with Peer-to-Peer Middleware, Publish-Subscribe, and

Community and User Management components.
© 2003 Elsevier B.V. All rights reserved.
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1. Introduction

Software systems such as workflow manage-
ment, Groupware, process modeling, and project
management have been used to automate or to
augment business processes in organizations
[4,7,9,14,15,32]. In recent years there have been
considerable attempts to merge or to integrate
project management systems, workflow manage-
ment systems (WfMS) [5,33], Groupware Systems
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e.g. [27], and business process modeling systems
[12]. Corporate research labs [6,7] and product
teams [2,22,26] have made significant steps for-
ward. Future distributed and mobile collaborative
systems focus on covering inter-organizational
processes (e.g. product value-chains) and their
activities on the Internet [4,10,25,28,30,31,34] re-
gardless of location (mobility) and regardless of
devices used. A simple sketch of a conceptual ar-
chitecture for distributed and mobile collaborative
systems was presented in [13].

In today’s business environments participants in
virtual project communities (VPC) demand pro-
cess awareness to a relatively high degree of the
software they use for collaborative work. In ad-
dition organizational awareness (e.g. roles) and
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mobility aspects become increasingly relevant.
Current WfMS and Groupware systems do not
combine those features virtual project communi-
ties need: information sharing, process sharing,
process composition, and process configuration.
Future systems for virtual project communities
need to facilitate not just mobility of content to
group members, but also mobility of context of
activities in business processes, i.e. providing in-
formation about process instances, the team con-
figuration (i.e. participants and their roles or
skills), their associated artifacts, and connectivity
modes of group members (such as connected,
disconnected, or ad-hoc).

Business processes in general and associated
workflows in particular exist as logical models.
Business Process Management Systems and WfMS
complement each other. Workflow systems gener-
ally aim at helping organizations’ team members
to communicate, coordinate and collaborate ef-
fectively and efficiently. Therefore WfMS possess
temporal aspects such as activity sequencing,
deadlines, routing conditions, and schedules.
WEMS are typically “organizationally aware” be-
cause they contain an explicit representation of
organizational processes (process model) [8].
However traditional WfMS present a rigid work
environment consisting of roles and their associ-
ated activities and applications.

In this context they do not sufficiently support
virtual project communities, which require tools
for frequent changes regarding process partici-
pants, ad-hoc formation of groups collaborating
on a business process, and device-independent
support of group activities. Unfortunately today’s
WIMS assume that each work item is executed by a
single worker. Hence, distributed collaborative
work in virtual project communities finds only
limited or no support by WfMS. Most WfMS focus
on automating structured (modeled) intra-organi-
zational business processes. Groupware [16], on the
other hand, typically does not contain any knowl-
edge or representation of the goals or underlying
business processes of the group [15,18,20,21,29].

Cooperative tasks in teams are increasing, and
as a consequence the use of collaborative systems
is becoming more pervasive. To understand cur-
rent collaborative technologies we present a ““dis-

tributed and mobile collaboration grid”, which
distinguishes two dimensions: Process and Con-
nectivity as shown in Fig. 1.

A business process can be ad-hoc, semi-struc-
tured, or structured (modeled). For example a
business process such as “customer order entry”
can be modeled using a traditional WfMS. How-
ever, a structured process can only be enacted
(instantiated) as it was designed. If an exception
occurs, a workflow administrator needs to re-
model the process before the execution can con-
tinue. This limits the usability of workflow systems
in a world where constant adaptation to new sit-
uationsisnecessary and where teamsare increasingly
mobile and distributed. An example of an ad-hoc
process is discussion of a project’s design review
using Groupware. A semi-structured process con-
sists of groups of activities, which are modeled;
however in contrast to a structured (modeled)
process it also consists of activities, which are not
pre-defined. Fig. 2 shows an example of a generic
semi-structured process template for projects. For
example, there might be one or more activities
between activities “Project Research” and ““Project
Presentation”, which are not known beforehand
and, therefore, cannot be modeled in advance.

The second dimension presented in the DMC
grid is Connectivity. Here we distinguish between
three modes: fixed, mobile, or ad-hoc. We speak of
fixed connectivity when users work on computers
permanently connected to a network. For example
in an office where each employee has a personal
computer connected to the company-wide network
or a wide area network (WAN). Mobile connec-
tivity essentially describes a mode where people are
“on the move” but access data and applications
located on their remote network. The ad-hoc mode
allows users to establish a “virtual” group of users
on the fly. Participants in ad-hoc groups may have
network connectivity either permanently or spo-
radically.

The mobility of participants also offers new
ways of distributed collaboration: processes are no
longer bound to locations of resources (such as
participants or artifacts) but can consider several
availability modes.

Technologies used in organizations today basi-
cally can be associated to one cell of the grid in
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Fig. 1. Distributed and mobile collaborative systems grid.

Fig. 1. The arrows in Fig. 1 depict the evolution of
recent technology developments. Workflow man-
agement systems traditionally provide support for
structured processes (y-axis) and fixed connectivity
(x-axis). WfMS are being enhanced to also provide
support for mobile and ad-hoc modes of connec-
tivity. This trend increases the flexibility, adapt-
ability and traceability of process activities in
WIMS to support mobility of context for business
processes. Business Process modeling systems
allow modeling of both semi-structured and struc-
tured processes (y-axis) but require fixed connec-
tivity of users to a network. Groupware systems
provide support for ad-hoc processes (synchro-
nous or asynchronous). In most cases groupware
requires fixed connectivity. Technologies such as
Peer-to-Peer or mobile device support for Java
facilitate the trend towards Peer-to-Peer Group-
ware, which per definition enables users to estab-
lish ad-hoc structures (y-axis) and in the same time
ad-hoc connectivity (x-axis).

In Fig. 3 we summarize our evaluation of
technologies supporting teamwork in a classifica-

tion matrix using a simple scale with three types of
support for the requirements we outlined above.
Basically we differentiate between synchronous
and asynchronous technologies for teamwork
support. For each category we provide a well-
known example system. During our case study
requirements analysis we concluded that distrib-
uted product development in virtual communities
requires a blend of synchronous and asynchronous
systems support for communications as well a
basic support for asynchronous coordination of
team members and their activities.

The requirements for distributed product de-
velopment teams in virtual communities cannot
simply be met by using a combination of tradi-
tional synchronous and asynchronous systems
since the criteria for successful systems in this area
differ substantially compared to traditional ‘“‘en-
terprise information systems.” We identified and
implemented four fundamental feature sets for our
case study scenario (meta-data retrieval, expert
search, information sharing, notifications) and
refer to a system having successfully implemented
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Project Esumate collaboration requires functionalities currently
Start Costs found in different software application domains
such as WfMS, Groupware, or Business Process
modeling tools. A challenge for future DMC sys-
Prepare tems is to develop a sustainable software archi-
Fresenisticn tecture, which provides support for both
dimensions presented in Fig. 1 and is flexible,
adaptable, and traceable regarding processes of
collaborative work. It is of paramount importance
for a DMC system to enable geographically dis-
persed users with different modes of connectivity
(fixed, mobile or ad-hoc) to share information in
various kinds such as using middleware and/or
peer-to-peer technologies. Users need to register
ﬁ_l themselves and receive notifications on events, re-
gardless of their location or device they use. Col-
laboration partners need to be empowered to
Drop Proect Project locate each other, find experts in required domains
Research . .. . . . .
and link all coordination information with arti-
I facts such as documents. Therefore the mobility of
Research context (who, what, why, when and using which
Presentation resources) is essential for DMC systems.

Example use cases of distributed and mobile
collaboration include: information updating and

notification of availability (of resources); searching

Discuss and Presentation
Decide Feedback

and inviting people for diverse synchronous com-
munication (e.g. chat, video/telephone confer-

Fig. 2. Semi-structured process. ence); expert search; information retrieval about
resources (e.g. users, artifacts, processes); syn-
those as a DMC-system (Distributed and Mobile chronous and asynchronous communication in a
Collaboration). community; synchronous collaboration on arti-
To summarize the challenges: To build software facts (e.g. Groupware); community establishment
systems supporting fully distributed and mobile and updating. Those use cases are presented in
Requirements for Virtual Project Communities
Meta-data | Expert Information Notifications
retrieval Search Sharing
Synchronous Communications 1 1 3 1
(Audio/Videoconferencing)
Asynchronous Communications 1 1 3 5
(e-mail)
Synchronous Collaboration 1 3 3 3
(Shared Editing Groupware)
Asynchronous Collaboration 3 1 3 1
(Workspace Groupware, Intranet)
Asynchronous Coordination 3 3 1 3
(Workflow Systems)
DMC Systems 5 5 5 5
(Virtual Community Software)

Fig. 3. Technologies and features. Legend: full support: 5; limited support: 3; no support: 1.
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more depth in the next section discussing our case
study.

The contribution of this paper therefore is to
elaborate on architectural concerns for distributed
and mobile collaborative systems. We achieve this
by decomposing process- and workspace man-
agement issues and presenting a three-layered ar-
chitecture, which integrates process awareness
with the easy to use groupware (workspace) met-
aphor. The remainder of this paper is organized as
follows: Section 2 presents a case study for dis-
tributed and mobile teamwork. Based on the ex-
periences and lessons learned in Section 2, Section
3 discusses architectural concerns such as mobility,
publish/subscribe, peer-to-peer middleware, and
web services. Section 4 decomposes the proposed
system architecture and elaborates on the layers
and components. Section 5 concludes the paper.

2. Case study: mobile phone design

We have investigated the process requirements
for the distributed product development of mobile
phone software for a large European telecommu-
nications company whose development sites are
located in several countries all over the world.
Each development site has main responsibilities of
some products but the development sites co-oper-
ate quite extensively in many phases of the devel-
opment of the products. The complexity of the
product family, the structure of the development
organization, and the market pressure in terms of
price, performance and rapid need to introduce
new features as they become available in the net-
works, make mobile phone software development
a challenging task. The company applies two dif-
ferent techniques to cut down product develop-
ment costs and reduce time to market:

o Product family architecture: Common parts of
hardware and software of mobile phone gener-
ations are developed for the entire family and
only product-specific variations or parts are de-
veloped in individual product development pro-
jects.

o Concurrent engineering: Common parts and the
product specific parts are developed concur-

rently in different development sites. Therefore,
new products can be introduced to the market
at the same time world-wide.

The development of mobile phones software in-
volves many different steps and processes among
which are, for example, platform definition, plat-
form management, component development, as
well as platform and component integration for
product development. In the MOTION project we
have performed a detailed analysis of collabora-
tion activities and technologies used for processes
such as software development, configuration
management, or design review in particular. Pro-
ject managers of single-site and multi-site projects
were interviewed on how they achieve their project
goals in terms of collaboration, technologies and
processes used. We summarize our findings below,
but details of this study are beyond the scope of
this paper.

One of the critical aspects in the company’s
product development is effective, focused, and
timely information sharing. In the studied projects
it turned out that information sharing is done in a
rather traditional way: The most widely used tool
for information sharing is e-mail; further, tools
such as Lotus Notes, Intranet, and phones were
used to communicate within and across project
teams. Some of the interviewees remarked that an
effective way to gather and share information was
to have casual conversations with people, for ex-
ample, in communication areas or hallways. Per-
sonal networking was also ranked high as a
medium to acquire filtered and focused pieces of
information. Some interviewees noted that per-
sonal networking is more effective than Lotus
Notes and Intranet to get information because of
limited searching capabilities of these tools. In
some projects specific information plans were de-
veloped to support effective information sharing.
These plans were established at the beginning of a
project and they described how and what infor-
mation was to be shared and with whom.

The interviews also showed several problems of
information sharing and distribution: especially
product managers indicated that there are clear
information sharing boundaries between projects.
Often projects do not want to publish all of the
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requested information, especially if persons who
enquire information are not members of a partic-
ular group or project. In addition, locating rele-
vant information is difficult and asking via e-mail
was considered to be too slow. Product managers
see this as a problem because they need overall
information of different components from different
groups to build up the final product. Another
difficulty is locating and finding relevant infor-
mation effectively.

The business process analysis further investi-
gated the collaboration tools and technologies
used so far. It showed that different synchronous
and asynchronous means are used: (1) phone and
e-mail; (2) Intranet and Lotus Notes; (3) shared
network directories; (4) shared work spaces; and
(5) videoconferencing.

E-mail is the most frequently used means for
information sharing and communication, but it
was experienced to have several drawbacks: large
mailing lists transform e-mails to chain letters;
roles of process participants fade over time; group
conversations are quite powerless and usually no
decision can be made; the length of e-mails grows
fast and lengthy e-mails are hard to read; many
messages are received per day, but important
messages easily get lost; many messages are saved
but usually they get lost in various folders; many
attachments are saved as messages instead of
storing them into a database such as Lotus Notes;
discussions and information sharing is possible
only for a small group of participants; effective
conversation can hardly be achieved, if at all; and
cultural differences are likely to affect the e-mail
discussions.

Phone, on the other hand, is rather used when
answers are needed quickly. These situations usu-
ally occur at the end of projects when time to de-
livery is short.

Asynchronous groupware such as Lotus Notes is
considered to be an important information man-
agement tool and most of project data is stored in
such systems. Nevertheless, the study pointed out
that users of such systems have perceived several
shortcomings: finding information or even the
right databases is difficult; access rights manage-
ment for database causes a lot of additional effort;
people do often forget to place their documents

into the database; the information representation
is not formal enough, which makes searches even
more difficult for users; the data placement strat-
egies are manifold and usually there is not enough
time to update all concerned databases; and some
people found it difficult to use mostly due to lack
of training.

Intranet is used frequently, because it provides
mostly general information and guidelines. But
information is hard to find without adequate ef-
fective links in the Intranet, old information often
is confusing when searching and it Intranet pro-
vides almost no support for locating people or
expertise in the company.

As a consequence, shared directories are still
often used. Project members place their documents
and other artefacts into commonly shared disk
spaces. Since such directories usually are shared
within project teams, only little time is spent on
searches and information location. But this con-
cept only works effectively for smaller project
groups.

Shared editing and whiteboards as provided by
tools such as NetMeeting are needed to decrease
the distance between distributed project members.
These tools are used for reviews, document editing,
drawing, concurrent engineering, and application
sharing. However, problems with time zones and
different devices used remain open.

Videoconferencing, as an additional synchro-
nous communication means, restricts communi-
cation to be more formal than in face-to-face
meetings. Meeting materials are difficult to supply
especially for technical meetings as they are needed
for telecommunications product development.
Besides technical problems with connections and
multicast support, gestures or moods cannot be
transferred effectively such that face-to-face meet-
ings cannot be fully substituted by this means.
Further, ad-hoc meetings are ineffective due to the
high effort for setup and connection establishment.
The participation is limited and not every group
member can participate in the discussion so that
valuable comments or remarks are not expressed.

Multi-site project analysis—for project sizes
greater than 100 participants distributed over
more than seven sites in different countries—fur-
ther revealed project collaboration habits in



S. Dustdar, H. Gall | Journal of Systems Architecture 49 (2003) 457473 463

working with other people, teamwork, knowledge
work and personal work. This multi-site dimen-
sion introduced additional challenges related to
sharing of project status and news, getting feed-
back on people’s work and finding information.
User requirements are grounded in limited tech-
nological capabilities: information, for example,
that has been stored in an asynchronous group-
ware database needs to be accessible for all group
members. Since change notifications are weakly
developed, change awareness cannot be achieved
so that information pull is the most frequently
used pattern.

Distributed knowledge access and distribution
via personal contacts (i.e. expertise of people in
different sites) is an open issue in multi-site col-
laboration. Roles of project participants and their
expertise are invisible and the relevance and con-
text of specific documents is difficult to gather. The
need for keeping documents up-to-date across lo-
cation boundaries raised the importance of shared
spaces to check in/out and control work products
(versioning, easily accessible data repository).

We have investigated several processes within
that telecommunications company: software con-
figuration management, software release manage-
ment, and conducting peer-review meetings for
software designs. In the following, we focus on the
design review process and show its requirements,
special needs, and system support through the
teamwork services platform that we have devel-
oped in the MOTION project. The findings are
based on discussions with quality engineers, soft-
ware release managers, configuration managers
and software tool support managers. Among the
different instances of design reviews across product
development, we distilled common best practices
in performing the process in a multi-site dimen-
sion.

A design review process in the telecommunica-
tions company is defined in a separate handbook
for mobile phone software development. It follows
the SEI Software Process Definition Guide and
uses the SPICE process model defined by ISO. The
particular instance of a peer (design) review in that
company is conducted when a work product has
been created and checked to be ready for review.
The design review team consists of three to six

participants (usually from the same development
team) each having one or more roles in the design
review.

The work product may be distributed to the
reviewers in advance for their individual checking
prior the actual meeting. During the meeting the
author(s) of the document present(s) the work
product, walk(s) through it in detail and reviewers
give their comments on defects, suggested changes
and improvements. These findings are recorded
and the work product is improved (by revision or
refinement) by the responsible author(s) after the
meeting. The reworked artefact is verified again.
Measures and statistics are collected and stored for
analyzing the review process.

The design meeting has the following goals:

Evaluate and improve the work product.

Find as many defects as possible.

Consider alternative implementations/solutions.
Educate and exchange knowledge between the
review participants.

e Collect software engineering data.

2.1. Activities, processes, and roles

At the beginning, the particular peer review
plan is created by the review leader and then the
review meeting is conducted starting with a prep-
aration phase and finishing with a follow-up phase
after the review. For that, information concerning
the ongoing project is retrieved from project ar-
chives including reference information such as
checklists. Experts and all participants are selected
and then the review plan is distributed to all review
participants. The work product under review is
also distributed to the review team optionally in-
cluding known defect items. Required changes are
done according to identified defects and time for
re-working the artifact is recorded. The review
(project) leader is responsible for creating the peer
review plan and conducting the review. Software
developers and other participating software re-
viewers act as experts for the process.

In creating the review plan, the project leader
and process participants select the work products
to be reviewed, identify checklists, define the
standards to be used, and establish completion and
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(re-)review criteria. In conducting the actual peer
review those reviewers that are not involved in that
specific software development project act as ex-
perts for that review process. Further, due to the
different locations of the enterprise and people on
the move, it is often difficult to find expert re-
viewers allocating time and readiness for such a
review process.

2.2. Requirements for a distributed product devel-
opment platform

Based on the process description and the rules
for carrying out the design review, we distilled
particular requirements for a product development
platform to effectively support distributed (soft-
ware) product engineering.

For the preparation of the design review, the
project leader and the software author(s) select the
reviewers, designate their roles, set timetable, and
invite them to a synchronous walkthrough session.
These preparation activities take place a week be-
fore the actual session. Participants will get noti-
fied and are asked to respond with their
availability. The review leader then stores all this
information and documentation into the distrib-
uted product development platform called MO-
TION system (a few days before the session).
Reviewers will get notified and get access to the
documentation (e.g. a URL, access information,
and downloadable forms and documents). Re-
viewers can give their comments on defects, sug-
gested changes and improvements any time before
the session and enter them into the MOTION
system. A reviewer thereby should be enable to
follow comments of other reviewers. It should be
noted that all these activities in the preparation
phase should be done asynchronously just using an
information space to put together all the required
and generated documents.

The holding of the session itself needs syn-
chronous communication among the review par-
ticipants. At the proposed date the review leader
invites (calls) all reviewers to a synchronous ses-
sion and a session chairman is assigned including
someone taking minutes. For that, the MOTION
system should support the leader and the rappor-
teur to manage their work effectively. The software

author presents the material that implies a voice
connection and the reviewers present their com-
ments (defect items) that may have been earlier
attached to the documentation (asynchronously)
in the preparation phase or are attached during the
synchronous meeting. All defect items and their
originating authors have to be managed in the
MOTION system. The provisioning and handling
of synchronous communication is outside the
MOTION platform, but interfaces for a seamless
integration are provided.

For the design review follow-up the software
author(s) need(s) to rework the work product
based on the list of accumulated defect items. The
review chairman then checks that all defect items
have been integrated and corrected. For the fol-
low-up also the time spent is recorded. The
chairman checks and decides about approval of
the reworked artifact. In case the result is re-
jected, a new meeting will be held to clear up the
issues.

2.3. Services for distributed product development

Given the above activities and roles for the
design review process and the requirements for a
supporting software system such as MOTION, we
elicited and defined the following services, which
have been implanted in a prototype DMC system:

S1: information updating.

S2: search for expert.

S3: contacting and inviting people.

S3: web research (for enquiries).

S4: asynchronous information transfer.

S5: synchronous information transfer.

S6: notification of availability.

S7: discussion in a (virtual) community.

S8: virtual (review or expert) community estab-
lishment and updating.

e S9: archive updating (community information
space).

3. Architectural aspects

An architecture that supports mobility of par-
ticipants and computers has to be highly flexible
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and adaptable to new requirements and new col-
laboration scenarios. In contrast to traditional
software architectures, architectures that support
mobility are faced with several additional difficul-
ties: because of bandwidth restrictions, unreliable
connections and disconnected operations, mecha-
nisms and components are necessary to locate
participants, synchronize data and query available
resources. Depending on the location of the par-
ticipant, the number of offered services may vary
in quantity and quality. Sophisticated subscription
mechanisms and notification services are necessary
to disseminate information to the mobile partici-
pant instead of forcing the participant to find it.
Furthermore, the information in mobile environ-
ments needs to conform to different standards such
as WML or WAP for data representation. The
varying display sizes limit the amount of infor-
mation that can be displayed on a small mobile
device. Thus, components are required that render
the information according to the display capabil-
ities of a certain device. High-quality wireless
multimedia communications such as UMTS will
further improve the quality and quantity of ser-
vices on the participant’s mobile device and have
to be considered for a distributed and mobile
collaborative (DMC) systems’ architecture as well.
Much of the required functionality already exists
as Web applications, so the key is to efficiently
migrate the features to mobile applications. The
most common approach is called Web-to-wireless:
this relies on existing Web services, but adds a
wireless channel to them, providing stakeholders
such as customers, employees, and business part-
ners with an access point.

Mobile architectures have to integrate both
fixed and mobile components. Hence, we designed
the DMC architecture with the following specific
design goals in mind. The architecture has to be:
open with respect to integration of existing tech-
nologies and tools; generic to be deployed in or-
ganizations with varying internal organizational
structures, business processes and IT infrastruc-
tures; scalable for different number of participants,
future extensions and new requirements; and
adaptable to restrictions imposed by mobility
both of the mobile participants and the mobile
devices.

3.1. Mobility

Process participants are not confined to one
location, but may be on the move while working.
For this, we consider three connectivity modes in
our DMC infrastructure: connected mode, discon-
nected mode, and ad-hoc mode. Connected mode is
used whenever (fixed) network connectivity is
available. There is a single global context deter-
mined by all hosts on the network. Information
can be accessed and shared from any point in the
network, at any time.

Disconnected mode is an operational mode,
which is required for mobile working when most
of the information available in the system cannot
be obtained by the occasionally disconnected mo-
bile user. In our architecture, the disconnected
mode is a special case of the connected mode and
the mobile user is able to continue working (with
limited functionality) even if he is disconnected.
Once the mobile user is connected again, the
changes he has performed locally are synchronized
with the rest of the system.

In the ad-hoc mode, mobile users, for example,
run a face-to-face meeting and do not have any
fixed network connectivity, so they create a tem-
porary network (e.g. in a wireless LAN without
Access Point). The context for information sharing
and cooperation is limited to the one provided by
the parties in communication and to the resources
(PDAs, laptops, etc.) they bring along. Hence,
participants can build ad-hoc networks for col-
laboration and information exchange.

3.2. Information sharing in virtual project commu-
nities

We use the notion of a virtual project community
(VPCQ) in the context of work or research, but not as
places for social exchange (e.g. persistent meeting
rooms). A VPC is, therefore, defined as a persistent
technological environment that supports multiple
styles of interaction and multi-user engagement.
Different groups—including participants on the
move—may need to interact in a variety of ways
among different levels of a virtual work space.

Sharing data among members of particular
VPCs is one essential requirement for a DMC
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architecture. Participants decide what information
they want to share with the members of their
community (or even across communities). An ar-
chitecture for mobile users that supports such a
loosely coupled information sharing would typi-
cally follow the fully distributed information
sharing principles of Gnutella et al. Such a peer-
to-peer communication infrastructure is especially
advantageous to support different modes of con-
nectivity. Because every computer (=peer) can
work as a server as well as a client [19], it is pos-
sible to build ad-hoc networks rather easily.

3.3. Distributed searches and data delivery

To further enhance the effectiveness of virtual
project communities, resources are described in
meta-data that cover a description of each re-
source (such as documents, processes, users,
communities, etc.) and enable a much more pow-
erful search for information in an enterprise net-
work. People can join communities based on their
expertise or interest. Others can also search for
information or other people’s expertise and be
notified whenever this is available in the system
(on some peer or server peer). Meta-data is rep-
resented in XML and can be searched through, for
example, XQL [26]. This allows flexibility in the
definition of attributes for meta-data and provides
additional extensibility for changing requirements.
Artifacts themselves do not need to reside on ser-
ver peers but can be located on the peer of the
community member who shares his document with
some community. If meta-data are additionally
stored on server peers then such searches even
provide results if some peers hosting the particular
documents are offline. Notifications and messaging
services can be used to ask community members
for certain documents or process descriptions in a
location independent way since members can be
notified by means outside such a process aware
framework (e.g. SMS).

Publish/Subscribe mechanisms allow distribut-
ing information to where it is wanted. Unlike
point-to-point messaging, providers and consum-
ers of information do not need to know about each
other. Push and event-based systems are closely
related. The purpose of push systems is a timely

distribution of data and information to consumers
whereas event-based systems focus on notification
of events. Both push and event-based systems play
an important role in the DMC architecture. We
use a push system to notify participants based on a
profile [23]. The participants define profiles for the
kind of information they are interested in, and the
push system delivers the information whenever it is
available. Participants may subscribe to (and un-
subscribe from) specific topics. Furthermore, par-
ticipants can also subscribe to other participants
and be notified whenever these participants are
online (or available etc.), which is particularly in-
teresting for mobile collaboration.

3.4. Business process support

The scalability and the distributed nature of the
Web has made it a popular platform for building
collaborative tools. Thus, many Web-based tools
have been introduced and there are countless Web
applications for improving communication, infor-
mation exchange and process management. Being,
for example, has been successfully using Web-
based collaborative applications in the construc-
tion of its airplanes. To meet the requirements and
to cover the scenarios mentioned earlier in this
paper, the DMC architecture utilizes the existing
Web infrastructure and exploits many of its ad-
vantages: Web access is widely available (e.g. on
airports), Universal Resource Locators (URLs)
are a simple and unique way of identifying re-
sources on the Internet, and Web technologies also
offer security against sniffing attacks by using se-
cure HTTP connections through SSL.

4. Architectural components for distributed and
mobile collaborative systems

Based on the recent results in software archi-
tecture research and practice [1-3,11,24] we adopt
the quasi-standard terminology to describe a
DMC architecture: A software architecture typi-
cally includes the description of components, con-
nectors, and configurations [1]. In terms of DMC
systems these terms have to be discussed from a
mobile and distributed collaboration perspective.
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Since such an architecture has to cope with three
connectivity modes we decided to strive for a peer-
to-peer (P2P) style rather than a classical client-
server (CS) style. P2P facilitates ad-hoc meetings
and distributed information sharing without the
presence of some particular server; but it also of-
fers ways to exploit CS structures in supporting
distributed and mobile collaboration (e.g. persist-
ing artifacts, distributing information using hier-
archies of computers etc.).

Our DMC architecture has a P2P nature in
cases where this is beneficial but also exploits
classical CS structures where appropriate. The
following descriptions will point out the respective
architectural style used in a particular layer or
component.

4.1. Architectural units

Before describing each of the components de-
picted in Fig. 4, we group them into logical units
with clear responsibilities. A DMC system consists
of the following three layers:

e The Middleware Layer provides communication
means between peers and their software compo-
nents; it is a communication layer that supports
P2P protocols such as Gnutella or P2P architec-
tures such as JXTA [19].

o The Service Layer provides the functionalities
required for mobile and distributed collabora-
tion: Basic Services such as Authentication
and Access Control, Resource (i.e. artifact)
Management, Process Composition and Config-
uration, Publish-Subscribe and Distributed
Searches as well as Collaboration Services such
as User and Community Management. The
Collaboration Layer provides uniform access
to all kinds of teamwork services that can be
used in applications such as WfMS or Group-
ware in a DMC context.

o The Application layer offers service access
and configuration facilities for business-specific
services such as running a Design Review or a
Production process. It includes process manage-
ment to configure and instantiate particular
business processes in terms of communities,

Service Access & Configuration

Collaboration Services

Community User
Management Management

Process

Application Layer

Collaboration Layer

Resource

Configuration Management

Process Pubish/Subscribe &
Composition Distributed Search

Authentication & Access Control

P2P Middleware, HTTP

Fig. 4. DMC conceptual architecture.

Middleware Layer
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processes, and workflows. Further this layer in-
cludes workspace management to assign arti-
facts and community spaces to project teams.

4.2. Peer-to-peer middleware

An event-based middleware is used as a scalable
and flexible infrastructure to transfer messages to
the participants and components [11] in the con-
nected, disconnected and ad-hoc modes of opera-
tion. The middleware exhibits a peer-to-peer
architecture (P2P) following the fully distributed
information sharing principles of Gnutella et al.
The peer-to-peer communication infrastructure is
especially advantageous to support different
modes of connectivity. Because every computer
(=peer) can work as a server as well as a client, it
is possible to build ad-hoc networks rather easily.
The P2P middleware is the central underlying
component of the system. It manages the sub-
scriptions and provides an event-based system to
notify participants on the subscribed events. It is
also responsible for managing the virtual com-
munities and for locating the actual physical lo-
cation of a requested resource.

The middleware is also amendable for queuing
participant actions and events that cannot be
processed when working in the disconnected or ad-
hoc networking mode. Notification messages that
cannot be delivered because of an unreachable
peer are queued as well. All these queued actions
and events are processed as soon as the peer re-
connects to the DMC platform (depending on the
time-to-live for such events).

4.3. DMC architectural components

In the description of the key components of the
DMC architecture we focus on the connectivity
and process awareness as basis for WfMS and
Groupware systems, which are denoted as Basic
Services in Fig. 1. Users (or process participants)
should be granted access via various types of de-
vices ranging from PCs, notebooks to PDAs or
mobile phones for connected, disconnected or ad-
hoc mode.

Participants can be addressed and reached via
the concept of a community that resembles a pro-

ject group. This concept allows building commu-
nities for specific purposes and tasks as the basis
for distributed and mobile collaboration of people.
Both participants and artifacts are connected in
communities and share their information in a peer-
to-peer style.

User and Community Management includes
setup and configuration of community leaders,
community members and also community friends
(as a more loosely coupled variant of a team
member). Adding/removing participants to/from a
community, giving participants specific access
rights to resources etc. define the responsibilities of
this component. It provides community as central
abstraction to other components for addressing
groups of people and sharing and exchanging in-
formation with them.

Resource Management: resources cover various
kinds of artifacts required for a particular process
(or process template) and can be of any MIME-
type (text, audio, video, graphics etc.). Resource
management also includes information about
particular resources such as searches for artifacts,
notification about the availability of some arti-
fact(s) etc. In this context information about a
resource includes both meta-information about
artifacts and the artifact itself. So searches and
subscriptions/notifications can be handled on a
meta-data level more easily and efficiently for large
sets of users.

Process Configuration is concerned with man-
aging the relationships between process partici-
pants and artifacts and providing this information
to other components. Process participants may be
human users or software agents (i.e. components).
Artifacts may be documents or other resources
such as database records or applications. Such a
process configuration, for example, can be that
user (process participant) “Smith” requires the
document artifact “invoice” in a process (or pro-
cess instance) named ““Sales cycle.”

Process Composition is concerned with manag-
ing process models including coordination and
synchronization of its sub-processes and tasks.
Each process model consists of a set of tasks. The
degree of granularity of process tasks can vary. On
a generic level a process model (template) consists
of a directed graph consisting of tasks and con-
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nection constructors such as OR and AND. On an
instance level a process model consists of instan-
tiated tasks (activities) performed by process par-
ticipants (human agents or software agents).

Publish/Subscribe and Distributed Search is a
component that provides loosely coupled com-
munication among components. Its focus is on
subscription to all kinds of resources (including
artifacts, users, communities, processes, access
rights etc.). A participant can use this functionality
to declare interest; for example, in the state of a
particular artifact (whenever it is changed or up-
dated he should be notified). The same applies to
users, communities, or processes. As a result this
component allows notification of specific activities
and can be used for process composition and
configuration within or across communities.

Distributed searches are based on meta-data
stored in so-called profiles. These profiles describe
artifacts, users, processes, or communities in a
concise way and represent it in XML. A distrib-
uted search, therefore, queries XML repositories
(of different content) on each peer and—if suc-
cessful—returns the requested piece(s) of infor-
mation. Distributed Searches further allow
querying for information that a user wants to be
notified whenever it becomes available.

Distributed searches further can be used to
search for experts in a particular problem domain
and invite them upon availability and reachability
to join a (virtual) community. This enables the
exchange of expertise across communities and
processes, which is especially important in mobile
and distributed collaboration in large enterprises
where people are on the move very often.

The Authentication and Access Control compo-
nent consists of an access control system called
Dynamic User Management System (DUMAS)
[17] and a security component responsible for in-
tegrity, confidentiality and authentication. The
access control system covers three responsibilities:
user control, community control, and authoriza-
tion.

The above Basic Services components are
shielded by the Collaboration Services to provide
uniform access for DMC applications. Based on
this DMC Service layer any specific DMC appli-
cation such as WfMS or Groupware can configure

the Collaboration Services according to their spe-
cific requirements and also build new business-
specific services on top of the DMC Services layer.
Such a service configuration, therefore, includes
the instantiation of processes (templates) and
communities (including artifacts, users, and access
rights) for specific tasks (e.g. holding a Design
Review while process participants are on the move,
in different branches of the enterprise, and/or work
on various devices). For more detailed component
descriptions we refer to [26].

4.4. Connectors

Connectors typically define the kind of com-
munication that occurs between software compo-
nents. The description of connectors is often
enriched by information/data that is required and/
or provided by a component to perform its func-
tionality to the environment. In our case we dis-
tinguish connectors depending on the connectivity
mode. When disconnected, participants can work
in their local workspace and follow pre-defined
initiated processes. Artifacts and certain process
information reside on their local device enabling
them to continue working while not connected to a
network. Components such as user (community)
management or resource management communi-
cate via common service requests (e.g. method
invocations in a JVM). Once a participant con-
nects to the system and is in connected mode, he
can share his work products with others in his
community and can fully exploit the functionality
of DMC. For this different communication pro-
tocols (i.e. connectors) between components come
into operation: middleware protocols, HTTP, or
RMI. The architecture utilizes existing Web tech-
nologies such as Universal Resource Locators
(URLs) or secure HTTP connections through
SSL. This allows widely available access to the
DMC platform from various devices (ranging
from Web-terminals at airports to full-fledged
computers). Especially interesting in the context of
distributed and mobile collaboration is the mixture
of connected and disconnected working. In this
case the different communication scenarios alter-
nate depending on the network availability. The
ad-hoc mode empowers users to quickly set up
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communities in situations where there is no net-
work connectivity available or necessary. Pro-
cesses can be instantiated from templates and
information can be shared on a peer-to-peer basis
allowing quick coordination and synchronization
of tasks and easy information sharing within a
community.

4.5. Configurations

Configurations of the DMC architecture depend
on the specific business requirements and range
from workflow and process to workspace settings.
Design Reviews or Production Process Support,
for example, can be configured and instantiated
company-wise. This includes all relationship in-
formation regarding process participants and arti-
facts they use during those processes. By utilizing
this information, it is possible for DMC based
systems to combine features regarding flexibility,
adaptability, and traceability of processes. For
example in a DMC based system it is possible to
support collaborative work in a flexible way since
the system is “aware” of relationships between ar-

tifacts used by a participant. The system is adapt-
able because it supports a set of connectivity modes
(from connected to ad-hoc). Virtual project com-
munities can be instrumented in many different
ways considering the requirements of the actual
organizational unit, the process, and the location:
some instrumentations consider the location-aware
dimension, i.e. it is of particular interest where the
resource actually is residing; others focus on a lo-
cation-transparency in which it is important that
some task is carried out but independently of where
the actual resources are. Traceability is an impor-
tant aspect for mobility of context; one of the de-
sign goals of DMC based systems. For distributed
and mobile collaborative work it is essential to
provide process state and artifact information in a
location independent manner.

In terms of systems support, we distinguish
between two phases: the setup phase and the op-
erational phase. Fig. 5 depicts a sequence diagram
for the setup phase by providing an in-depth
analysis of the activities, actors, and artifacts
during this phase. The setup phase consists of pro-
cess composition and subsequent configuration.
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create(process, role, arifact)

1

Fig. 5. Process composition and process configuration—setup phase.



S. Dustdar, H. Gall | Journal of Systems Architecture 49 (2003) 457473 471

During Process Composition, a Process Designer
composes a review business process (Design Re-
view Process) consisting of (pre-modeled) Process
activities. Process type and specifications are se-
lected and results of the selected templates are
chosen from a Process Templates repository.

In the Process Configuration phase, the Process
Designer configures a Design Review Community
Manager. The Community Manager creates the
required roles of the Community Members and
creates the relationships between the previously
composed process, the created roles and the arti-
fact templates (e.g. documents, checklists, presen-
tations, etc.). The Community Manager provides
those described relationships to the Process De-

signer. This concludes the Process Configuration
activities.

Communities act as major conceptual abstrac-
tion as depicted in Fig. 6: the Design Review
Community provides an information sharing
workspace across peers (for Project Manager,
Project Members 1 and 2, and External Expert).
The community further works as a context plat-
form for the instantiated process of a design review
and supplies the necessary infrastructure for a team
(the Design Review Team) to jointly execute a work
item. Messages and notifications as well as dis-
tributed searches (e.g. for an artifact on in “valve
design’’) can be sent via the community to all of its
community members. Once a document is published
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Fig. 6. Process composition and process configuration—operational phase.
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by a community member as, for example, “avail-
able” or “updated” then an artifact retrieval is
performed using a direct Web connection via the
URL that was published (indicated as download
(artifact, URL) in Fig. 6). Such retrievals can be
done rather easily via the Web infrastructure.

5. Conclusions and future work

In this paper we described a three-layer soft-
ware architecture for distributed and mobile col-
laborative (DMC) systems, which provides
mobility of context to its group members. This
architecture defines a foundation for the flexible
integration of Collaborative Systems (such as
Workflow Management, Groupware or Business
Process Modeling) with teamwork services that
support distributed and mobile collaboration.
Mobility, connectivity and process configuration
are based on specified teamwork services that ex-
ploit peer-to-peer principles for data sharing sup-
ported by client-server structures in contexts of
persistency handling. This DMC architecture en-
ables use cases such as information sharing and
notification of availability (of resources), expert
search combined with searching and inviting peo-
ple for synchronous communication (e.g. chat,
video/telephone conference); information retrieval
about resources and their profiles (e.g. users, arti-
facts, processes and their meta-data), or commu-
nity establishment and management. Future work
includes the implementation of additional busi-
ness-specific services and service configuration fa-
cilities based on our current prototype software
system. Results from the ongoing end-user evalu-
ation at the industrial partner will be used to fur-
ther refine the design and integrate it into the
prototype implementation.
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