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1. M6 hinh téng quat ctia hé thong
- M6 hinh hé thdng dugc md t4 sau day :

FingerPrint
DB

Fingerprint DB

Server o

Fingerprint
Register Client

Access Control

USB Fingerprint Client

FingerPrint
Sensor

USB Electronic

FingerPrint Lock
Sensor

- Trong hé thong trén c6 3 thanh phan chinh :
¢ Fingerprint database server : luu trit thong tin ngudi diing ( bao gdm c3
feature cla registration fingerprint)
¢ Fingerprint Register Client: dung ddng ky fingprint cho ngudi dung
¢ Access Control Fingerprint Client : diing diéu kién vio ra
- Trong hé thong trén c6 hai thanh phan khac d6 1a :
¢ USB Fingerprint sensor : sensor ding 14y fingerprint
¢ Electronic lock : khod dién tit ding khod m& hé thdng cita.
- Toan bo hé thong trén dudc két ndi qua mang do vay c6 thé diéu khién & truy xui't
tur xa.

2. Card diéu khién khoa dién ti
2. 1. Gidi thiéu

- Card diéu khién khod dién ti 12 thi€t bi giao ti€p vdi cdng parallel va di€u khién
déng mé 13 le dién tr ¢6 ngudn 12 12 von. Card nay dudc thi€t k&€ bdi nhém lam viéc




ctia Mr. Nguyén Cao Tri (caotri@dit.hcmut.edu.vn). Card ndy c6 thé€ diéu khi€n nhiéu
kho4 dién ti trong mot thdi diém.

2.2. Thu vién diéu khién don gidn
- Thu vién nay chi ding d€ diéu khién 2 cdng. Pudng line thit nhat diing chi tinh hiéu
thong bio va dudng line thit 2 duing diéu khién khéa md cira. Khi tin hiéu xudtra la 1
thi ctra s€ md va 0 thi cira s€ dong.

#define OPENNINGDOORTIME 5000
#define WAITINGINPUTTIMER 20000
void ControlDoorProcedure(int Value, int port)

{
_outp(port,Value);

}
void ControlOpenDoorProcedure()

ControlDoorProcedure(0x03,0x378);
Sleep(OPENNINGDOORTIME);
ControlDoorProcedure(0x00,0x378);

}
void ControlErrorProcedurel()

ControlDoorProcedure(0x00,0x378);
Sleep(300);
ControlDoorProcedure(0x01,0x378);

Sleep(300);

ControlDoorProcedure(0x00,0x378);

void ControlErrorProcedure2()
for (inti=0 ; i < 3;i++)

ControlDoorProcedure(0x01,0x378);

Sleep(300);

ControlDoorProcedure(0x00,0x378);

if (i<2)

Sleep(300);
}

}
- Thoi gian dong mG mot khod dién i 1a tuy theo ng dung. Thong thudng khodang thdi
gian dong md ctra 1a 3-5 gidy.

3. S luge vé fingerprint sensor & Lap trinh U.A.U fingerprint toolkit

3.1. Fingerprint sensor & fingerprint toolkit

- Fingerprint sensor 12 thi€t diing nhan dang fingerprint. Thi€t bi nay k&t ndi qua chuin
USB. Pi kém theo thi€t bi 12 b tookit (SDK) diing dé 1ap trinh phdt trién Gng dung.



Toolkit nay hién thuc hau hét cdc chitc ning nhu 13y fingerprint, lvu trit vao database,
so sdnh. Fingerprint toolkit (SDK) bao gdm c4dc module sau :

¢ Feature Extraction Module : céc chiic niing 1dy feature cla fingerprint

¢ Matching Module : duing so sdanh cdc feature ctia fingerprint v4i nhau

¢ Database Module: dung luu trit cic feature

¢ High Level interface module: cac functions & level cao c6 registration &

verfication

¢ Sensor Server

¢ Security Measures
- Quad trinh thr nghiém tai khoa CNTT chi st dung 2 chdc ning ¢ ban cta toolkit 1a
18y fingerprint va so sdnh cdc fingerprint véi nhau. Cdc API nay dugc dinh nghia trong:

¢ dpFpFns.h : thi€t 1ap, k&t thic, quin 1y toolkit. LAy thong tin hinh 4nh

fingerprint, ding ky va ki€m chitng.

¢ dpMatch.h: cdc ham so sdnh cédc feature fingerprint
céc chiic ning khic c6 thé tham khio tai liéu di kém clia fingerprint toolkit.
- Fingerprint thong qua sensor s& dugc quét va dua vao x& ly. Hinh anh cuia fingerprint
¢6 thé dudc diing hién thi cho ngudi ding. Tuy nhién d€ xdc dinh mot fingerprint ngudi
ta khong dung hinh dnh cda fingerprint ma st dung cdc dic tinh cta fingerprint dé.
bic tinh cua fingerprint dugc trich (extracting) tir fingerprint va goi la feature. Cac
feature nay tiy theo loai ma c6 thé dung luu trit lai hay ding d€ so sdnh véi feature
khdc. Khi hai feature dudc so tring va c¢é sy gidng nhau theo mot mifc nao dé (tuy
theo rng dung qui dinh) thi xem nhu hai feature dé dudc trich ra tir mot fingerprint.

3.2 Ldp trinh U.A.U Fingerprint toolkit

3.2.1. Khdi tao hé thong toolkit U.A.U
a) Khéi tao & két thic module 13y fingerprint
- Trude khi sit dung hé thong toolkit U.A.U thi chiing ta phai thuc hién thao tdc khdi
tao. Qua trinh khéi tao thuc hién theo nhitng budc sau diy :

¢ Khdi tao thu vién FT (FT_Init)

¢ Tao context (FT_createContext)

¢ LAy danh sdch thi€t bi (FT_getDeviceList)

¢ K&t ndi t6i thi€t bi (FT_connectDevice)
- Mdi sensor k&t ndi vao mdy tinh s& c6 chi s& tir 1 d&€n n. D€ thuin tién cho viéc thir
nghiém toan b qud trinh nay dudc khai bdo lai trong ham connectDevice() (

FTObject.h). Poan code sau diy dién ta viéc khdi tao cho 1 U.A.U fingerprint sensor :
FT_RETCODE rc;
rc=connectDevice(1);
if (rc I=FT_OK) {
AfxMessageBox("Error in connected to

device",MB_OK);
return FALSE ;



}

connectDevice() s&€ nhan vao thong so 13 sd Id cla sensor va thuc hién khdi tao. Bdn
chat clia hAm nay 1a thyc hién khdi tao ding cdc ham co badn cla FingerPrint toolkit
cung cap.

- P€ c6 thé 14y dugc thong tin vé hinh dnh, feature clia fingerprint thi phdi thi€t 1ap
qud trinh cho phép nhan dudc nhitng thong dé t6i user. SDK cung cidp phuong cdch
trong d6 cac UI (User Interface) c6 thé nhan dudc thong tin tir device. Cdc qué trinh UI
thudc sy diéu khién cda ng dung. Qud trinh tuwong tic giita tookit va tng dung thong
qua cdc callback functions. P& thi€t 1dp cd ché nay ching ta ding ham
FT_setupUllink(). Trong tht nghiém qud trinh ndy dudc vi€t lai trong ham
setupUILink() v6i mdt s thong s6 mic dinh co bdn. Thyc hién setup Ul nhu sau :

rc=setupUILink();

if (rc I=FT_OK) {
AfxMessageBox("Error in setup UI",MB_OK);
return FALSE ;

}

setupUILink() thi€t 14p cdc thong s6 d€ giao ti€p vdi user interface. PE c6 thé 14y
feature ctia mot fingerprint chiing ta Ivu y qu4 trinh 18y sau :

Fingerprint ! Buffer
chiraFingerprint
2
buffer chita
feature

(Xem thém FTObject.h)

- Trong qua trinh (1) thi fingerprint s€ dugc sensor nhidn dang va dua vao buffer chita
fingerprint. Thong tin buffer nay cé thé dugc hién thi dudi dang mot dnh (xem class
CGray8Dib ). Qu4 trinh (2) sé dién ra viéc 14y feature clia mot fingerprint. Feature
dudc 18y dua vao dic tinh 12 registration feature hay la verification feature. bé c6 thé
14y dugc feature thi yéu cAu thém 2 thdng s6 1a kich thudc cia feature ( feature len) va
viung dém chira feature. Céc feature sau khi c6 dugc cé thé dung hay luu trit lai. Bén
canh cdc k&t qua chita trong buffer thi cic event s& dudc tao ra d€ bio trang thdi hoat



dong ctia qud trinh nhy : 14y hinh 4nh t6t, 14y dugc feature hay khong (xem cau tric
FT_UI_LINK).
- St dunt FT_terminate() d€ k&t thic va gidi phong tai nguyén di cAp cho module nay.

b) Khdi tao & k&t thiic Matching module

- Module nay cho phép st dung cdc haim dé so sdnh cdc fingerprint v6i nhau. Cdc API
nay dugc khai bdo trong dpMatch.h. Qu4 trinh khéi tao bao gom hai buéc:

¢ Khdi tao thu vién (MC_Init)

¢ Khdi tao context (MC_createContext)

- Sau khi khdi tao thi ¢6 thé sit dung cic API trong module nay. Khi k&t thiic thi chiing
ta s€ dung API MC_terminate().

3.2.2 Vidu xdy dung mot dng dung dung fingerprint

- Trong tng dung nay ching ta thuc hi€n cac qud trinh sau :
¢ LAYy registration feature cta fingerprint lIvu vao database
¢ LAy verification feature cda mot fingerprint vd so sidch vdi registration
fingerprint da luu trude dé.

a) L4y registration feature:

- Trudc khi 18y thi phdi khdi tao hé thdng toolkit.
- Tao 1 thread d€ 14y fingerprint tir thi€t bi

UINT DoRegRegister(LPVOID Param)

{

FT_RETCODE rc;
rc=GetFeaturesFT();
if (rc I=FT_OK)

return OL ;
return 1L ;
}

AfxBeginThread(DoRegRegister,GetSafeHwnd(), THREAD PRIORITY _
NORMALY);

Ham GetFeatturesFT() dugc khai bdo trong module FTObject.h nhu sau :

FT_RETCODE GetFeaturesFT()

FT_RESULT result ;
FT_RETCODE rc;
rc = FT_register(ftContext,



FT_FALSE,
g_recommendedFtrLen,
g_Features,
NULL,
&result);

if (result ==FT_SUCCESYS)

{
SendMessage(digAddUser.GetSafeHwnd(), MESSAGE_FT_SUCCESS
, 0,0);
}

else

SendMessage(digAddUser.GetSafeHwnd(), MESSAGE_FT_NOTSUCC
ESS, 0,0):

return rc ;
}

ham nay s€ blocking va thodt ra khi di nhan xong mdt registration fingerprint. Qua
trinh 14y mot registration fingerprint doi hdi sensor phai lip lai mot s6 14n qud trinh 13y
fingerprint ( di€u ndy yéu ciu user phdi duwa mot finger vao sensor nhiéu 1an). Trong
trudng hdp thanh cong (FT_SUCCESS) thi két qud thanh cong sé& chita trong
g_Features . Khi nhdn dugc sy kién MESSAGE_FT_SUCCESS( do ¢ng dung tao ra)
c6 nghia 1a ham 14y registration feature di thanh cong va khi d6 ta c¢6 thé luu trit lai
feature :

memcpy(m_FIRSTFINGER,g_Features,g_recommendedFtrLen);
m_FirstFingerFlag=TRUE ;

Trong qud trinh 14y thong tin thi fingerprint toolkit s& bdo 1én mot s& cdc event(ham
getRegisterAction trong FTObject.h 12 mdt vi du) va chiing ta c6 thé dung cdc event
dé biét dugc tinh trang :

FT_ACTION getRegisterAction (FT_STATUS_PT pStatus, void
*pParam)

switch (pStatus->code) {
case FT_FEATURES_INFO:
SendMessage(digAddUser.GetSafeHwnd(),MESSAGE_FT_FEATURE

S_INFO, 0, (LPARAM)pStatus->param1l);
break ;

}
return FT_ID_CONTINUE;
}

tuy theo ngudi phat tri€n ng dung ma thong tin d6 sé& xit Iy tuong tng vi du nhu :



case FT_GOOD_FTR:
GetDlIgltem(IDC_EDIT_STATUS)->SetWindowText("Good
feature obtained ! Pls. waiting for a short time
and put the same finger to the sensor if you
don't receive other instruction");
m_pGray8Dib->UsePalette(pDC, true);
m_pGray8Dib->Draw(pDC, 0, 0, g_FPBuffer);
break;
(xem thém source code va document di kem)

b) LAy mdt verification feature tit mot fingerprint.
- Qud trinh 14y cling thyrc hién tudng ty nhu trén tuy nhién ching ta stt dung API khdc :
rc = FT_acquireFeatures(ftContext, FT_VER_FTR,

g_recommendedFtrLen, g_VerFeatures,&qualitylmg,
&qualityFtr,&result);

¢) Thyc hién so sanh:

- St dung cdc ham MC_*() d€ thuc hién viéc so sdnh. Trudc hét ching ta 14y
registration feature tir database (hay da dudc 14y tru6c biing phudng c4c trén). Sau dé
thuc hién so sanh :

pVoid =::GlobalLock(m_pSet->m_THIRDFINGER.m_hData);
break ;
}

CurrentFinger++ ;
::memcpy(g_Features,pVoid ,g_recommendedFtrLen);

::GlobalUnlock(pVoid);
/*
* Call the verify procedure to performance verification
*/

rc=

MC_verifyFeatures(mcContext,g_recommendedFtrLen,g_Feat

ures,g_recommendedFtrLen,g_VerFeatures,FT_FALSE,
&b, featuresKey,&score,&verified);

/*
* |f the verification is success with the high score, we
assume that
* the authentication is successful and permittion is
allowed
*/



if((rc==FT_OK)&&(verified==FT_TRUE)&&(score ==
FT_HIGH_VER_SCORE)) {

tuy theo k€t qud ma chiing ta s& thyc hién tdc vu so sanh. Qué trinh so sdnh ciing c6
th€ learing dé 1dy dugc feature t6t hon. G day score dién td cho do chinh xdc khi so
trung.

4. Chudng trinh quan Iy Fingerprint

4.1. Mb td hé thong ddang ky fingerprint

- Muc tiéu 1a thdy cdc thong tin ctia ngudi dung nhu thong tin cd nhan, thong tin cong
viéc, va cdc registration features cua cdc fingerprint luu trit vao databases.

- Mo hinh :
Fingerprint DB -

Server P FingerPrint

’

Fingerprint
Register Client

P

USB

FingerPrint
Sensor

4.2.Cdu tric co s¢ dit lieu FINGERPRINTUSER:
- Hé co sd dit liéu fingerprint diing 13 SQL server 7.0 trén mdi trudng Windows. C4u
trdc ban luu trit thong tin nhu sau :




ji 0L Server Enterprise Manager - [2:Design Table "FINGERPRINTUSER']

]'ﬁ] Consale Endu:uw Help

HS G4 2Rt oS e n

__ | Colurnn Mame |Datat';.-'pe |Length |F‘recisiu:un |Scale |.ﬁ.|||:|w Pulls |DEFE

hrid char 5 1] 1] Bl

| FuLLMAME char 0 0 0 [ ]

___ | DAYOFBIRTH char 10 0 0 Z

__|=EMDER char 1 0 0 [ ]

___|PLACEQFEIRTH char 40 0 0 Z

__|HOMEADDRESS char 40 0 0 Z

___|HOMEPHOME char 20 0 0 Z

_|9CCUPATION char 20 0 0 Z

| OFFICEPHOME char 20 0 0 Z

__|@Roups char 20 0 0 ]

___|FIRSTFIMGER binary 350 0 0 Z

| SECOMDFINGER. binaty 350 0 0 Z
THIRDFINGER. binary 350 0 0 Z

- Trong d6 trudng FIRSTFINGER , SECONDFINGER va THIRDFINGER dung luu trit
3 fingerprint cda mdt nhan vién. H& co s dit liéu nay dugc phép thay ddi, bd xung
thong qua mdt account c¢6 quyén doc ghi.

4.3 Chuong trinh dang ky

- M6 hinh hoat d6ng cla chuong trinh ding ky

Khdi tao két ndi téi cd sé dit licu
chtra thong tin thé thong qua ODBC.
Cd sG dit liéu s& hién thi trén form

[1]
Xem/xo0d/duyét Thay ddi thong tin Thém ngudi st dung
21 [31 [41

D

Goi ddi tugng CAddUser

[51

v

Nhan thong tin va thém vao/thay
d6i DB [6]




¢ Xem chi ti€t source phin gidi thut :

[1] CFingerManagerView::OnlnitialUpdate() , CFingerManagerODBCSet
[2]CFingerManagerView::OnButtonDelete(), :OnEditDelete() , ::OnRecord[First,
Next, Prev, Last]()

[3]CFingerManagerView::OnEditUpdate() , ::OnButtonUpdate()
[4]CFingerManagerView::OnEditAdd(),::OnButtonAdd()

[5][6]CAddUser , CFingerManagerView::OnEditAdd()

- Poi tugng CAddUser() 1a ddi tugng s& nhin thong tin ding ky bao gdm céc thong tin
vé fingerprint. P&i tugng nay 1a mot global object va hoat dong nhu sau:

Khdi tao
Fingerprint toolkit
(7)
Nhan data ti user va tra

lai

®)

qud trinh 13y fingerprint trong ddi tugng CAddUser néi riéng va néi chung trong hé
chuong trinh access control diing fingerprint dugc thuc hién nhu trong phan 3.2.

5 M6 ta hé thong access control

5.1 Muc tiéu va moé hinh

- Nhin thong tin ngudi diing tir keypad va fingerprint sensor sau d6 thyc hién kiém tra
xem c6 hdp 1& hay khong. Trong trudng hop ngudi ding 13 hdp 1é thi sé& diéu khién
thi€t bi md cta.



Fingerprint DB -

Server FingerPrint

¢ o

Access Control
Fingerprint Client

USB Electronic

FingerPrint Lock
Sensor

5.2 Chuong trinh

- Trong m6 hinh hoat dong G 5.1 thi cd s& dit liéu fingerprint 1a cd s§ dit liéu da duge
thi€t 1ap nhu trong dé cip & muc 4. Chuong trinh Access Control 1a chudng trinh chay
nén. Hoat dong tong quit nhu sau :

Chg input tir keypad

Input tr keypad 12 ma s6. L4y finger tir
database so vdi finger tir sensor

Piéu khién hé thong cita

- Chuong trinh access control 12 mdt chuong trinh chay nén (background) dé vay input
tir keyboard khong thé st dung phuong phap thong thudng. Trong chuong trinh st dung
k¥ thuit keyboard hook d€ bit phim nhép tir key board. Nhu vay bat ky lic ndo ciing
c6 thé nhan bi€t c6 thong tin input tir keyboard. K§ thuit nay dugc trinh bay trong
phan muc luc. Ngoai ra d€ ddm b3o chudng trinh hoat dong 24/24 thi sit dung chuong
trinh monitor gidm sdt hoat dong cta chuong trinh access control. Khi chuong trinh



access control khong hoat dong thi monitor s€ goi chuong trinh access control hoat
dong.

6. Cac van dé dit ra dé gidi quyét trong tudng lai
- Mot s6 van dé dé nghi nén ti€p tuc gidi quyét trong qud trinh thit nghiém:
¢ Portable cic ttng dung trén Windows NT/2000
¢ Hoan thién mach kho4 dién t& & thu vién diéu khién nhu 12 mot module
doc 1ap @€ ng dung vao nhiéu trudng hgp.
¢ MGd rong dudng cable cia USB
¢ Chuong trinh Access Control dang Services
¢ Cdc thong tin can thiét lvu trit trong registry hodc ma ho4 (Vd : thong tin
user, password dé doc fingerprint tir database)
¢ Checking trén nhiéu database
¢ Chién lugc diéu khién truy xuit
¢ He thong logfile va thdng ké trén logfile
¢ Heé thong fault-tolerance cho Access Control program

7. Tham khao

[1] Visual C++ 6.0 Enterprise Edition
[2] U.A.U Toolkit Software and SDK
[3] Source Codes

- List sources :

ATLib.zip ( Thu vién keyboard hook)

FingerprintManager.zip ( Quan 1y dang ky fingerprint )
AccessControl2.zip ( chuong trinh access control)

MonitorApp.zip ( chudng trinh Monitor chudng trinh access control )

> & & o



Phu luc:

AT LIB : KEYBROAD HOOK LIB FOR ACCESS CONTROL
PROGRAM

1. Giéi thiéu

- Chuong trinh Access Control 1a mot chuong trinh thuc thi background. Khi ngudi st
dung nhidp vao mi s6 thi trén co s& ma sd d6 chuong trinh s& tim ki€m feature clia
fingerprint da ding ky & trong database dé so sdnh véi feature nhip vao. Yéu cau dit
ra 12 1am th€ nao d€ c6 thé 14y dugc ma sd clia ngudi ding khi ho ding keyboard
trong khi chuong trinh chay background. St dung ky thuit keyboard hook sé cho phép
chiing ta thyc hién dudc diéu do.

2. Thu vién ATLib.DLL

- Thu vién ATLib.dll hién thuc co ché& keyboard hook va bit tdt cd nhitng thong tin
ngudi dung nhip vao ti keyboard. Sau d6 filter lai va trong truéng hgp ngudi dung
nhap vao 12 mot chudi so thi dll sé trd vé cho ng dung ( &ng dung goi dll) chudi trén.
Nhu vay trong trudng hop input tir keyboard 12 mot chudi s& thi ¢6 thé xem 12 ma s6
ngudi dung va chuong trinh access control s& thuc thi vién 18y cédc feature ding ky va
nhap vao tir sensor dé so sanh.

3. Source codes

- Chuong trinh nguén ATLib.zip
- Thu vién DLL : ATLib.dll
- Header file : ATLib.h

MONITOR : Gidm sit chuong trinh access control
Chuong trinh nay 12 mét chudng trinh monitor don goi chudng trinh access control va
chd cho dén khi chuong trinh access control két thic thyc thi. Khi chudng trinh access
control k&t thiic thyrc thi thi monitor s& cho ring dé 1a két thiic ngoai mong mudn va
goi chuong trinh access control thyc thi trd lai. Xem source code trong MonitorApp.zip



