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Abstract

Distributed services in a context-aware Web service system or in a servicecomposition need to couple context
information from different sources in order to be able to interpret context information. Such interpretation is a
prerequisite before services can adapt themselves to be context-aware. However, context coupling in context-
aware Web service systems is a complex issue. It is related not only to howwe represent and transfer context
information among Web services, but also to how we support the contextstorage, and how we ensure security
and privacy issues of context information. Context coupling techniques for Web service systems will be different
from that of tightly coupled systems because, with Web service systems, context information is typically shared
across the boundaries of organizations which host Web services. Thischapter aims at presenting an overview of
context coupling techniques, their related issues, and their implication for acontext-aware Web service system.
Our approach is to study existing techniques implemented in current systems, to present open context coupling
issues in current and future context-aware Web service systems, andto suggest further research directions.

1 Introduction

At the time of writing, utilizing Web services to develop large-scale systems and distributed applications operating
beyond the boundary of a single organization is the norm. Many Internet-based systems include several Web ser-
vices, which are loosely coupled and owned by different providers. The concept of the Internet of Things and the
Internet of Services[45], although still being shaped, puts this loosely coupled applications model further: future
Internet-based applications will include various software services, things, and people interacting via standard pro-
tocols and models, which are highly dependent on SOA (Service-oriented Architecture) technologies. To date, we
have observed the popularity of Web services, and user participation and customization in the Web. Certain types
of these Web services based systems and applications require Web services to be aware of context associated with
their operations. Such context could be associated with, for example, time, location, profile, and runtime status
of services, things, and people. Obviously, such context could be individually handled by a single service and
collectively processed by different services in multi-organizational environments.

From our previous study in [42], we have observed great challenging issues for supporting context-aware
Web services. In our work, a context-aware Web service is a smart Web service which, defined by Manes, ”can
understand situational context and can share that context with other services” [31]. Being smart or context-aware
is important for Web services because they could not only effectively match user’s needs to their capabilities,
but also be able to adapt themselves with situation changes to improve their availability and reliability. As we
discussed in [42], when systems and applications are built from different Web services provided by and hosted
in multiple organizations, it is challenging to make the systems and applications context-aware, as this requires
services to be aware of each other and aware of the context of customers and applications. This challenge is due
to the distributed, large-scale, and diverse nature of Web service-based environments. Unlike past context-aware
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systems in which components are tightly coupled and in a closed environment, such as [48, 38], as indicated by
[31, 33, 43] and others, solutions for enabling context sharing in Web services-based environments must be open
and interoperable to ensure that they can be applicable in Web service-based systems.

To support the concept of context-aware Web services, distributed Web services in a context-aware Web service
system or in a service composition need to couple context information from different sources in order to be able
to interpret context information. Such interpretation is aprerequisite before services can adapt themselves, a
condition to be context-aware. However, context coupling in context-ware Web service systems is a complex
issue. It is related not only to how we represent and transfercontext information among Web services but also
to how we provide context information to different interesting services and how we ensure security and privacy
issues of context information. Context coupling techniques for Web service systems will be different from that
of tightly coupled systems because, with Web service systems, context information is typically shared across the
boundaries of organizations which host Web services.

In order to examine this issue, this chapter aims at presenting an overview of context coupling techniques,
their related issues, and their implication to the success of a context-aware Web service system. Our approach is
to study existing techniques implemented in current systems, to present open context coupling issues in current and
future context-aware Web service systems, and to suggest further research directions. To this end, in Section 2 we
will discuss fundamental assumptions, present scenarios,and explain what context coupling means. From well-
establish coupling techniques, we concentrate our study onfour different models, named structure, data, message
and common couplings, which in turn strongly impact the design of existing context-aware Web services. In
Section 3, we study how existing context-aware Web service systems support context coupling techniques and
analyze strength and weakness of existing techniques. To further analyze how context coupling techniques are
implemented in a real-world scenario, we present a case study based on the EU FP6 inContext project. Based
on our analysis, we discuss some open issues and suggest few recommendations for future research in Section 5.
Related work of this study is also given in Section 6 and we conclude the chapter with an outline of some of our
future steps in Section 7.

2 Fundamental Concepts

2.1 Context-aware Web Services

What context information and context-aware systems are, hasbeen defined and discussed in various papers
[13, 19, 23, 17] . Context information is dependent on individual systems, as a type of information might be
considered as context information in one system but not in another one. Context-aware Web services are a subtype
of context-aware systems defined in these papers. As given in[42], we consider context information as any ad-
ditional information that can be used to improve the behavior of a service in a situation. Without such additional
information, the service should be operable as normal but with context information, it is arguable that the service
can operate better or more appropriately.

A Web service might be context-aware as it can adapt its operations according to context of its clients and
environment. Naturally, context-aware Web services sharing context information will operate in a distributed
environment. However, it might never need to share context information, e.g., to other services it depends on.
This case is not the focus of the environment we assume in thisstudy. Instead, we consider the case in which
different services will share context information. We alsoconsider whether these services belong to the same
(virtual) organization or not. By (virtual) organization,we mean that these services will follow certain policies
established and enforced by the same (virtual) organization, such as security, privacy and data governance. For
example, when services are provided by the same company, they might not worry about how sensitive the context
information transferred among the company’s services is, thus the services might relax some privacy conditions
which must be implemented when the services do not belong to the same organization.

2.2 What is Context Coupling?

Before we discuss context coupling, let us consider the following scenarios. The first scenario is described in
Figure 1. Assume that a user would like to use a PDA (Personal Digital Assistant) which is equipped with
a GPS (Global Positioning System) to find relevant restaurants with/without open gardens when the user is in
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Figure 1: Example of context information sharing

Vienna1. To date, all information relevant to this search could be provided by Web services and this user’s need
could be fulfilled by different means. For example, aRestaurant Recommendation Service could offer
recommendations to restaurants based on several criteria.TheRestaurant Recommendation Service
can also utilize various other services, such as theReverse Geocoding for mapping GPS information to
addresses, theGoogle Map for finding businesses close to an address, theRestaurant Data Service
for searching restaurants based on user preferences, and theWeather Information Service for obtaining
weather information. Many types of context information could be exchanged in this scenario. First, the user’s
PDA has GPS, thus user’s location (latitude/longitude) information can be captured and utilized. In a simple form,
in order to find a restaurant, aRestaurant Finder in the PDA would, for example, be implemented as a
Web service requester which directly invokes other services, e.g., by utilizing mashup techniques to aggregating
content from different services. TheRestaurant Finder can automatically obtain GPS information and
send this information to theReverse Geocoding Web service to get the address associated with the
user’s location. Then it uses the address to call theGoogle Map Web service to find restaurants close
to the address. Furthermore, it uses the zip information to get the weather information and then recommends
restaurants with gardens if the weather is nice. In this casetheRestaurant Finder has to model and couple
all context information used for finding restaurants. In another possibility, a more complex form, the user just uses
theRestaurant Recommendation Service which is provided by a service provider because the provider
can get more benefits (e.g., acquiring more user informationor providing the service as an value-added offer). This
service requires the user to provide only one parameter which is restaurant search command, but it manages several
user-related context information. When the user uses this service, the user’sWeb service requester may
automatically pass the user’s GPS information to the service via SOAP headers. This service then utilizes the
user’s location to determine the corresponding address, thus being able to locate relevant restaurants based on the
address. Furthermore, it can pass user preferences/behaviors, which it has in its database, to theRestaurant
Data Service in order to obtain a better match of restaurants to user’s profile.

In this scenario, possible types of context information are, for example, location (latitude/longitude), time
(when the request is issued), weather status, and personal preferences. Depending on capabilities of services,
specific configurations, and software development processes, not all of these information might be used. For
example, when the weather status is unknown, it is probably hard to recommend an outdoor restaurant. These types
of context information are shared between different clients and services spanning different organizations. Sharing
methods are different, depending on available services andcompositions. Therefore, some fundamental questions

1Although this scenario is imaginary, restaurant recommendation is a popular scenario which can be found in many documents.
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about sharing mechanisms or how context is coupled, arise. For example, how latitude/longitude information
is transferred to theRestaurant Recommendation Service (using parameter invocation or embedded
information in a SOAP header)? DoesRestaurant Recommendation Service manage an ontology
and instance information of context information about location, time, weather, etc.? Will theRestaurant
Recommendation Service pass a structure of personal preferences to theRestaurant Data Service
or it just gives a link to a person’s preferences? If a link is passed, how can we sure that sensitive information, such
as user identity, is not accessed by theRestaurant Data Service ? Generally speaking, as a Web service
may manage, process and transfer different types of contextinformation, it has to couple different types of context.
How can it deal with this? Which techniques should be used? There are many questions and this chapter aims
at answer some of them by studying current state of the art systems. Besides many possible context information
might be shared, this sharing is also conducted across different services which are not designed to work together
on purposes and may be deployed in different geographic locations. This scenario reflects the case of Web services
belonging to different organizations which share context information. Context coupling techniques have to work
with the assumption that the policies are governed by different laws, countries, and distributed environments.

Figure 2: Context providers and consumers in Clara’s home and other spaces

The second scenario is about a smart home, shown in Figure 2, and is based on the EU FP7 SM4All project
[10]. In Clara’s home, there is a system that can operate lights and doors automatically based on the simple
presence information so she has bought this system and installed it in her home. Unfortunately, she got an accident
and she is now on a wheelchair but she is doing some rehabilitation every day. Thus, she needs more help in order
to deal with other difficulties during her rehabilitation. First, she is equipped with a health monitoring system
which will connect to a distributed health-care system managed by her caretakers. Second, she installs a wearable
activity recognition system which can detect her gesture. This activity recognition system can interact not only
with her light and door controllers but also with the distributed health-care system. Furthermore, to support her
rehabilitation, a home multimedia system is installed. This system can be controlled by her activity recognition
system and interact with external multimedia services provided by, for example, Yahoo, Youtube, and a weather
service. Since intruder breaks are increasing, she also install sensors to detect intruders and to control the alarm
process, including calling the police, turning on/off lights, and opening/closing doors. This human recognition
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system also allows her to control the access to her house (automatic block or access). Furthermore, her other
properties, such as her car, are also monitored and monitoring information will influence her activities.

This illustrative scenario presents many possibilities inexchanging and consuming context information. For
example, to ensure that she selects suitable multimedia contents according to her health status, health status in-
formation can be used to filter the content. To ensure that external multimedia services offer best selections for a
patient, her profile and status can be used to optimize the content delivery. Furthermore, when she has a severe
health condition or based on her gesture, health caretakerswill be informed and doors are automatically opened
when they enter her house based on pre-defined profiles. This scenario shows that different types of context infor-
mation are coupled over the time, For example, at the beginning, in Clara’s home, we may have only a presence
sensor, a service to turn lights (built based on a light controller) and a service to open/close doors. Then, as an
activity recognition system is installed, we have wearablesensors, an activity management system, and a user
profile management system. This activity management systemwill have to interact with light/door controllers and
planned multimedia entertainment system. With this scenario, we see that (1) a context model covering many
context sources cannot be pre-defined due to the diversity and opportunistic usage of context sources, (2) context
middleware cannot assume all context sources use the same protocol (e.g., push or pull) to provide context in-
formation. Thus, they raise the questions of how context information could be encapsulated and propagated over
such a network of services.

In this paper, context coupling refers the degree how a Web service/client relies on another Web service/client
with respect to context information. In our view, context coupling is a special topic ofcoupling [2, 1]. Under-
standing context coupling techniques is not only useful forselecting suitable techniques to transfer context but
also for ensuring concerns associated with context information, such as privacy, to be guaranteed.

2.3 Basic Models of Context Coupling in Context-aware Web Services

While there are many forms of coupling, in this study of context-aware Web services, we divide context coupling
models into the following types:

• Context data coupling: it is a type of data coupling in which context information ispassed, as simple
parameters, through Web service invocations.

• Context structure coupling: it is a type of stamp coupling, also called type use coupling. In this type of
coupling, context data is described by a data structure which is passed among services through Web service
invocations.

• Context common coupling: it is a type of common coupling in which context data is stored in a common
space (e.g., storage or service) and Web services access thecontext information through the common space.
The common space could be also extended to a distributed space (e.g., a distributed system of repositories).

• Context message coupling: it is a type of message coupling in which context-aware Web services use mes-
sages to transfer context information. It can be built basedon publish-subscribe and P2P (Peer-to-Peer)
systems.

The main reason for considering only four types of context coupling is because we observed those as the main
types used existing systems. Other coupling models are either not used in or not applicable for context-aware Web
service systems. Note that these types of coupling are not orthogonal, because, as we discuss them in Section 3,
one type of coupling might use another one.

Context coupling techniques are related to several other techniques in a context-aware system, such as context
representation, context dissemination, and context storage. For example, context representation describes how
context data is structured. Thus, it has a strong impact on context structure coupling. Context dissemination
protocols describe which protocols are used to conduct context message coupling. Context storage can be part of
coupling techniques, for example, context message coupling can be performed via centralized context storage. A
Web service entity stores context in the storage which is then accessed by another. In addition, context coupling
techniques for context-aware Web services deal with the transfer of context information of which many types are
sensitive, such as user information and location. Therefore, security and privacy issues in context sharing are of
paramount importance [14, 34]. Thus, when studying contextcoupling techniques, we will also discuss possible
privacy and security issues. However, we will not discuss how Web services will utilize context information to
become “smart” (refer to [42] for context adaptation techniques, for example).
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3 Context Coupling Techniques in Current Context-aware Web Service
Systems

3.1 Structure and Data Coupling

Figure 3: Data coupling model

In structure and data coupling techniques, context information is described in structured and/or simple param-
eters. A context-aware Web service will explicitly pass context information to another context-aware Web services
by invoking appropriate service invocations. Figure 3 describes the interaction between two context-aware Web
services supporting structure and data coupling techniques in whichcontext parameters can be simple or
structured input variables. Since context information is shared through service invocation, a context-aware Web
service has to model and express its input context parameters explicitly in its service operations, although it is
possible that values of these parameters might never be set in service invocations.

One technique to support such couplings is to develop context-aware Web services based on the Model-driven
Engineering (MDE) approach. The MDE approach is increasingly used for structure and data coupling of context
information in various context-aware Web services systems. The basic idea is to model the context parameters and
their structures explicitly and to associate them with Web services descriptions. Examples of systems utilizing this
way are CoWSAMI [16], ContextUML[39], CSOA [46], and their applications and works built atop them. Another
technique of structure and data coupling is to develop/utilize agreed context models to pass context information.
In this case, mostly a context model is developed based on ontologies [22, 43] or XML schemas [44], and context-
aware Web services just provide service operations that accept context information following the model. Typically,
this case of structure and data coupling is utilized together with common coupling techniques (see Section 3.3).

Using structure and data coupling techniques, a developer of a callee context-aware Web service will focus
on describing what his/her context-aware Web services needand let his/her caller deal with the integration issue.
Thus, it is more flexible with respect to the development process, in particular, when context-aware Web service
systems are built from existing ones. For example, it is relatively straightforward to compose several context-
aware Web services because their operations are known. However, when context parameters are changed, the
composition has to be reworked. When a context-aware Web service needs to be improved, e.g., able to handle a
new type of context information, its developer freely performs his/her work, but the developer of the composition
has to rebuild the composition. Thus, it is also not suitablefor large-scale context-aware systems, e.g., envisaged
in the Internet of Services. Because in such a Internet, diverse types of context sources exist and modeling all of
them is very difficult.

With respect to privacy and security issues, these types of couplings offers many possibilities to strongly
enforce privacy and security controls. The caller has a total control over what kind of context information it could
share. Security enforcement is the same as what is for other functional invocations of the service, for example
WS-Security standards [11] can be used for SOAP-based context-aware Web services while HTTP Authentication
[4] and HTTPS [5] can be used for REST-based context-aware Web services. Thus, security enforcement does not
impose a large cost for security implementation for contextinformation. Although, many systems studied do not
deal with privacy issues or do not describe how they address privacy issues, data and structure coupling techniques
could utilize MDE techniques and pre-/post-conditions assertion techniques to enhance the assurance of privacy
issues (e.g., eliminating user identity from context parameters). Some basic work [28, 47] have been done in
this direction. In the privacy-aware context profile [28], context is associated with owner and authorization for
accessing context information can be associated with groupor user. Thus, this model can be used to describe some
privacy-related information. While privacy-related information can be described, technically, privacy compliance
can only be performed at the caller side because there is no way to ensure that the callee will follow the same
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policy. In fact, the systems studied in this section do not describe how they ensure privacy compliance. Some
work, such as [30], have presented the use of information about privacy concerns and policies to enforce the
privacy compliance within Web services. However, the connection between context modeling (at design time) and
privacy compliance (at runtime) in an end-to-end software engineering process is not well established in existing
work.

3.2 Message Coupling

In context message coupling techniques, context information is exchanged via messages. A context-aware Web
service passes context information to another Web service by sending a message consisting of context information
or links to the information. The message can be relayed through a message middleware.

Figure 4: Model of context message coupling using SOAP headers

Figure 5: Model of context message coupling through messagemiddleware

Using SOAP headers to transfer context information is one technique in this type. In this technique, context
information or links to the information are encapsulated inSOAP header messages which will be transferred from a
caller Web service to its callee Web service. As shown in Figure 4, context message is separated from messages of
functional calls. Context messages can be directly sent from one service to another one (see Figure 4) or indirectly
relayed through message middleware (see Figure 5). This technique has been proposed and implemented in
several systems. Keild et al. present a generic framework tosupport the development of context-aware adaptable
Web services [29]. This framework separates clients/Web services from the context framework which supports
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clients and services. The transfer of context information is performed through SOAP message header. Context
information can be explicitly and directly processed by clients or Web services or be automatically handled by
the context framework. Similarly, in the CASD (Context-aware Service Directory) system [21] SOAP headers are
used to transfer context information which influences the operation of CASDs. In the inContext system [41], URIs
(Uniform Resource Identifiers) specifying the location of context information are transferred and based on that
context information can be obtained. The above-mentioned systems can actually be considered as particular cases
that WS-Context [12] aims to support. WS-Context specifies mechanisms to transfer context messages among
Web services, supporting transferring context messages aswell as references to context messages. In the first case,
context information is wrapped into a message and transferred among Web services using SOAP headers. In the
second case, only the references are transferred. The real context information will be obtained from an external
service (context manager). WS-Context, therefore, supports different message coupling techniques. Similar to
the above-mentioned tools, when transferring messages, WS-context implementations will face similar issues.
When transferring references, corresponding context information could be retrieved from dedicated repositories
or services. There are some implementations utilizing WS-Context concepts, such as [35].

While, this technique does not require change of service interfaces, thus it will not require changes of service
composition, it requires a mutual understanding between the caller and the callee. Context-aware Web services
sharing similar context information have to know schema of the message in advance. Thus, it is suitable for service
providers who have a strong agreement (e.g., are in the same organization ). One advantage of this technique is
that it supports very loosely coupling by means of messages.The use of references instead of message content
allows a context-aware Web services to access context information from many context providers. However, this
technique works only with SOAP-based Web services.

Another message coupling technique is to support the exchange context information through overlay networks
(shown in Figure 5). There are many possibilities in this model. First, context-aware services may know the struc-
ture of the context information and just send different query or subscription requests over a network of services
in order to obtain the context information. Second, contextinformation may be published through an overlay
network, possibly, of context management services. For example, the ERMHAN system [36] distributed context
management services relay context information to a centralcontext management service which then propagates
selected context information met specific conditions to appropriate applications. Using messages to couple context
information through overlay networks could also be useful for context-aware Web services which have a low tem-
poral coupling degree, such as mobile Web services, becauseit does not require both services have to be present
at the same time.

With respect to privacy and security issues, context providers have a flexibility to enforce which information
to be shared and protected. Even though encryption can be applied to SOAP headers, most existing systems
do not apply security methods to context information in SOAPheaders. In message middleware for context
coupling, security can be established based on WS-Security,HTTP Authentication and HTTPS. However, security
enforcement could be complicated in case of transferring references because the context provider might not be the
same as the caller (thus this requires some forms of securityconfiguration between the caller, the provider and
the callee). The systems in our study do not show how they solve this problem. In this respect, some protocols
could be utilized for context-aware Web services. For example, the OAuth protocol [6] can be used for authorizing
resource access in Web services. With the OAuth protocol, a user can grant service consumers to access user’s
private resources hosted in another service. Therefore, itcan be used to grant access to privacy context information
among context-aware Web services. The OpenID protocol [7] is another one that can be used for managing
identities associated with the caller, the provider, and the callee when transferring context references is employed.

3.3 Context Common Coupling

The common coupling model for context information is widelyused in practice, especially when Web service
providers agree on context information to be shared, or whenservices are managed by a single organization.
This type of coupling is typically achieved by using a commonrepository to store, manage, and provide context
information. The repository can be implemented as a Web service, such as in [26, 15, 35, 27, 32, 8, 37, 3], a tuple
space, such as in The Ubiquitous Semantic Space (USS) [40], and agents, such as in [18].

This model could serve as a fast solution for context sharingin Web services. The common repository can
provide well-defined interfaces for storing, querying, andmanipulating context information. In many cases, con-
text common coupling techniques are implemented based on a centralized model. However, this type of coupling
is not limited to a centralized model. For example, in the ESCAPE framework [44], context information is hosted
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Figure 6: Common coupling model

by different context management services. In order to retrieve context information, various different languages
and service operations can be utilized, depending on specific implementations and context data representations.

This model is also usually used together with other models intwo main ways. In the first case, it can be used
with message coupling techniques. Context-aware servicesexchange only URIs indicating the context information
and the information is retrieved from the common repository. One example of this case is the inContext system
[41]. In the second case, it can be used with context structure/data coupling. For example, in the CATIS system
[37], the user’s location is stored into a context manager. An application server serving user’s request will retrieve
the context information from the manager and passes the context information to relevant services.

With this type of couplings, in principle, Web services can exchange context information regardless of how the
repository is implemented. However, when the repository isnot based on Web services, such as in [18], from the
integration point of view, there is a problem to support context-aware Web service systems comprising different
services from different providers. One of main issues for this type of coupling is the performance and scalability of
the common repository, in particular, when ontology-basedrepository is used. To overcome this issue, distributed
repositories are proposed. Another issue is that all services have to agree on the context structure. Furthermore,
querying context information will bring overheads and moreinteractions are needed in order to retrieve context
information. On the other hand, with this model, context information is easily coupled and strong reasoning
capabilities can be built. Moreover, historical context information might be stored for other purposes.

With respect to privacy and security issues, this type of coupling allows a strong control of accessing and shar-
ing context data at a central point. In addition to transportsecurity enforcement which can be based on common
techniques, as discussed in other types of couplings, such as WS-Security, HTTP Authentication and HTTPS,
context access control can be based on rules. Such rules can also be strongly related to privacy preferences. For
example, the Google Latitude [3] supports different privacy policies for a particular instance or type of context
information to a particular people/application. In [47], privacy preferences, privacy rules and context ownership
information are used in the context manager to ensure the privacy-aware context sharing. In [26], access policies
can be established based on user’s time, location and event participation. Overall, this common repository model
allows utilizing rich semantic representations for context information and well-integration of access control rules.

3.4 Summary

Table 1 presents the summary of how systems studied utilize context coupling techniques. Overall, structure,
data and common coupling techniques are widely employed in current context-aware Web services. It is under-
standable because it is fast and easy to perform the integration with these techniques. Furthermore, they allow
the developer to be flexible in developing their services without worrying much on common agreement in shar-
ing context information. Until now only WS-Context is proposed as a standard for exchanging context in Web
services, but it is not widely adopted yet.

In general, security and privacy issues are not well addressed in studied context-aware systems. Some of
systems studied provide authentication and authorizationaccess controls, but most of them neglect privacy issues.
This is probably due to the fact that many types of context information in these systems are (i) not classified as
private and sensitive information, and (ii) actually used only within a single organization. However, these issues
have to be addressed when context coupling is performed via open, Internet-wide context-aware services.
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Systems Types of Coupling Privacy Multi-organization
structure data common message

MDE approach + +
inContext [41] + + +
WS-Context [12] + +
USS [40] + +
CATIS [37] + + +
CASD [21] +
ESCAPE [44] + +
CA-SOA [20] + + +
Akogrimo [8] + +
ConServ [26] + + +
ERMHAN [36] +
Keild et al. [29] +

Table 1: Summary of context coupling techniques supported in existing context-aware Web services. We use+
for a feature when a system explicitly supports the feature.When it is unknown or unclear (some systems mention
a feature but do not show how they implement the feature), thefeature was left blank.

Category Types of Coupling
Structure Data Common Message

Development flexibility high high medium low
Integration complexity low low medium high
Security enforcement effort low low medium high
Privacy enforcement effort low low medium high
Interoperability degree low low high high

Table 2: Perspectives on the utilization of context coupling techniques

Table 2 summarizes our perspectives on the utilization of context coupling techniques. Overall, structure/data
and common couplings offer less complexity and effort for the implementation but the interoperability degree is
low, while message coupling is complex but offers better interoperability degree.

4 A Case Study: Context Coupling in the inContext Project

The EU FP6 inContext project [9] aims at supporting highly dynamic forms of human collaboration such as
Nimble (short-lived collaboration to solve emerging problems), Virtual (spanning different geographical place
and having diverse professionals) and Mobile (collaboration with mobility capabilities) teams. Therefore, it deals
with many types of context information. Furthermore, the inContext project proposes its solutions based on
the SOA model: context-aware services enabling team interactions are built as Web services [43]. Thus, in the
inContext project, various types of context coupling techniques are employed, namely context structure, context
data, message, and common coupling techniques, and context-aware Web services are strongly supported.

As partially described in [43, 41], the inContext project proposes four core capabilities dealing with context
coupling. Figure 7 describes these capabilities:

• Manage Structure: this capability is actually the context coupling based on the context structure technique.
Within this capability, the inContext project describes and associates different types of context, such as team
activities, user profile, resource information, etc.

• Create Correlation and Extract Correlation: these two capabilities are dealing with context message tech-
niques. The inContext project uses SOAP headers to transferURIs indicating context information among
Web services. These capabilities provide libraries for handling context URIs extraction, propagation and
correlation.

• Manage Context: this capability supports context common coupling. The inContext project provides tools
for storing, managing and querying context information.
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The first capability is realized at design-time context coupling whereas the last three capabilities are achieved
through runtime context coupling.

Figure 7: Required core capabilities for supporting context coupling in the inContext project [41]

4.1 Context Structure and Data Coupling

The approach to support context structure and data couplingtechniques in the inContext project is to design an
ontology describing all possible types of context information used in teamwork. To this end, the inContext project
has reused many existing ontologies and developed new ones and linked them together in the so-called inContext
context model. Figure 8 shows the inContext ontology that isable to seamlessly unify individual, team and activity
context. Individual context includes most of the traditional context types such as location, available devices,
communication online status, but also more collaborative work related information such as team membership,
activities (within the different teams), available resources, skills, or team members (from different teams). Team
context includes information about interactions, projects, organizations, and locations that are associated with
members of a team. Activity context describes tasks and their associated information in different levels of detail,
for example, work breakdown structures of a project or user current activities.

The inContext context model is described and implemented using the RDF (Resource Description Framework)
and OWL (Ontology Web Language). The main advantage of the inContext approach is that it allows for flexibility
and extensibility of the context model, for instance, by inclusion of domain-specific data or reuse of Web data
already available in common RDF formats. Furthermore, the ontology-based model provides common coupling
with reasoning capabilities that will be discussed in Section 4.3.

4.2 Message Context Coupling

Message context coupling techniques in the inContext project are developed based on the propagation of URIs
indicating context information via SOAP headers. Unlike [29], only URIs specifying the location of context
information are transferred. This assumes that by using theURIs, a context-aware Web service can retrieve context
information from appropriate context providers. Figure 9 depicts the message context coupling implemented in the
inContext project. URIs specifying context information, such asActivityURI - for activity information, and
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Figure 8: The inContext context model used to describe individual, team and activity context [43]

UserURI - for user identifiers, are embedded into SOAP headers in SOAPmessages exchanged between context-
aware Web services. A service will use the URI to access the context information which is stored in a separate
service (e.g., aContext Store - see Section 4.3) in the inContext’sContext Management Framework .
Listing 1 presents a simplified example in which context information related to activityact1 and userRossi
is transferred. TheActivityURI andUserURI arehttp://www.in-context.eu/pcsa#act1 and
http://www.in-context.eu/pcsa#Rossi.E54 , respectively. The context information itself is stored
in theContext Store of theContext Management Framework .

<?xml v e r s i o n ="1.0" encod ing ="UTF-8" ?>
<soapenv :Enve lope
<soapenv :Header>

<n s 1 : c t x t u n n e l l i n g s o a p e n v : a c t o r ="http://schemas.xmlsoap.org/soap/actor/next"
soapenv :mus tUnde rs tand ="0" xmlns :ns1 ="www.in-context.eu" >

<n s 1 : A c t i v i t y>
h t t p : / /www. in−c o n t e x t . eu / pcsa # a c t 1

</ n s 1 : A c t i v i t y>
<ns1 :Use r>

h t t p : / /www. in−c o n t e x t . eu / pcsa # Ross i . E54
</ ns1 :Use r>

</ n s 1 : c t x t u n n e l l i n g>
</ soapenv :Header>

<soapenv:Body>
</ soapenv:Body>

</ soapenv :Enve lope>

Listing 1: Simplified example of SOAP header message including context coupling information in the inContext
project [41]

The approach of sending URI only facilitates the access to context information from any services. Thus it is
possible to support runtime binding: each time a context canbe accessed from a different service. Currently, the
inContext project has not supported any privacy protectionfor this sharing.

4.3 Context Common Coupling

Context common coupling is achieved in the inContext project by means of a centralizedContext Store
which is implemented atop an RDF store with added OWL and RDFS inference capabilities. With a strong
reasoning capability, the inContext approach offers better retrieval mechanisms for context-aware Web services.
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Figure 9: Components and steps in the inContext’s context message coupling [41]

However, as noted in [41], it requires Web services being able to process RDF content, which is not common in
Web services yet, and is hard to achieve in mobile applications. To master this problem, the inContext project
also provides transformation solution that returns the results in XML format. While offering a strong reasoning
capability, the inContext’sContext Store does not provide any privacy policies at the time of wring.

4.4 Summary

The inContext case study shows that for large scale and complex systems dealing with various types of context
information, a single technique might not be enough. On the one hand, the inContext project employs structure and
common coupling techniques together to support a context storage which can be used by any context-aware Web
services. On the other hand, it utilizes message coupling toexchange context information. Using multiple types of
couplings together could help to deal with the diversity of context-aware Web services in different situations and
configurations. For example, the common context storage would be utilized by context-aware Web services which
are deployed in strong platforms and require complex types of context information, possibly, inferred from other
types of information. It is because the context storage has strong capabilities to support advanced reasoning. On
the other hand, message coupling could be used to share context information to mobile Web services which are
deployed in mobile devices or which require simple context information and minimum numbers of interactions.
For example, a notification service just needs to be aware of if the user is available in an instant messaging service
or not in order to use instant messages to notify the user withsome information. This does not need to acquire
complex context information using reasoning techniques. Combining structure, common and message couplings
could be, for example, suitable for the scenario of smart homes in which there are multitude of varying services.

5 Open Issues and Recommendations

From our study, we draw some conclusions. First, software engineering techniques for building context-aware Web
services should take into account privacy and security issues in the whole development and deployment of these
services. On the one hand, privacy and security features should be provided to the user when context information
being shared is sensitive to the user. This is particularly important for common coupling techniques. On the
other hand, in case of using structure and data coupling techniques, constraints could be added into the design of
context-aware Web services, e.g., based on the MDE approach, to automatically check and ensure privacy issues
when context information is passed through service invocation.

Second, it is hard to achieve a common context model but the use of rich semantic representations, agreed con-
cepts, and extensible message specification to describe context information would facilitate the context coupling
in the Internet of Services. It could enhance the runtime context structure coupling by means of reasoning and
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enrichment. Using reasoning techniques one could correlate many different types of context information from a
common repository and couple these types into a message specification.

Third, currently there is a lack of techniques to couple existing context information described in different
specifications and provided by different sources during runtime. For example, in structure and common coupling,
context information is mostly assumed to follow the same specification, forcing, for example, a new context-aware
Web service to use the same specification for its sharing context information, even if its context information is
described in a different form. Consider the scenario of smart homes in which each service (e.g., light control,
entertainment, and activity recognition systems) has its own context model. Then, a newly-built context-aware
Web service retrieves context information from existing services would need to solve many interoperability issues
among context specifications.

Fourth, related to the third issue is the need to have open Internet-scale context exchange protocols and models.
The WS-Context could be a good starting point but its assumption of transferring context information using SOAP
would be a limitation as certain context-aware Web serviceswill not be based on SOAP. We suggest to agree, like
WS-Context proposed, that operations of obtaining context are well-defined. However, context messages could be
transferred by different means based on SOAP and REST (Representational State Transfer). Furthermore, these
protocols and models should also address the interoperability of different context-aware Web service systems.
A similar approach to a recent work on bridging context management systems [24] could be investigated for
context-aware Web services.

Fifth, existing protocols for authorizing resources access in Web services and for supporting identity man-
agement and single sign-on, such as the OAuth and OpenID protocols, could be useful for context coupling in a
large-scale network of context-aware Web services. We suggest to integrate and extend these protocols for context
coupling among context-aware Web services, especially those provided by different vendors.

6 Related Work and Further Reading

In our previous work [42], we have analyzed different techniques employed in context-aware Web services. This
paper is a further step to detail how context information could be coupled. However as [42] gives a broad view
of existing techniques, it also covers some systems studiedin this chapter. Furthermore, in [42], we mainly
study existing techniques based on context supporting components, such as context presentation, context sensing,
context storage, context distribution and adaptation. In this chapter, we examine only context coupling techniques
which are of course related to different context supportingcomponents. Thus, some results found in [42] are also
given in this chapter.

Coupling techniques are well-known [2, 1], thus they have presented in several papers. When study coupling
techniques in Web services, in general, and in context-aware Web service systems, in particular, we are able to find
only four common types of coupling techniques namely structure, data, message and common couplings. Context
coupling techniques are subset of these techniques, thus they have some common properties. However, to our best
knowledge, there exists no study of context coupling techniques in context-aware Web services.

The interaction models between context-aware Web servicesin context coupling techniques are also related to
SOA and enterprise integration patterns [25]. Thus genericconcerns associated with these models with respect to
integration issues could also be learned from these patterns. However, these patterns are generic, while using them
for coupling context information should be driven by the properties of and compliance rules applied to context
information.

7 Conclusion

Enabling context-aware Web services, or “smart Web services”, is important as this will substantially improve how
services could adapt to complex, situational behaviors of humans, things and services on the Internet. Coupling
context information across multiple Web services is non-trivial problem because it requires well-agreed context
models and protocols. In this chapter, we have studied a particular topic - context coupling - that is a must for
enabling context-aware Web services. We have analyzed existing systems and presented a case study. Overall,
many open issues have not been addressed yet in current literature. This is understandable because context-aware
Web services research is a relatively new. We need to invest more efforts on establishing open protocols for
exchanging context information in a large-scale system. Furthermore, privacy and security issues for context
coupling should be treated as first entities.

14



Our future work is to focus on message specifications that canbe used to transfer different types of context
information and open protocols for context coupling over overlay networks. In particular, we will target our work
in multiple spaces connecting smart homes to distributed healthcare systems and Internet-based Web services.
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